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Abstract

R
UN-TIME MONITORING of Systems-on-Chip offers an alternative to today’s largely ad hoc,

design-time validation methodologies to estimate and extract the highest performance of

the system across a wide spectrum of design corners and applications domains under specific power

and temperature constraints. The diversity of designs ranging from conventional multiprocessor

machines to designs that consist of a “sea” of programmable arithmetic logic units or other spe-

cialized custom units present a dramatically evolving design space that validation methods cannot

cover in a conventional manner. New run-time monitoring techniques are increasingly employed to

characterize and assist in improving the performance and the energy consuming behavior of such

systems.

The developed methodology in this dissertation uses novel designed hardware primitives and

shows that detailed analysis and characterization of the different interacting components that dy-

namically influence the performance and power consumption of SoC is feasible. In particular, hard-

ware monitoring structures allow to the upper management software layer to obtain feedback from

the hardware design and better understand and deal with the predominant symptoms of inefficien-

cies. This becomes especially true today, in the presence of multi- and many- core SoCs, of the

technological process variability and of the workload variations caused by the non-deterministic

nature of applications. Contrasted with previous solutions that tend to define at design-time a static

and finite set of configurations for a system, the designed hardware monitoring agents offer run-time

assistance to find and exploit optimal ways to manage resources and improve the system’s behavior.

Various microarchitecture alternatives are described for run-time monitoring and management

v



of network-on-chip based systems. High-speed and energy efficient circuit techniques are deployed

for monitoring agents that reside at critical points inside chips, especially at interfaces; these mon-

itoring circuits can be configured dynamically and communicate computed statistics to centralized

or distributed hardware monitor managers of different functionality and complexity. The presented

results extracted from implementations on reconfigurable devices expose the usability properties of

monitoring and provide guidelines for system-level designers, proving the need for flexible and at

the same time efficient filters for run-time monitoring inside complex NoC-based SoCs.

This work should lay the foundationfor further research in the domain of run-time system mon-

itoring, where a harmonized synergistic operation between the hardware monitoring subsystem and

the applications allow for optimized performance while respecting chip’s energy or temperature

constraints.

vi
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Chapter 1

Introduction

P
ERFORMANCE and energy efficiency have always been the ultimate design goals for all plat-

forms from embedded to High-Performance Computing (HPC). While in embedded mobile

platforms one key concern is an extended battery life, in servers or HPC, energy consumption dic-

tates the overall operation costs with significant economic implications for datacenter owners. Em-

bedded applications increasingly require higher performance, low-power processing to support the

emergence of multimedia in hand-held devices, high-speed connectivity and faster data-processing.

This brings new challenges with multiple tasks required to be executed in parallel. Given a process-

ing algorithm, custom designs always provide the optimal solution, but rising development costs

limit application-specific chips to devices that will be sold in very high volumes. Even then, custom

circuits cannot meet time-to-market constraints since a design must rapidly adapt to changing mar-

ket requirements. Extending product functionality and improving their lifetime requires additional

features to satisfy the growing customer’s needs as well as new market and technology trends.

As a more flexible alternative, programmable domain-specific processors have evolved to ex-

ploit particular forms of parallelism common to certain classes of embedded applications. Ex-

amples include digital signal processors (DSPs), media processors, network processors, and field-

programmable gate arrays (FPGAs). However, full systems often require a heterogeneous mix of

these cores to be competitive on complex workloads with a variety of processing tasks. The resulting

1
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devices are complex System-on-Chips that combine multiple, general purpose processors for flexi-

bility, with multiple custom function cores for performance and efficiency. These systems exhibit a

highly dynamic behavior due to the multitude of the system components and their interactions.

Designing energy-efficient components fades outs in view of increasing importance of develop-

ing energy-efficient systems. Beyond micro-architectural enhancements and improved design flows,

a holistic approach that includes also operating systems, libraries, protocol stacks, and compilers is

more effective. Designers should design simple energy/performance management hooks in the pro-

cessor and all other components (RAMs, controllers, chipsets, and interconnections) that can be

exposed to the software, beyond voltage and clock scaling. Subsystems with power-performance

“gears” to support power management at a higher level are more promising, enabling global energy

management and different policies tailored to an application domain or changing system constraints.

Silicon vendors are constantly facing pressure to deliver feature-rich, high-performance, low-

power and low-cost chips in as short time as possible. Thus, in the recent decade designers have

developed strategies to reuse previously verified circuits called Intellectual Property (IP) Cores.
The goal has been to reduce the time-to-market, the design costs and the productivity gap. To

address these challenges, as figure 1.1 shows, the reuse of IP cores along with the evolvement of

EDA tools and the hardware-software co-design methodologies have helped developers producing

multi-billion transistor single chips in very short time.

Emerging multicore architectures become more diverse both at the architecture and the pro-

gramming level, while varying application requirements at run-time compose a spectrum where

optimum performance, predictability, fault diagnosis and recovery, combined with power efficiency

during operation require radically new design methodologies. To address these needs intelligent

system monitoring and runtime control of the state and dynamics of the device is becoming in-

creasingly important. System-on-chip monitoring goals involve, first, to enhance system flexibility

to adaptively match system resources on-line to dynamic workloads and second, to achieve energy

efficiency and desired performance under power and thermal constraints. These objectives come on

top to the traditional use of software and hardware techniques, such as watchdog processors [1, 2]
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Figure 1.1: Improvements of tools, strategies, silicon manufacturing

techniques boosting the design of integrated circuits from few

gates to billion-transistor SoCs and NoCs

that exploit special-purpose hardware modules to monitor the control-flow of programs, as well as

memory accesses for potential faults. In addition to dependability of on-chip systems that becomes

an increasing problem as feature sizes continue to shrink, intelligent system monitoring is required

to handle systems’ adaptivity and enhance their efficiency.

1.1 Dynamic Power and TemperatureManagement inMulticore SoCs

Dynamic power management refers to power management schemes implemented while a chip is

powered and tasks are running. Research efforts usually focus on power/energy reduction by Dy-

namic Voltage / Frequency Scaling (DVFS) techniques which control the supply voltage and the

clock frequency during execution of a task according to computation requirement of the task. Be-

cause dynamic power consumption in a CMOS circuit scales quadratically with the supply voltage,
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a significant power reduction is expected by DVFS techniques.

Processors are the center of attention in optimizing chip microarchitectures from the perspective

of power and thermal dissipation. However, there is increasing concern about non-processing ele-

ments such as caches and on-chip interconnects. Nowadays, power and temperature management

techniques need to shift from the era of single microprocessors to modern multi-core architectures.

As CMOS technology is continuously scaling, single chip systems integrating a large number of

processors, on-chip memories and custom intellectual property cores (IPcores) have become a re-

ality [3]. Innovative architectures that allow different cores communicate to each other via the

Network-on-Chip (NoC) paradigm have emerged as a promising alternative to traditional bus-based

approaches [4]. By eliminating global wires, the NoC approach provides the needed scalability and

predictability, while facilitating design reuse.

With communication emerging as a larger power and performance constraint than computation,

it may become necessary to understand and leverage the properties of the on-chip communication

subsystem at a higher level. One of the greatest bottlenecks to performance in future Systems-

on-Chip is the high cost of on-chip communication through global wires [5]. Power consumption

has also emerged as a first order design metric. Nir [6] shows that wires contribute up to 50%

of total chip power in some processors. Large-scale chip multi-processors (CMPs) are already on

the way by many major chip manufacturers [7], [8]. Multi-threaded work-loads that execute on

such processors will experience high on-chip communication latencies and will dissipate significant

power in interconnect.

Moreover, heterogenous SoCs are emerging to address the growing concerns of energy effi-

ciency and silicon area effectiveness [9]. Small-scale heterogeneous multicore SoCs have been used

in embedded systems for years [10]. Meanwhile, general-purpose processor designers are also ad-

vocating such heterogeneous architectures for future multicore or many-core processors to optimize

a system’s energy efficiency (measured in performance per joule) or area effectiveness (measured

in performance per mm2).

In addition, thermal constraints appear to dominate other physical constraints like pin-bandwidth
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and silicon area. Power density of modern SoCs has been increasing at an alarming rate resulting

in high and uneven on-chip temperatures. Higher temperature increases current leakage and causes

poor reliability. Together with power consumption, clock distribution and process variation, prob-

lems in future multiprocessor systems-on-chip (MPSoCs) compose a multi-disciplinary equation.

Joint optimization across multiple design variables is necessary. The need for adaptive chip archi-

tectures that can dynamically accommodate the full range of workloads, from heavily CPU-bound

to heavily memory-bound and communication bound is rising together with the integration level of

modern MPSoCs.

The operating system cannot assume all cores to be equal due to process variations or have

similar behavior, performance and power profile. Spatial thermal variations are typically larger in

heterogeneous MPSoCs due to the intrinsic disparity in power densities across the chip. Localized

temperature increase hot spots and can cause transient reduction in overall system performance, un-

reliable timing delay variations or even permanent damages in the devices [11]. Attaining uniform

power distribution in nanometer VLSI devices so as to avoid performance and long-term reliability

degradation is not a trivial task. To achieve a reliable and efficient system operation, the MPSoCs

need to operate below a maximum temperature value and power budget. Thermal throttling is a

mechanism that reduces power consumption when the core temperature exceeds a threshold tem-

perature limit. However, excessive thermal throttling affects the system performance. Determining

the operating frequencies or even voltages of the different cores of the MPSoCs, such that the perfor-

mance of the system is maximized, while satisfying the temperature and power budget constraints,

is a challenging task.

The mere objective of each methodology is to achieve the theoretical highest performance within

a thermally-safe DVFS configuration for specific or different workloads. This objective can be

analyzed to various sub-problems: statically use techniques such as workload profiling to produce

predictions, or employ dynamic management mechanisms in software or hardware in cases that a-

priori knowledge of workload cannot be safely obtained, or to accommodate for process variation

effects. The accuracy of the prediction or minimizations of prediction deviation together with the
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need for fast adjustment of the constructed thermal model are a few subsequent problems that need

careful consideration.

As the power densities increase with the continuous shrinking geometries, thermal hot-spots and

large temperature variations on the die may occur, introducing a number of significant challenges.

The main goals for power and thermal-aware management along with associated issues can be

summarized in:

• accurate system modeling for power characterization and/or thermal characterization,

• accuracy of power and temperature detection sensors,

• circuits and techniques for real-time safe identification and reaction

• workload behavior characterization and phase prediction,

• accuracy of prediction (coarse or fine grain) algorithm,

• fast and low overhead algorithm/techniques for (a) updating the thermal model at runtime,

and (b) predicting system’s future behavior

• efficient reaction strategy with the following goals under specific power budget, or thermal

constraints:

– Maximize per-core performance or processed workload which consists of the right mix-

ture of tasks (cold and hot, or urgent and best-effort, or real-time and idle)

– Maximize system performance or chip performance utilizing the maximum number of

functional units or resources,

– Maximize per-application performance

In general, the design space exploration for run-time power and temperature management in-

volves an extremely large number of parameters in order to fit the best strategy in terms of effi-

ciency (fine or coarse grain, transistor, RTL level and architecture technique or compiler, appli-

cation and OS level) to the right system, chip, and environment: CMPs, heterogeneous MPSoCs,

NoC-based systems, multi-threaded environment, high-performance processors, multi-level mem-

ory hierarchies, embedded systems, real-time OS, embedded OS.
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1.2 Contributions

This dissertation explores the potential to enhance the run-time monitoring mechanisms in multi-

core SoCs and introduce novel system-level monitoring mechanisms, in order to facilitate dynamic

optimization of system performance, power and temperature effects. Performance monitoring units

are already present in current microprocessors. However, as the number of processors and the

heterogeneity levels increase rapidly in modern systems, along with the application complexity,

new methods and circuits are required to deliver optimal system operation.

The main contributions of this dissertation are the following:

• It presents a library of monitoring structures. When designing a self-adaptive SoC the archi-

tect needs to define the different events (and sources of these events) which the system have to

cope with, the sensors to perceive these events, the means to store, transmit and process this

information and the policies and reaction mechanisms exploiting the monitoring information.

One critical objective of the developed library is the design of efficient monitoring units to

deal with intelligent on-the-fly transformations of the captured monitoring data and handling

of large amounts of monitoring counters. The design of low-level sensors and calibration is

beyond the scope of this dissertation.

• It addresses the challenge for designing a system-level Monitoring-on-Chip (MoC) archi-

tecture in multi-core SoCs. Continuous improvements in integration scale have fueled the

integration of several processing cores on the same chip, with huge numbers of events and

amount of monitoring information to handle. In this context sharing and pre-procesing of

monitoring data are investigated and monitoring methods and architectures are proposed to

efficiently solve these crucial issues.

• It describes a monitoring framework that is fully automatic and flexible. The framework is

also scalable, and additional objectives such as power consumption can be added easily. It

introduces a novel infrastructure to address the run-time monitoring of multi-core SoCs in a

non-invasive way. This monitoring framework allows for performing on-line optimizations of
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the architectural and software parameters through providing programmable hardware agents.

• It describes the implementation of a monitor-aware computing platform. To address the cost-

effective issue of monitoring-conscious computing a multi-core system-on-FPGA is designed

that integrates pro-active policies for power and temperature management. The focus in the

proposed system extends the concept of embedding intelligent monitoring units to mecha-

nisms that reduce power and thermal gradients through using distributed sensors. By explor-

ing the efficiency of various distributed heuristics which achieve accurate and fast predictions

the objectives include run-time performance optimizations.

1.3 Thesis Organization

The rest of this thesis is organized as follows.

Chapter 2 presents an investigation and categorization of on-chip monitoring methods and cor-

responding system-level services which involve a number of trade-offs from architectural point of

view, including communication protocols and software interfacing, interaction and interoperability.

Among the objectives is to understand the major domains in modern ASICs that require or benefit

from dynamic monitoring techniques and identify the needs and resulting impact when bringing

hardware monitoring units in assistance to software agents.

In chapter 3 we present monitoring methods and architectures in the context of Networks-on-

Chip. We introduce the concept and challenges of monitoring for NoCs along with an analysis of the

different layers and approaches to integrate monitoring methods. Then, we discuss implementation

tradeoffs of monitoring in NoCs, such as cost and the effects on the design process. NoC monitoring

systems and services can aim at different objectives; in order to be efficient though programmability,

cost, interfacing and intrussiveness need to be addressed. This chapter discusses these aspects to

provide insight as regards the issues that emerge in future NoC architectures.

As today’s multicore chips exhibit significant diversity at the architecture and the programming

level, it is required to develop monitoring components to match these needs. Chapter 4 describes
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the design of various monitoring units, ranging from essential counter-based probes with filtering

capabilities, to multi-probe components that maintain arrays of counters for managing hundreds

of events. This is deemed mandatory for modern complex SoCs in order to support system-wide

monitoring services. Additionaly, chapter 4 presents system-level monitoring structures and system

architectures that are monitoring-conscious, discussing potential solutions on sharing and scaling of

these components. As the key enabling factor of modern SoCs is the integration of tens or hundreds

of IPs in a single chip, another trend that is becoming more common in integration of monitoring

functionality is distributed development model. Monitoring services will continue to form and

evolve based on domain of expertise and efficient communication of the captured information.

In chapter 5 a system-level monitoring conscious platform is presented. We discuss a multicore

architecture that supports coprocessor accelerators per node, drawing kernels power profile on-the-

fly, while balancing power and thermal effects at the NoC level. Overall, these techniques analyze

a system exploration methodology for run-time adaptive computing. It demonstrates as a proof

of concept a monitoring subsystem using actual sensors and a custom communication protocol for

developing distributed adaptation policies. Different prediction mechanisms are investigated on

top of a multi-FPGA emulation platform showing promising results with a minimum complexity

overhead.

Finally, Chapter 6 provides a summary of this dissertation giving a glipse of the future towards

monitoring-aware SoC designs. In the upcoming years it rises clearly an emerging need for syn-

ergistic design of monitoring subsystems and decision mechanisms for self-optimising computing

systems. New circuits and methods are required to balance the use of resources and their cost for

the system, and therefore constraining the system to use efficiently only the necessary resources to

accomplish the applications goals.



Chapter 2

Taxonomy of On-Chip Monitoring

2.1 Introduction

A
GGRESSIVE downscaling of device sizes and ever increasing integration densities result

in a fast growing number of processing and storage components in a single chip. This

trend gives rise to systems with rapidlly increasing complexity, as it is well reflected in Systems-

on-Chip (SoCs) combining multiple Intellectual Property (IP) cores. Running modern demanding

applications on a multicore SoC requires matching the needs of every application with the offered

system platform services. Run-time adaptive mechanisms are increasingly utilized to address this

challenge and achieve key requirements, such as energy efficiency, quality-of-service, predictability,

reliability or scalability, with respect to both the hardware and software components of the SoC.

Observation and collection of the essential pieces of information plays a central role in creating

and using these mechanisms. Designers commonly place custom, application-specific observation

probes at various locations in a platform, as depicted in figure 2.1, to dynamically capture critical

events, to calculate statistics, or to achieve error-resilient processing and communication. While

performance, energy consumption and other important metrics are already managed as optimization

goals at component level, the growth of parameters in large multicore SoCs with processors (CPUs),

memories, hardware accelerators (ACC), and graphic processors (GPUs) that communicate with a

10
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Network-on-Chip (NoC) makes observation and processing of gathered statistics at system level an

important challenge.

Figure 2.1 depicts an example of a multi-core system with hardware observation probes (also

interchangeably called monitors (M) throughout this work).These are located at critical positions

in order to collect the desired data, which are forwarded to a monitor manager, or directly to a

processor. The monitor manager must then evaluate the collected information and provide a de-

cision on the basis of pre-defined criteria. In addition, platforms include software agents for less

critical or system-level events. Usually, the operating system controls and coordinates these agents

dynamically, while striving to reduce side-effects such as performance or energy overheads and

perturbations.
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Figure 2.1: Monitoring components in modern systems-on-chip involve

hardware probes (M) and monitor managers (MMgr) that

cooperate with reactors to optimize system performance metrics,

energy efficiency, or reliability. The monitoring process consists of

events generation, collecting the monitor data of interest,

processing these data to decide and providing the right feedback

for adaptation

A monitor manager may also be formulated as a software service at the operating system or
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application level, by defining ways to collect and aggregate various events together with reaction

policies in order to address potential hazards or optimize system performance. Nevertheless, there

is hardly any standard in these methods and in monitoring in general. One of the reasons may be

due to that an “event” is not a well defined term; different observers can describe the same event in

different terms, and indeed different observers may assume different sources of the cause, or of the

location, or of the time of the event, a simple form of the Rashomon effect [12]. The subjectivity in
observing an event may be due to the different properties of an event that can be of interest to the

observer.

Overall, modern SoCs with processors, accelerators, graphic processors, memories and poten-

tially custom units (see figure 2.1), may embed monitoring units in either integral way (as dedicated

circuits, and/or as software threads), or as external components. The underlying motivation for

employing monitoring is to compensate deficiencies of pre-fabrication simulations, or as counter-

measures to dynamic (and unpredictable) environmental changes, or to workload changes. On top,

the integration of many heterogeneous components causes complex interdependencies and intro-

duces sources of non-determinism, that often lead to the activation of subtle faults. The challenging

process of multicore SoC monitoring is analyzed and discussed in the following sections.

2.1.1 Focus of this Work

This chapter presents a classification of monitoring techniques highlighting the distinctions be-

tween major methodologies and revealing underlying relationships as well. The primary emphasis

throughout this work is on capturing the functional behavior of monitoring architectures, hardware

and software, rather than the exact way in which they carry out specific tasks. The intention of

this survey is to shed light on attributes, advantages and sources of complexity for different mon-

itoring strategies pairing the suitable technique with the corresponding problem domain as figure

2.2 depicts. Moreover, this work tries to clarify how the monitoring process differs for proces-

sors, Networks-on-Chip and memories, or, how effective and what is the appropriate strategy to

bring understanding to applications executing on multiprocessors at various levels of abstraction or
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Figure 2.2: Monitoring for systems, a wide spectrum of methodologies

endorsed for various different objectives; the versatile concept of

monitoring has been employed in many domains and disciplines to

assist in cost-effective tackling of various optimization or

operational problems inside modern SoCs

Different methods and strategies outlined in figure 2.2 undergo distillation in the following

sections to extract the essence of effectiveness in employing monitoring. Finally, although the

primary focus is on the component and system-level, we also give circuit examples and references

to innovative application-level techniques.

2.1.2 Significance of Monitoring in the Multi-core Era

Emerging multicore architectures are becoming more diverse both at the architecture and at the

programming level, while varying application requirements at run-time compose a spectrum where

optimum performance, predictability, fault diagnosis and recovery, combined with power efficiency

during operation require radically new design methodologies. To address these needs, monitor-

ing and runtime control of the state and dynamics of the entire system are becoming increasingly

important. Application monitoring and steering derive their value from their use in understanding

and optimizing application behavior and in permitting developers to explore code characteristics

that are not easily understood. At the same time benefits from system-on-chip monitoring involve
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enhancements of system flexibility to adaptively match system resources on-line to dynamic work-

loads, and improvements in energy efficiency and desired performance under power and thermal

constraints. Power constrainted environments have completely changed the approach to SoC de-

sign. Since the highest performance implementations dissipates too much power [13], performance

is becoming a secondary concern for most designers. Additionally, as the scale and complexity of

systems continues to increase, monitoring the system at run time offers better performance, scala-

bility, and flexibility for multicore designs. Monitoring mechanisms and tools help architects keep

pace with new software, potentially using the insights gained to develop fast, robust, representative

microbenchmarks for simulation based studies or to design systems accelerating a variety of new

applications and usage models.

Therefore, a number of NoC-based multicore systems on a single chip have emerged that bring

into focus novel dynamic environments making feasible a wide range of modern applications. To

overcome scalability in complex SoCs along with global synchrony and verification costs, while

achieving separation of functionality from communication, the network-on-chip paradigm has been

introduced [14]. A Network-on-Chip is an on-chip point-to-point distributed interconnection net-

work that the key communication method is to implement interconnections of different IP cores

using on chip packet-switched networks. Increasing the NoC’s communication observability at run-

time is a big challenge. Moreover, congestion or deadlock may appear that needs online monitoring

and management, as NoCs become more sophisticated and can even perform adaptive routing al-

gorithms. In industry, complex multicore systems embed tens or hundred of processors, usually

in a tiled organization, which adopt Network-on-Chip infrastructures as communication layer. For

instance, Tilera TILE64 [15] is built around the iMesh which consists of five 8 × 8 meshes, where

traffic is actually statically divided across the five meshes. Intel TeraFLOPS chip [16] consists of an

8 × 10 mesh, which runs at an aggressive clock of 5GHz on a 65nm process. Nvidia’s Tegra 3 [17]

integrates generic and customized processing units to handle demanding workloads dynamically.

These pioneer chips allow user processes or threads to communicate flexibly and dynamically,

and at the same time require hardware and software dynamic management, for instance to control
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Figure 2.3: Exponential growth of multiprocessor SoCs in the recent decade

challenge the design of single-chip systems. Chip layouts are

adapted from IBM’s Power7 chip [Floyd et al. 2011] and Nvidia’s

Tegra3 [Nvidia Tegra 3]

operation within the thermal envelope of the chip. For instance, in Power7 chip[18] shown in fig-

ure 2.3, critical path monitor circuits combined with thermal sensors provide real-time feedback

on the chip’s current timing margins. These in turn are used to achieve performance goals through

featuring per-core frequency scaling with available autonomic frequency control and per-chip auto-

mated voltage slewing. In particular, Power7 chip includes 44 digital thermal sensors (DTSs) using

band gap diode voltage comparators and polynomial curve fitting to help the firmware produce the

temperature values without costly computations. Additionally, sensor communication is optimized



16 Chapter 2 : Taxonomy of On-Chip Monitoring

through packing multiple sensors into single read operations. Nvidia’s Tegra3 implements monitor-

ing of its variable Symmetric Multiprocessing (vSMP) technology[17] by individually enabling all

five CPU cores (via aggressive power gating) on the basis of the workload.

Figure 2.3 depicts the growth trend for today’s multicore designs; in these large systems, finding

common architectural methods that address both the system diversity and the dynamic behavior of

different applications is extremely challenging. This work demonstrates a taxonomy for ideas and

techniques used to monitor and dynamically manage multicore SoCs in the view of an exponen-

tial growth of the number of cores. Efficient monitoring, as determined by capturing the correct

information at the right time and at the lowest cost in order to fully and precisely understand the

root cause of the event, is the key of every monitoring technique. We do not address particular

implementations of monitors and circuits, as the primary focus is placed on the strategies for large

multicore systems. Response mechanisms are not detailed as well, in the view of endless proposals

for optimizations at the circuit, architectural and software level. It is important to note that this

survey concentrates on monitoring methods for systems-on-chip; application-specific aspects are

considered out of scope.

Close to this work, exploration and classification of various methods and models have appeared

in the literature. The growing complexity of modern SoCs has provided a strong incentive for sur-

veying the methods for online failure prediction through runtime monitoring [19] and methods for

fault tolerance in the scope of NoCs [20]. Benini et al., has surveyed several approaches to dy-

namic power management at system-level with a view towards the tradeoffs involved in designing

and implementing power-managed systems [21]. Moreover, Kong et al., provided a comprehensive

overview of thermal management techniques for microprocessors [22]. So far, in comparison with

this work, these works demonstrate little or no concern on the different monitoring methods, the

microarchitectural mechanisms to support monitoring for multicore SoCs and the synergies among

techniques and across design layers, which is a major contribution of this work. Another contribu-

tion of this work is the complete and consistent definition of many terms that are not standardized in

the literature and their use to describe the very large space of monitoring methods and techniques.



2.2 : System-on-chip Monitoring, Definition and Objectives 17

Section 2.2 gives an overview of basic terms and objectives used throughout this chapter. Sec-

tion 2.3 develops a functional taxonomy of monitoring techniques designed for processor, chip

component and system-level. Additionally, a methodology-based classification is presented in sec-

tion 2.4 through organizing various approaches for monitoring multi-core SoCs. Finally, open issues

and trends appear in section 5.7, which also concludes the chapter.

2.2 System-on-chip Monitoring, Definition and Objectives

Monitoring usually refers to methods that enable observation of a range of phenomena and events

and plays an increasingly vital role in design of computer software and architecture. This sec-

tion gives the definition of key terms used throughout the chapter and consolidating diverse terms

found in state-of-the-art system architecture literature. System-on-chip monitoring is the process

of integrating hardware and software monitor components to adaptively match system resources

to dynamic workloads for performance and quality-of-service, to optimize resource utilization, to

achieve energy efficiency, or provide increased reliability and dependability through fault detection

and recovery (component, communication, power, temperature or soft-error failures). Monitoring

involves architectural enhancements, communication protocols, software interfacing, middleware,

interaction and interoperability.

The fundamental concept that governs any monitoring process includes observing, identifying

and triggering by an event. An event is an atomic occurrence in time. From the viewpoint of a

system as a finite state machine an event can be defined as “a significant change in state” [23, 24].
For instance, an instruction completed event indicates that the registers and processor flags are now

updated and that the processor pipeline now has one less instruction in it. For an executing task,

an object allocation event means that the system now has less free memory and an additional new

object. Some events can have attributes. For example, an object allocation event can have attributes

specifying the object size, address, type, etc. Conversely, a cycle event (a clock tick in the CPU)

has no attributes. The information that characterizes an event usually consists of: (a) a timestamp

giving the exact time the event occurred, (b) a source identifier which defines what the source of the
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event is, (c) a special identifier to determine the category that the event belongs to, as well as (d)

the information that this event carries. The information regarding the events is called attributes of
the events, and they consist of an attribute identifier and a value. The exact attributes along with the

number of them depend on the category the event belongs to.

Computing systems and sensing devices such as sensors, actuators, controllers, can detect state

changes of objects or conditions and create events which can then be processed by a service or

system. In this scope, an event trigger is a condition that result in the creation of an event. The

first logical layer is the event generation, which means the creation of a fact, of a piece of informa-

tion, anything that can be sensed. Converting the different data collected from the sensors to one

standardized data form that can be evaluated is a significant problem in the design domain [25].

Essentially, the monitoring process consists of the following steps (see figure 2.4):

• Event generation is caused via periodic sensor sampling or asynchronous event trigger

• Data capture involves the transformation of the event (e.g., analog-to-digital conversion) and
formatting it to a meaningful representation

• Event filter and captured data processing consists of selecting the core information from a

large amount of events to store or forward to the decision making component

• Diagnosis, decision making involves the identification of the location and root cause of the

event that may be filtered

• A Reaction policy is activated when the diagnosis results indicate that a deviation from the

objectives of the monitoring mechanism has occurred and countermeasures need to be sched-

uled

Monitoring involves different and often diverging approaches. For instance, the type of events

that can be monitored can be categorized spatially through the various levels of the system, from ap-

plication layer, operating system and middleware, to hardware layer, components and circuit level.

Monitoring can be employed to identify: (i) system calls, context switches, interrupts, shared vari-

able references, and application-specific events, or, (ii) processor, on-chip communication, memory
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Figure 2.4: Basic components of the on-line monitoring process

hierarchy, and co-processing cores related events. Alternatively, the monitoring process can be

based on the objective “why” it is applied, or “how” the monitoring is designed and integrated to

the system. Monitoring techniques can span different levels from hardware to software level, albeit

mainly requiring the synergy of both.

Monitoring services permit access to system’s information at various levels of abstraction. At

component level, accuracy is the profound benefit of every hardware monitoring technique which

commonly employs counters and memory storage to log important system events. Nevertheless, a

limitation of hardware counters is that they depend on the microarchitecture of the processor. While

microarchitecture-specific counters can be very useful, if the goal is to understand the behavior of

specific components, they do not provide direct metrics when one tries to measure properties of the

workload common to different platforms, such as data-reuse patterns.

Additionally, monitoring services can essentially be determined by and defined through the

following attributes: access intensity, function parallelism, criticality, dependencies.

Access intensity is the frequency at which the monitor captures an event and generates a notification.
These two operations can be distinguished as potential filtering alters the higher level perspective of

observations.

Function parallelism of a monitor component is the level of parallelism that can be accomplished

from a parallel-based monitor organization to serve a particular function, like power identification

or queues utilization of the CPU or of NoC’s routers.

Criticality is the level of importance of the service that a monitoring subsystem provides. Often,

a system must respect stringent latency constraints, interrupt responses, etc., which rely on the



20 Chapter 2 : Taxonomy of On-Chip Monitoring

260pt

Monitoring Access Function Criticality Dependency
methods Intensity Parallelism

Software L M L/M L
Hardware H H H M/H
Reactive M/H n/a H M

Pro − active L/M n/a L/M M

Table 2.1: Monitoring methodologies covering a mixture of features at

different levels, low (L), medium (M) and high (H) are usually

employed on basis of the monitoring objective.

monitor components and their communication protocols.

Dependency is the degree of confidence that a collected monitor provides. Monitor values can be

simplified to deliver a number of occurrences of an event, like cache misses, while other complex

metrics inherently involve reliance to potential or circumstantially insignificant causes. For instance,

monitoring thermal effects on a system component should possibly include sensor’s leakage currents

when operating in high temperatures.

Generally, designing monitoring services involves locating the right set of features such as the

ones listed in Table 2.1. It is true though that most adaptive SoCs use application-specific ap-

proaches to observe and manage a system dynamically. In order to characterize and understand the

appropriate monitoring strategy suitable for a particular system the following sections provide more

insight through various solutions.

2.3 Functional Taxonomy

Functional classification focuses on organizing the properties of different methodologies on the

basis of the functions or objectives of monitors: debugging, performance, quality-of-service (QoS),

resource utilization, power, energy and temperature, fault-tolerance, security and other application

specific goals such as dynamic reconfiguration of modern applications or monitoring to assist code

migration in a cloud environment. These objectives essentially form the constituents of two major
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directions in system development: providing the methods to enable the correct operation of a system

and, enhancing it in order to improve its distinct characteristics such as performance or energy. It is

important to note that system’s robustness against soft or hard errors or deadlock avoidance belong

to the first direction, while optimizing quality of service of the on-chip interconnect fabric involves

monitoring for the latter consideration.

Additionally, when designing monitor components these goals are not disjoint. For instance,

monitors developed for increased reliability, or for security must respect the chips energy con-

straints and preserve the performance levels intact. In general, dynamic applications with varying

behavior in time or in space, as well as general-purpose processing components require monitoring

mechanisms of increased complexity. This observation drives developers to provide basic hardware

primitives to monitor particular functions and build monitoring services on top of these primitives.

Next, we discuss selective approaches and attributes that characterize each category.

2.3.1 Monitors for Debugging

A debug methodology involves observing the (hardware or software) component to debug in its

target environment, and controlling its execution (stopping, single stepping, etc.) to efficiently and

effectively locate the root cause of any undesired behavior. Monitoring and debugging computa-

tion, especially of a single processor, is a mature area for which tools and techniques have been

developed [26, 27, 28]. In industry, various solutions are employed; Xilinx developed Chipscope

tool [29] to provide on-chip debug and real-time system visibility for reconfigurable platforms. Em-

bedded processor paradigms such as ARM CoreSight [30] and MIPS on-chip instrumentation [31]

technologies feature non-intrusive monitor modules integrated within the processor cores, provid-

ing logic analysis for AMBA AHB, OCP, and Sonics SiliconBackplane bus systems. Moreover,

the IEEE’s Industry Standard and Technology Organization has proposed a standard for a global

embedded processor debug interface, called Nexus 5001TM[32]. Nexus defines four classes of op-

eration: Class 1,2,3, and 4. Higher numbered classes progressively intend to support more complex

debug operations at the cost of increased on-chip resources.
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There are several hardware approaches for debugging. If the erroneous behavior is investigated

during the development of a device, then searching for bugs in silicon is also referred to as post-
silicon validation and debug, or just post-silicon validation. Design-for-debug (DFD) techniques

are used to localize functional bugs through logic probing, scan chains, and real-time trace collec-

tion, commonly referred as embedded logic analysis. Various approaches address debug support

framework and interfaces standardization for SoCs [33], and debug structures for instrumentation,

such as assertion-based on-chip debug checkers, triggers and event counters[34, 28]. In particular,

typical post-silicon validation techniques apply recording values of the circuits internal signals into

an on-chip trace buffer, feeding the obtained value into a simulation framework to reproduce the

erroneous behavior [35]. Due to the vast amount of debug data, it is more efficient to record higher

level information, such as instruction footprints for processors[36].

In addition, infrastructures for Networks-on-Chip have addressed debugging issues [37], while

earlier El Shobaki [38] presented MAMon for event-based debugging of SoC applications, and

Cota et al. [39] described a Test Access Mechanism (TAM) for observing and testing the nodes of a

SoC through re-using the network resources to minimize the cost and improve the speed of testing

probes.

If on the other hand a “mature” system exhibits unpredictable or unexpected problematic be-

havior, then debugging is still required, with the goal nonetheless placed on reaching sufficient

understanding of the deficiencies (hardware or software) that escaped the developers. Flight data

recorder [40], Karma [41] and Rerun [42] are hardware approaches that use a low-overhead hard-

ware recorder in the context of caches or cores, even on deployed systems, essentially to log the

minimum thread ordering information that is necessary to play back the multiprocessor execution

faithfully after the event. HARD [43] and NUDA [44] provide hardware-assisted race detection

approaches, using a non-uniform memory mapping. HARD design is architecture-dependent, while

NUDA offers a distributed and simultaneous notify mechanism for debugging control.

Figure 2.5 summarizes the main directions towards embedding special circuitry and mechanisms

for debugging and desired goals for each direction.
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Figure 2.5: Sub-categories of monitors for debug principally relying on

hardware support

Even though the power of simulators continues to improve in a linear fashion, the inability

to adequately simulate all the possible permutations in pre-silicon has led to alternatives such as

emulation and FPGA-based prototyping before design completion. Chip instrumentation is the key

innovation to enable more efficient observation and verification of sustained functional integration

that is combined with faster internal clock speeds and complex, high-speed I/O. Moreover, runtime

debugging is also becoming increasingly important for multi-core systems, especially for detecting

race conditions or deadlocks, requiring architectural enhancements and tools support.

2.3.2 Monitors for Performance

The most widely known monitor structure is the performance counter, guiding computer architects

and programmers through a challenging spectrum of complex systems and evolving applications. A

performance monitor observes the behavior of a system, collecting throughput and latency-related
statistics which help the run-time system to optimize its weaknesses. Hardware performance mon-

itors are often available inside processors, while additional software performance monitors may be

developed inside native libraries or virtual machines like the Java libraries. A performance monitor

is a scalar variable with a value that changes over time, while a performance counter is a special
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kind such monitor. The value of a performance counter reflects a count, usually a count of events.

Performance counters usually refer to a class of hardware devices contained in most modern

microprocessors. These counters can be programmed to count the number of times specified (dy-

namic) events occur within a processor. One common such event is the number of instructions

committed since the counter was enabled. Through exposing these counts to software, they can be

used to find and remove software inefficiencies [45], or architectural bottlenecks [46]. Performance

counters can easily track the number of events that occur within a processor, but it is difficult to use

them to find which instruction causes a particular event. One common method is to set the initial

value of a counter to a negative number and take an interrupt to the kernel when the counter turns to

zero; then, the state can be observed from within the interrupt handler. In a different approach, the

ProfileMe framework randomly samples individual instructions and collects cycle-level information
on a per-instruction basis [47]. The idea is to provide more accurate data for out-of-order CPUs,

since other instructions in the pipeline can affect the previously started counters. Since counters in

ProfileMe do not record the number of events triggered but only their presence, it is the Operating

System’s task to record the data and provide the correct amount to the user.

Conventionally, performance counters have been targeted at internal processor core events, and

only recently support is extended to system-wide events [48], even in parallel multiprocessors such

as Blue Gene [49]. The number of hardware counters in a processor is much smaller than the

number of events that can be measured. This can impact the accuracy since the more events that

can be tracked the more accurate the performance model built. Hardware vendors have increased

coverage, accuracy and documentation of performance counters making them more useful than

before. For instance, hundreds of events can be monitored on a modern Intel chip[50], representing a

three-fold increase in a little over a decade. Despite these improvements, it is still difficult to realize

the full potential of hardware counters because the costly methods used to access these counters

perturb program execution or trade overhead for loss in precision. Programmability, parametric,

dynamic adaptation, simultaneous activation and monitoring of multiple performance counters are

still difficult to achieve, mainly due to increased complexity.
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2.3.3 Monitors for Quality-of-Service

The design of modern SoCs involves integration of many different components (IPs) such as pro-

cessors, graphical accelerators, audio/video decoders, on-chip memories, that cooperate to achieve

the overall performance needs of different applications. Usually each one of these IPs has drasti-

cally different bandwidth and latency requirements, and these requirements must be guaranteed to

achieve proper operation. Monitoring subsystems are increasingly employed in such multicore SoCs

to effectively manage allocation of on-chip resources. One of the primary objectives of monitors

for quality-of-service includes the interconnect QoS which is responsible for providing a suitable

set of services to satisfy these requirements. Service class, virtual channel and dynamic bandwidth

controllers have been proposed [51, 52, 53] to provide efficient Quality-of-Service in advanced

SoCs. One use of such mechanisms involves to observe and control the number of priority tokens

on a given connection, and thus its real-time properties to provide connection oriented guaranteed

services. For example, figure 2.6 shows monitor units located in NoC routers, which monitor con-

gestion by estimating link utilization [54], or counting how many packets are stored in buffers.

When thresholds are surpassed, a notification is sent to a controller or a traffic shaper to adjust the

packet generation rate [51]. In a different QoS-aware monitor scheme, adaptive routing/path alloca-

tion algorithm or on-demand buffer assignment can be applied for adaptive NoCs where the subset

of tasks and their mapping may change during run-time [55, 56, 57]. Monitors are responsible to

track spatial change of task execution, that is, relocation of application tasks to different process-

ing elements, as well as the possible introduction of new tasks and reconfigure the NoC routing

algorithm.

Many modern embedded and distributed systems (including real-time and non-real-time) em-

ploy utilization monitors, rate modulators, model predictive or workload controllers with feedback

control techniques in order to provide quality-of-service [58, 59]. In response to workload variations

in unpredictable environments, dynamic resource allocation is needed to achieve high processor

utilization while still meeting real-time constraints, to enforce appropriate schedulable utilization

bounds, or to handle system dynamics caused by load balancing for large-scale server clusters.
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Figure 2.6: Distributed approach for QoS control of a NoC through monitoring

buffer or link utilization

From a different angle, monitors help to avoid saturation of processors, which may cause system

crash or severe service degradation. However, these management approaches based on feedback

control require having an accurate system model, which may be difficult to obtain for realistic dis-

tributed or multi-core embedded systems.

Monitoring for sustaining QoS can be inherent in particular application domains. For instance,

servers providing adaptive video streaming service exploit the inherent adaptiveness of video ap-

plications to perform controlled and graceful adjustments to the perceptual quality of the displayed

MPEG video stream in response to fluctuations in the QoS delivered by the underlying infrastruc-

ture. Increased efficiency though is attained when the monitor service is not platform-agnostic; in

embedded system design where the platform cost and its resources are bounded, quality monitoring

and control assisted by the system and in synergy with the applications is inevitable [60].

2.3.4 Monitors for Power, Energy and Temperature

As the power densities increase with the continuous shrinking geometries, thermal hot-spots and

large temperature variations on the die may occur, and must be avoided or at least mitigated. Monitor

mechanisms have a fundamental role when building adaptive chip architectures that struggle to
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achieve the theoretical highest performance within a thermally-safe dynamic voltage and frequency

(DVFS) configuration for specific or different workloads.

The past decade has witnessed many research efforts in this domain since the design space

exploration for run-time power and temperature management involves a very large number of pa-

rameters. Figure 2.7 shows a state of the art summary of approaches for a single processor and

some in the multicore era [61, 62, 63, 64, 65, 66, 67, 68, 69, 70, 71, 72, 73, 74]. The main goal

is to fit the best monitoring strategy (fine or coarse-grain, at transistor, RTL and architecture level

technique, or compiler, application and OS level) in terms of efficiency, to the right chip, system,

and environment: CMPs, heterogeneous multicores, NoC-based systems, multi-threaded environ-

ment, high-performance processors, multi-level memory hierarchies, embedded systems, real-time,

or, embedded OS.
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management for single- and multi- processor systems
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An intrusive, or non-intrusive design approach involves exploiting the performance counters

that exist in most processors, which can be used to monitor activity data (access count) of most

on-chip functional units and therefore allow interpretation of these counter values also for localized

temperature sensing across a microprocessor [65]. Through performance monitoring counters the

functional units utilization can be determined as a way to infer energy requirements and correspond-

ing temperature [75]. Accurate monitor information is of prime importance to develop task activity
vectors, as defined in [64], as a metric for characterizing a task by the functional units it uses. Then,
the scheduler of the operating system considers this metric, to arrange, for example, the tasks in a

processors run queue in a way that tasks using complementary resources are scheduled successively

and thus reduce hotspots.

In a different perspective, monitor controllers are utilized in feedback control theory based

approaches that tune the system performance while using predictive lookup tables for forecast-

ing temperature and workload dynamics, and applying proactive thermal management techniques

[61, 73, 76].

In addition to performance monitor counters and adaptive feedback controllers that are exploited

for energy and thermal system management, other types of monitors are also integrated in modern

SoCs, such as thermal, delay, or wearout monitors. Most thermal sensors are build by simple ring

oscillators or diode-based circuits. Arrays of voltage and thermal sensors are interconnected with

on-chip controllers to capture chip environmental conditions. Monitor information is then used to

control system clock frequency, voltage and bandwidth allocation [77, 78, 68].

The majority of power and temperature-aware monitoring schemes have both hardware and

software components. Two important parameters involve the design of low-cost sensors and their

strategic distribution throughout the chip. At the same time, monitoring alone is not the only chal-

lenge as it is tightly connected to the system’s capacity to react efficiently. Modern processors

commonly utilize instruction-level-parallelism (ILP) techniques for mild stress situations and DVFS

for emergencies [79]. Therefore, they can provide reconfiguration capabilities for localized throt-

tling and reduction in capabilities of resources such as queues, buffers and tables, as well as the



2.3 : Functional Taxonomy 29

ability to reduce the width of the major components of the machine such as, fetch, issue and retire-

ment units. Software on the other hand, running at the OS level or as a Virtual Machine Monitor

(VMM), should minimize the interaction between the management method and the SoC and re-

duce the number and duration of reaction periods or time spent in a thermal crisis, while increasing

the system performance. A software monitoring layer can maintain thermal history tables for live

threads in the system [67], and invoke predictive DPTM policies or allow the operating system to

control CPU activity on a per-application basis, to perform task migration, or to manage the SoC

communication[69].

Software monitors allow designers to save silicon area by reducing the number of hard sensors

and their controllers without sacrificing the tracking accuracy. Moreover, the exact location of hot

spots may not be known a priori at manufacturing time or depend on workload behavior. Thus,

hard sensor temperature indications can be weighted through software monitors to consider runtime

behaviors and physical distance.

2.3.5 Monitors for Fault Tolerance and Reliability

Ensuring reliable systems involves multiple abstraction layers from circuit and micro-architecture

up to algorithm and application layer and thus various monitor methodologies have been developed

across these layers to provide runtime self-diagnosis, adaptivity, and self-healing. The majority of

all mechanisms assume an asymmetric reliability, in a conservative view that some components are

almost fault-free and thus these mechanism need to protect individual system components like buses,

Network-on-Chip, memories, datapaths etc. against transient or permanent errors. Additionally,

monitoring and diagnostic units have modest performance requirements, so they can operate at

low voltage and frequency, and at the same time they usually use aggressive built-in redundancy,

making it effectively immune to failure [80]. However, centralized monitor schemes represent a

dependability exposure due to their single point of failure vulnerability.

On-line monitors intend to extract metrics for accurate determination of aging models or for

complete reliability analysis [81], or for providing reliability characteristics of components. Future
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architectures will contain components that exhibit varying dependability characteristics, like pro-

cessor cores with different arithmetic precision and memories with different reliability guarantees.

Applications will be allowed to trade-off high hardware reliability for high performance through

switching modes in mixed-mode multicore systems with reconfigurable dual-modular redundancy

[82]. Moreover, using reliability annotations, compilers can create a mapping that ensures the as-

signment of reliability-critical code and data objects to the most reliable components of a system, or

operating systems can perform proactive, reliability-driven thread migration and shadowing (e.g.,

shadow threads are assigned to dependable cores with low thermal stress).

Monitor circuits are essential in designing with deep sub-micron technologies for dynamic

detection and correction of errors. A combination of in situ error-detecting circuits and micro-

architectural recovery mechanisms enhance system robustness in the face of various errors [83].

Most adaptive techniques employ tracking circuits, such as tunable replica circuits [84], to com-

pensate for manifestations of voltage droops, of PVT variations or fast-changing transient type of

events, such as coupling noise and phase-locked loop (PLL) jitter.

In the context of Networks-on-Chip, monitoring systems can provide communication observ-

ability about system events, even at transaction level. Similar to macro-networks, techniques are

increasingly developed to provide fault-tolerant on-chip communication through codes (Hamming

code and CRC) for error detection and correction and end-to-end retransmission mechanisms [85],

or by supporting multi-path communication, adaptive routing and reconfiguration. Monitor probes

which are attached to network interfaces or to routers are responsible to provide error detection

indications after checking each transmitted packet.

Beyond typical problems with monitor processing in other domains, such as high volume of

events, complexity overheads, topological organization, or real-time monitor service delivery, addi-

tional points in reliability monitoring involve detecting global or composite events.When tracking

events sent from multiple monitor agents, transient faults can result in missed or out-of-order events

that negatively impact a predictable and concise global system view. Potential monitor vulnerability

to the propagation of faults prevents scaling to large-scale systems. Thus, fault-aware monitors and
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monitor managers need to emerge for fault-optimized platforms. Adaptive monitor organizations

and traditional mechanisms from distributed systems are promising solutions. Checkpointing and

rollback recovery are well known to provide fault tolerance in distributed systems and in multi-

processors [86]. Each monitor domain can save its state on stable storage and, when an error is

detected, the execution is rolled back and resumed from earlier checkpoints. To reduce full-state

comparison that is costly in terms of bandwidth and storage, fingerprinting can provide a concise

view of the architectural state of a processor by, for example, a hash-function computation, mon-

itoring the committing instruction results of the processor [87]. These methods along with robust

on-chip monitor communication can help to ensure monitoring for reliability.

2.3.6 Monitors for Security

Security forms a separate dimension, next to constraints on area, performance, and power. This

domain includes security monitoring subsystems which are the cornerstone components in most

system architectures to verify that the processor indeed performs the operations that it was intended

to. Anomaly and intrusion detection is usually performed by comparing behavior against a model.

A monitoring subsystem operates in parallel with the processor and use per-block hash values, or

control flow information to detect deviations in the program execution [88]. For example, custom

signature verification units [89] are proposed to assist when fetching instructions from memory.

Any attack would disturb the pattern of execution steps and thus alert the monitor.

Architectural monitoring support for security commonly concentrates on implementing tamper-

resistance and cryptography. When implementing secure processing and monitoring there are end-

less choices of what characteristics to monitor. Particularly intuitive patterns for monitoring involve

control flow, address and load/store information. Those patterns though consume memory space,

and thus hashing schemes are often used. Several pieces of information such as instruction address

and instruction word can be compacted to smaller hash values. Monitor processing in this domain

can take the form of firewall-like structure that filters unauthorized memory access request, such as

a data protection unit (DPU), employed in a network interface on-chip, which is attached to shared



32 Chapter 2 : Taxonomy of On-Chip Monitoring

memory [90]. Monitor co-processor units have been proposed, such as a Reliability and Security

Engine (RSE) [91], using dedicated hardware modules and logic for detecting various faults includ-

ing both buffer overflow based and transient faults. When a security threat is detected there may be

more than one recovery mechanism to follow: terminate the current process and inform the operat-

ing system about the fault by returning a trap signal, or try to continue execution of the program in

a safe way.

New programming models have also been developed by leveraging a multicore platform and

designing special cores and runtime software monitors to support one or more protected processing

components (called resurrector cores) that are insulated from remote attacks [92]. The key idea is

an insulated component that provides fine-grained concurrent state monitoring and efficient state

backup. Network-on-Chip based systems in safety critical environments require increased levels

of defense not only at processor level, but also at system level, like security agents and manager

components as a mean to detect and prevent propagation of attacks [93].

2.3.7 Application-specific Monitors

Application-specific monitoring involve mechanisms developed to satisfy any of the objectives

discussed so far, but are further customized to consider the behavior of a particular application.

For instance, this category includes monitor techniques for on-line exploration of the best perfor-

mance/energy parameter values that could be customized related to an application’s memory usage

characteristics. Run-time monitors and managers have proposed for extensible processors with cus-

tomized instruction set that achieve to utilize the most appropriate special instruction for an H.264

video encoder [94]. The main idea of this online monitoring approach is to estimate the quality

of usage of the special instructions that are reconfigured in the processor datapath. The method

employs counters to reflect the execution count of these custom instructions for each iteration of a

computational-intensive loop.

Moreover, in embedded system development, Application-Specific Instruction-set Processors

(ASIPs) have gained popularity as they combine the flexibility of software with the energy-efficiency,
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and scalable computational performance of dedicated hardware implementations. Through modify-

ing the development methodology for ASIPs, monitoring can enhance the system observability and

its adaptation capabilities. For instance, Ragel et al., [95] describe a methodology for monitoring

routines to check insecure operations through the addition of extra micro-instructions within vul-

nerable machine instructions. ASIPs can be synthesized targeted for different applications, which

can employ different security monitoring methods (Instruction Memory Data Bus Monitoring, Data

Path Monitoring, Return Address Stack Monitoring and Branch Instruction Monitoring).

In a different perspective, a monitoring approach is considered application-specific when it is

customized for a specific computational subsystem. Instead of utilizing widely adopted counter-

based techniques and sensors, some run-time monitoring methods employ sophisticated circuitry.

Gordon-Ross et al., [96] describe a hardware cache-tuning module that non-intrusively monitors an

application’s memory access patterns and analytically predicts the best cache configuration for those

patterns. Then, if the predicted best cache configuration differs from the configuration presently in

use, a cache tuner reconfigures the cache directly to the new best cache. Qureshi and Patt [97]

developed particular cache monitoring circuits that examine the correlation of the benefit that appli-

cations get for an amount of cache with the demand. Then these monitors guide the partitioning of

the cache among competing applications. In addition, the utility monitor circuits can be extended

to compute utility information for prefetched data or estimate CPI, which can help in providing

quality-of-service guarantees. Moshovos et al., [98] examined the potential for filtering remote

snoop requests by checking them against a small Jetty table to avoid tag lookups and reduce on-chip
power consumption induced by remote cache misses. Clearly, various forms of speculation are rou-

tinely employed to reduce the latency of cache misses and to overlap data fetch and transmission

latency with checking for cache coherency.

At system level, dedicated connections between physical cores, processors and memory increas-

ingly tend to be replaced with dynamic connections between virtual on-chip resources [14, 99].

Thus, adaptive virtualization services can extend interconnect intelligence to the application, en-

abling fabric-wide application service level monitoring and management that automatically reacts
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to changes in virtual system workloads. This approach enables the fabric to dynamically allocate

shared resources as changes occur in the data flows between virtual cores. If congestion occurs (or

is predicted), the interconnect fabric can adjust bandwidth and other resources according to defined

service levels, helping to ensure that higher-priority workloads receive the resources they need.

2.3.8 Summary

In general, monitoring techniques fundamentally change the ways in which the designers and sys-

tem developers address performance, energy, reliability and other optimization objectives in the

multicore domain. New techniques are urgently required to understand the exact robustness, per-

formance, and complexity characteristics of integrating diverse hardware components together with

software tasks with varying behavior. Although many researchers advocate static exploration and

simulation-based solutions on complexity grounds, run-time monitoring strategies are evolving with

an increased dynamism becoming a key part of systems design.

2.4 Methodology-based Taxonomy

Monitoring methodologies can be classified into categories according to the desired level of so-

phistication, complexity, response time, precision, scalability, cost or other criteria. This section

provides a taxonomy of methodologies for monitoring, each method determined at different level

by the above impact criteria:

• Monitor Probe Implementation: direct and indirect measurement circuitry,

• Monitor Implementation Technique: software, hardware, or hybrid mechanisms,

• Sampling frequency: continuous, periodic, on-demand, and adaptive (relates to trading over-

head for loss in precision or sensitivity),

• Real-time monitoring: logging, transmission and processing of monitor information,
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• Intrusiveness: intrusive and non-intrusive, whether the monitor behavior can perturb program

execution, or the data flow,

• Organization: hierarchical, centralized and distributed monitors,

• Reactivity: reactive and pro-active management

• Biologically-inspired monitoring for adaptive systems-on-chip

In this section we give an analysis of various monitor strategies and discuss the scope and

reasons for adopting each methodology with the resulting impact.

2.4.1 Direct Monitoring Circuits

Monitoring through various-purpose on-chip integrated sensors has slowly been developing for

more than twenty years now but has found renewed interest as designers are looking for new ad-

vanced ways to construct analog and digital circuits in fine-line CMOS processes. Sensors and

monitor circuits are advancing to address traditional challenges in VLSI chips such as signal in-

tegrity quality, power supply noise, along with emerging ones due to evolving nanometer processes.

Nowadays, process variation effects have become more acute, the sensitivity of device lifetime

to operating conditions has increased, and hundreds or even thousands of sensors are required to

estimate bounds on overall chip performance degradation, or physical characteristics of the chip.

Intelligent designs improve not only the analog or digital features of the sensors, but additionally

the associated direct or indirect impact of their utilization, such as the number and on-die location

of the sensors, the costly calibration stage, or the consumed silicon area.

Figure 2.8 shows a traditional digital thermal sensor (DTS) using a thermal on-die diode (i), and

a fully digital delay-based CMOS temperature sensor that converts inverter delays to digital temper-

ature outputs (ii). A number of circuits of different type are also developed to sense different issues

and can be summarized in: temperature, current, power or leakage power sensors, signal integrity

loss (or quality) sensors, power supply noise or noise detector sensors, jitter sensors, process vari-

ation sensors (including aging, reliability, NBTI, gate oxide degradation sensors) edge or transition
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detection and delay sensors.
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Figure 2.8: Digital temperature sensors with (i) a thermal diode,

analog-to-digital (A/D) converter and calibration, and (ii) a

delay-locked loop using inverters and a time-to-digital (TD)

converter

The following list outlines novel research works linked to sensor developments along with ad-

vanced associated monitoring techniques.

• Novel methods and solutions involve on-chip reliability monitors and sensors to address the
effects of aging process, the negative/positive bias temperature instability (NBTI/PBTI), the

hot carrier injection (HCI) and time-dependent dielectric breakdown (TDDB). Kim et al.,

[100] develop a beat frequency 1 detection scheme to capture the effects of both DC and AC

stress signals to NBTI aging. They utilize fully digital differential measurements based on

1beat frequency is the difference of the two oscillator frequencies which is attributed to the Vthshift due to NBTI.
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free-running ring oscillators, with minimal calibration and sub-picosecond sensing resolution

(<0.02% or<0.8ps) for a 4 ns period ring oscillator. Singh et al., [101] propose compact sen-

sors for devices undergoing NBTI and defect-induced oxide breakdown. Common practice

using ring oscillators is replaced with a voltage controlled delay line. The oxide degradation

sensor monitors the change in gate leakage under stress conditions. The innovation lies on

small size, low-power sensor designs, since compact sensors can be implemented in large

numbers to collect high-volume data on device degradation.

• Bull et al., [102] develop timing transition-detector sensors to track errors due to dynamic

variations: both slow-changing variations such as thermal hotspots, and fast-changing vari-

ations such as Ldi/dt droops, capacitive coupling and PLL jitter. They employ the Razor
technique and the designed sensors to optimize performance by speculatively operating the

processor without the full timing margins and achieving 52% energy savings while enabling

runtime adaptation to PVT variations. To monitor circuit-level performance within the pres-

ence of dynamic parameter variations similar techniques are emerging such as the all-digital

dynamic variation monitor (DVM) [103] that contains a tunable replica circuit, a time-to-

digital converter, and multiplexers to measure circuit delay or frequency changes while cap-

turing clock-to-data correlations.

• Sensor circuits to detect signal integrity undershoots and overshoots are proposed by Cham-
pac et al., [104] showing an adapted multi-signal monitor with area cost that is distributed

among the signals to test. The proposed sensor is based on a cross-coupled differential am-

plifier and uses coherent sampling to obtain the information of the signal under test.

• Ha et al., [105] demonstrate a new on-chip temperature sensor that operates with simple, low-
cost one-point calibration, while it uses delay-locked loops (DLLs) to convert inverter delays

to digital temperature outputs. The use of DLLs enables low energy (0.24 J/sample) and high

measurement bandwidth (5 kilo-samples/s), facilitating fast thermal monitoring. Trading en-

ergy, linearity and resolution for small area and conversion rate researchers incorporate more
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elaborate calibration techniques and/or higher precision circuits. For example Chen et al.,

[106] describe a higher resolution but slower temperature sensor composed of a temperature-

dependent delay line (TDDL) to generate a delay proportional to the measured temperature,

combined with a binary-weighted adjustable reference delay line which is controlled by a

successive approximation register-based scheme. A low-cost alternative for a temperature-

sensitive timer is based on a four transistor (4T) DRAM cell [107]. The time it takes to

discharge because of leakage is a measure of temperature.

• Instead of measuring the voltage drop across the package resistance to estimate power con-

sumption of the entire chip, due to limited spatial resolution as block-wise power consump-

tion cannot be calculated, new methods are proposed to sense power. For example, a real-time

on-chip power sensor with high temporal and spatial resolution can utilize the voltage drop

across a sleep transistor to generate a current proportional to the load current, which is used

to charge a capacitor and reset it at different speeds [108]. The pulse density of the output

waveform is proportional to the load current.

Major challenges in efficient integration of on-chip sensors involve sensor imprecision and read-

ing corruption by noise. Multi-sensor arrangements reduce such effects but the sensor placement

error and the cost of adding a large number of sensors can be prohibitive. Thus, techniques have

been proposed for optimizing sensor placement [53], or for providing accurate temperature read-

ings on a given chip while maintaining a reasonable overhead in terms of sensor data collection.

The latter can be achieved by interpolating to reduce the average errors for a given distribution, and

by a dynamic selection method using only a relatively small fraction of embedded sensors per core

to provide reasonable accuracy [109]. To this end, Zhang et al., [110] propose a statistical scheme

for reading noisy sensors that can be implemented with very low overhead either as a hardware

module or as a software kernel in operating system. Instead of relying on temperature sensors that

are vulnerable to noise and process variation, indirect methods have been proposed on the basis of

model-based estimation approaches as discussed in the following section.
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2.4.2 Indirect Monitoring Circuits and Techniques

Performance counters are the most common monitoring structures utilized to infer that the power

behavior of a particular chip component varies accordingly and henceforth also construct the ther-

mal profile of the component. The collection of architectural statistical information, such as cycles

per instruction, cache misses, memory references and on-chip communication bandwidth utiliza-

tion, together with application-level metrics and patterns can be exploited to optimize system per-

formance, performance-per-watt, energy and temperature requirements. The indirect monitoring

approach usually involves building a power model for a processor [65], or for the GPU architec-

ture and the GPGPU kernels [111]. The following equation gives the fundamental power model as

introduced by Isci and Martonosi [65].

Power =

n
∑

i=0

(AccessRate(Ci) × ArchitecturalScaling(Ci) × MaxPower(Ci) +

NonGatedClockPower(Ci)) + IdlePower

It consists of the idle power plus the dynamic power for each hardware component (Ci), where the

MaxPower and ArchitecturalScaling terms are heuristically determined. For example, MaxPower
is empirically determined through running training benchmarks that stress the desired architectural

components. Access rates are obtained from performance counters.

Monitoring is also used through employing predictive functions to model the evolvement of

particular system behavior for indirect control of performance or power. For example, Wang et al.,

[112] shows a simple history-based prediction approach to determine the shader resource require-

ments of the next frame in order to apply power gating mechanisms to save leakage power in a GPU.

Mochocki et al., [113] observed imbalances among Geometry, Triangle Setup, and Rendering stages

to motivate the use of DVFS, and they proposed a signature-based workload prediction scheme that

estimates the next frame’s workload from the frame history and attributes of the current frame (e.g.,

the triangle count and the triangle size).
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2.4.3 Software Monitoring

The software monitoring concept addresses the development of monitoring methodologies (though
hardware or software instrumentation), to resolve software issues or provide insights into application

behavior and to optimize its performance. Software monitoring determines the software constructs,

objects, data structures, tools and techniques used to analyze system’s behavior whether it refers to

software performance or processor’s efficiency.

Software based monitoring schemes, use program instrumentation techniques [114, 115] to in-

strument the original application with additional code that is able to perform the monitoring. Unfor-

tunately, the main issues with software monitoring have been its speed and inefficiency in dealing

with multithreaded programs.

In order to provide better insight about application behaviors holistic approaches gain momen-

tum relying on investigation and analysis of phenomena across system layers, rather than on obser-

vations of a single layer like operating system intricacies or cache organizations only. For example,

Hauswirth et al., [23] describe methods under the term vertical profiling, that capture behavioral
information about multiple layers of a system and correlate that information to find the causes of

performance phenomena. By incorporating vertical profiling into a programming environment the

programmer will be able to understand how the application interacts with the underlying abstrac-

tion levels, such as application server, VM, operating system, and hardware. Hauswirth focuses on

observing application, virtual machine and operating system layers through hardware performance

counters capability that exists in Jikes RVM [116] in order to gather aggregate performance data.

Software systems are comprised of multiple layers, each of which can be an effective source of

instrumentation that serves as input for application optimization or problem diagnosis.

Application-aware instrumentation refers to modifications to the application code in order to

extract the instrumentation data. Particular understanding of the semantics and functionality of the

application is necessary in order to intercept the appropriate function calls, to record the right data

and objects and inject monitoring code into the right point in the software system. In this respect this

approach reduces its value as a generic technique. Nevertheless, application-aware instrumentation
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does have its advantages; inevitably, application-specific data are often required to trace a problem

back to root-causes as specific as line of source-code.

Application-agnostic instrumentation or black-box instrumentation is transparent to the appli-

cation, does not require application-level modifications, and is free from the need to understand

application’s semantics or structure. In general application-agnostic instrumentation takes the form

of performance data collected by the operating system, or by hardware performance counters, such

as context-switch rate, CPU usage, network-traffic rate, or page-fault rate. Since black-box instru-

mentation is generic, it can be readily employed for any application in the same manner.

Hybrid instrumentation takes a middle ground. These gray-box approaches, usually at the li-

brary or middleware level, focus on instrumentation that can potentially be reused for an entire class

of applications. For example, instrumentation that collects garbage-collection statistics at the Java

Virtual Machine (JVM) level can be reused for any Java application. Other examples of gray-box

instrumentation include path-tracing based on modified communications layers and management

metrics provided by middleware.

Instrumentation for Program Debugging

Traditionally program steering involves on-line or post-mortem exploration of program trace

or output data with the objective to debug programs or to profile its run-time behavior. Profiling

techniques are widely investigated by researchers to acquire accurate metrics of code and provide a

comprehensive analysis to the programmer.

In understanding application performance, the profiling tools help to identify hotspots in the

application, or view relationships between functions, analyze application’s I/O patterns, or analyze

inter-task communication patterns. Accessing the hardware performance counters enables to per-

form low level analysis of an application, including analyzing cache utilization and floating point

performance.

Instrumentation of Parallel Applications

Thread concurrency in the context of parallel programs is essential from parallel machines to
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modern multicore SoCs. Deterministic execution of parallel applications is a difficult problem at-

tracting the efforts of researchers towards efficient debugging methodologies and tools.

The on-line management of parallel or distributed applications has provided great improvements

in many domains. Examples range from automatic configuration of task fragments for achieving

real-time response in uni-processor systems to on-line adaptation of functional application compo-

nents for managing reliability versus performance trade-offs in parallel and real-time applications

[117], and to load-balancing or program configuration for enhanced reliability in distributed systems

[118].

Monitoring parallel applications presents several difficulties, and a severe one is the require-

ment to preserve original behavior of the parallel application. Toward this end two issues arise: (i)

monitoring can perturb application execution, and (ii) the monitoring techniques for event collec-

tion do not guarantee the preservation of actual time ordering of events being produced, stored and

processed. In particular, since events are first captured and stored, the local monitoring threads are

inherently operating in a parallel manner, and thus ideally must be perfectly synchronized to deliver

events to the central monitor with in-order guarantees. In off-line monitoring events can be sorted.

However, for on-line monitoring event re-ordering must be performed on-line and with suitable ef-

ficiency. Furthermore, reordering must be performed so that the causal order of events exhibited by

the running application is preserved and enforced.

Restructuring application code for efficient memory access can result in a big performance

payoff, even though using hardware counters derives measurements which can be very processor-

specific. For example, cache tuning and thus code modifications that result in better performance

on one processor may degrade performance on another processor.

Recently hardware acceleration is employed to facilitate practical methods that use instruction-

grain lifeguards to monitor a parallel application by time-slicing the multiple application threads

onto a single processor and analyzing the resulting interleaved instruction stream sequentially.

These hardware schemes are lifeguard accelerators called inheritance tracking, idempotency filters,

and metadata-TLBs [119]. Through parallelization it is shown that fast online parallel monitoring



2.4 : Methodology-based Taxonomy 43

of multithreaded parallel applications can be achieved [120].

Monitoring in Invasive Applications and Architectures

Given the availability of chips with vast on-chip processing resources, new ideas introduce the

concept of invasive programs that allow themselves to explore and claim hardware resources in

order to achieve optimum performance [121, 122]. Teich proposes a self-organizing computing

paradigm, named ivasive programming in order to manage and control parallel execution in SoCs
with hundreds of processors. Running programs can manage and coordinate link configurations and

processing elements themselves. However, this paradigm imposes serious headaches to operating

system and to typical compiler technology, as hardware abstraction layers or security levels are vio-

lated. In contrast to this idea, agent-based approaches that distributes tasks over processor resources

is more appealing to system architects.

2.4.4 Hardware Monitoring

As current nanometer technologies suffer within-die parameters uncertainties, varying workload

conditions, aging, and temperature effects that cause a serious reduction on yield and performance,

system-on-chip designs increasingly integrate multi purpose monitors. In addition, dynamic power

and thermal management (DPM and DTM) emerge as solutions to avoid spatial and time distributed

hotspots while sustaining current performance improvement trends. Hence, architectures adaptable

to variations of all kinds tend to establish a new ecosystem. These architectures rely heavily on

information gathered from in situ monitoring circuits. Multi-use sensors and their hardware con-

trollers that can monitor performance, degradation, temperature or power consumption as the circuit

ages are becoming a fundamental sub-system of multi-core SoCs [80].

Hardware monitoring methodologies have enabled recovery-driven processors. These are pro-

cessors optimized to deliberately produce timing errors at a rate that can be gainfully tolerated

through an error recovery mechanism. Razor [123] and error-detection sequential (EDS) [124]

are popular hardware methods for error detection and correction that utilizes circuit-level timing

speculation. Circuit-level timing speculation-based techniques detect errors by sampling the same
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computation twice; once using the regular clock and again using a delayed clock. An error triggers

a correction when the outputs do not match. At this circuit-level the advantages of EDS designs in-

clude: elimination of datapath metastability, simple static-CMOS design, low clocking energy and

a less-intrusive error-detection approach that does not affect critical-path timing.

In addition, there has been significant research on hardware support for run-time monitoring

of tasks. These efforts have resulted in hardware-based monitoring tools [125, 126] which are fast

but they require specialized hardware support in the form of wholesale changes to the processor

pipeline, memory management and the caches.

2.4.5 Hybrid Monitoring

Hardware improvements in monitor processing usually work synergistically with software tools de-

veloped to assist in monitor information collection and filtering and to provide standard interfaces or

precise sampling methods. Through these tools, users can extrapolate measurements obtained from

samples collected either at predetermined points in the application or during sampling interrupts

triggered by user specified conditions e.g., N cache misses. In general though these methodologies

introduce error inversely proportional to the sampling frequency.

Hybrid monitoring determines the methodology that combines advantages of both hardware

monitoring, like non-intrusiveness and minimum latency, and of software monitoring. In the later

case it is relatively easy to relate event traces obtained from the measurements to the system under

steering. However, this monitor processing constitutes an extra workload, often with undesirable

impact to the behavior of the object system. To address these challenges proposals have been made

for improving the performance counter infrastructure, such as through compression and optimized

hardware-software communication [127], and for sampling and processing of profiling data [128].

These monitoring overheads which are experienced with monitor invocations may be controlled by

use of different monitor types: sampling, tracing, or extended monitors, on the basis of the amount

of detailed information that is collected trading off accuracy for performance or latency. Tracing

monitors can generate timestamped event records in addition to simple samples, which may be used
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immediately for program steering or stored for post analysis. Extended monitors can perform simple

processing such as filtering and combining before producing output data. It is obvious that sampling

inflicts less overhead on latency and storage requirements than the other types. However, combined

use of all types may enable users to balance low monitoring latency against precision requirements.

Hybrid monitoring methodologies may as well present balance across more than two different

axes: (i) design-time exploration techniques combined with run-time monitors (ii) hardware and

software monitor methods including probes and target-specific agents, and, (iii) time and spectral

techniques to balance monitor sensors, amount of extracted information and accuracy of measure-

ments. Various works [129] describe frequency-domain signal representations to explore compres-

sive thermal sensing techniques and traditional signal analysis techniques as means for thermal

characterization. They consider the spatial temperature as a space-varying signal and they utilize

the Nyquist-Shannon sampling theory to devise methods that can reconstruct the full thermal status

from the measurements of the thermal sensors.

Hardware event sampling can be used to estimate a basic block profile and derive an estimated

edge profile, thus reducing the overhead of profile collection since no instrumentation code is in-

serted [130]. Towards a different direction Choi et al. in [131] describe a hybrid methodology and

infrastructure to profile and optimize the performance and energy consumption of multi-threaded

applications for embedded multiprocessors. The collected performance data are analyzed by two

analyzers, performance analyzer and energy analyzer. The performance analyzer classifies and ar-

ranges the performance profiling results while the energy analyzer applies the energy model to the

performance profiling data to estimate the energy consumption.

2.4.6 Event Sampling

Time-based sampling term is used when system cycles, rather than events, are counted [132, 130].

For example, in code profiling blocks with instructions of higher latency and higher average cycles

per instruction (CPI) are favored, as they have a higher relative probability of being sampled. Al-

ternatively, when the number of certain events is summed and normalized by the number of total
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events, or by the number of events in a local area or time window, then this approach to sampling

has been called frequency-based sampling. This gives equal weight to all events. Because of this
difference, time-based profiles and frequency-based profiles of the same activity are not identical.

Processors provide basic hardware support for collecting statistical frequency-based profiles in

the form of an interrupt, driven by a countdown event counter. This can be done by sampling the

program counter every period of N instructions, rather than sampling on a time interval. Alter-

natively, optimizations on the basis of utilizing performance monitoring units can deploy variable

sampling rates to minimize sampling overheads. In order to amortize the cost of the interrupt over

multiple samples systems have been designed for low overhead hardware-based continuous profil-

ing, which buffer multiple samples in the hardware using hash tables before invoking an interrupt

[133].

From a slightly different perspective, by bringing methods and terms from data networking to

on-chip interconnects [134], sampling approaches for monitoring can be classified into two cat-

egories: (a) component-level passive monitoring, and (b) end-to-end active monitoring. Passive

monitoring techniques involve deployment of monitors at each component to periodically collect

system metrics like CPU utilization and memory usage. Active-monitor-based techniques send test

transactions (e.g. ping, trace routes) through the network to infer network and components health.

Passive monitoring-based techniques provide fine-grained metrics, but fail to provide end-to-end

view of the system. Active-monitor-based techniques, on the other hand, can provide end-to-end

metrics, but introduce additional traffic in the communication interconnect and fail to provide fine-

grained analysis.

For each of these classes of sampling methods a number of different sampling mechanisms can

be utilized with respect to sampling rate. The most important of those algorithms mainly in the

context of Networks-on-Chip are the following:

• Systematic packet sampling, which involves the selection of packets according to a determin-

istic function. This function can either be count-based, in which every k-th packet is saved for

monitoring purposes, or time-based, where a packet is selected every constant time interval.
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• Random sampling, in which the selection of packets is triggered in accordance to a random

process. Based on the simple such algorithm n samples are selected out of N packets, hence

it is sometimes called n-out-of-N sampling.

• Adaptive sampling schemes, that employ either a special heuristic for performing the sample

process or certain prediction mechanisms for predicting future traffic and adjusting the sam-

pling rate. Those schemes have some inevitable disadvantages: there is always some latency

in the adaptation process and in case of unanticipated NoC traffic bursts, the monitoring mod-

ule will be possibly saturated. In order to avoid it the NoC monitoring designer would have to

allow a certain safety margin by employing systematic under-sampling (at the cost of lower

accuracy obviously).

A monitoring process can also be called adaptive on the basis of the amount of the collected
information per sample. For example, for statistical purposes the monitoring process does not need

the details of the events, while in the case of debugging, when deviating from “normal” behavior,

more data may be required to increase the level of observability [135]. However, dynamically

ranging the awareness level usually entails latency and complexity overheads.

2.4.7 Real-time Monitoring: Logging, Transmission and Processing

This section focuses on real-time collection of monitor data and post-analyzing them, or full real-

time monitoring.

Most monitoring infrastructures try to capture the correct data to help identify potential problem

sources. Profiling oriented techniques usually achieve low overheads through statistical sampling

of system activity and by deferring processing of profile samples for off-line processing. It is more

difficult at run time to find the correlation of different metrics to detect or uncover indications on

the direction of causality. For example, if both instructions completed per clock cycle (IPC) and

some other metric, such as memory accesses, change by about the same percentage and in the same

direction, and memory access counts is a measure of work, this often indicates that the IPC is the

cause for the change in memory access counting (less work can be done because less instructions
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are completed per cycle). If the change in IPC is moderate, but the change in the other metric is

extreme and in the opposite direction, this can indicate that the other metric is the cause for the

change in the IPC (an extreme amount of extra work had to be done, and thus less instructions could

be completed per cycle).

Additionally to capturing raw data, techniques are needed for the on-line processing of the cap-

tured data. In [44] a debugging co-processor is responsible to gather and organize collected infor-

mation as monitored record in a histogram-table. When the co-processor receive a command packet

invokes the indicated debugging operations, such as stop, step, continue the execution. However,

the repercussion of on-line processing of monitor data on complexity is an important parameter that

designers should carefully consider. Monitor information is usually reduced through filtering or

compression, and hooks are developed to give the needed flexibility by software agents to handle

the processing.

Monitors for fault detection and tuning circuits that are responsible to observe synchronization

of signals or capture sub-clock cycle errors, such as Transition Detector in Razor-based processor
[102] are examples of continuous management of the underlying system to ensure simultaneously

higher performance at lower power consumption, while mitigating the impact of rising variations.

Multi-purpose circuits are also deployed in SoCs that can monitor second order effects: perfor-

mance, degradation, temperature or power consumption as the circuit ages, which are critical and

their additive impact is essential for the system. The operation of these monitors though, can be

relaxed and experience periodic activation to reduce overheads.

Based on the selection of the desired interconnection scheme for the transmission of the actual

measurements in a NoC-based system with monitors, the NoC data can be categorized as:

• In-band traffic: in this case the NoC traffic is transmitted over the NoC links either by using

Time Division Multiplexing techniques or by sharing a network interface.

• Out of-band traffic: when hard real-time diagnostic services are needed or when the NoC

capacity is limited by communication-bounded applications then a separate inter- connection

scheme is used and the NoC monitoring traffic is considered ”out of-band”.
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Monitoring traffic can use either the existing NoC inter-communication infrastructure with typ-

ical support for mixed-priority traffic, or an organization which is implemented only for covering

the requirements of the NoC monitoring system. The former has the advantage that no extra inter-

connection system is needed, but on the other hand it introduces additional traffic in the actual NoC;

if this traffic fails to satisfy real-time constraints then, a dedicated NoC monitoring interconnection

infrastructure is employed. Monitor data latency and application traffic need detailed architectural

exploration, especially when irregularly distributed monitors or monitors of varying functionality

are utilized, combined with dynamic workloads [136]. To provide on-chip monitoring of tempera-

ture effects Zhao [136] proposed an independent interconnect, MNoC, which supports routers with

high, or low-bandwidth monitors. The MNoC can also be interfaced to a monitor executive pro-

cessor to provide a software layer. Zhao also investigated alternatives through intermixing monitor

data with application traffic over a shared NoC. The expected result is to increase the latency of

applications’ data, since the monitor information increase resource contention in the NoC.

On-chip monitor communication protocols can have more versatile behavior by adopting software-

based monitor policies. Thus, in a more flexible approach a monitoring service can dynamically

adapt its monitoring policy at run-time, based on environmental limits, such as temperature, volt-

age, and faults, or changes in priorities. For instance, similar to the strategy proposed in [137],

the monitor can collect system notifications from distributed nodes and dynamically adjust the fre-

quency of the notifications, based on system load. The higher the load (e.g. more tasks in the

system), the lower the frequency of notifications. Another example of a software-oriented dynamic

monitor is the adaptive system monitor described in [138]. This monitor attempts to reduce moni-

toring overhead by pre-selecting and focusing on key metrics. Only when an anomaly is detected in

one of these key metrics, does the monitor adapt, by increasing the number of related metrics that

are continuously monitored. Essentially, this monitor is able to “zoom in and out” of areas when

problems are detected.
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2.4.8 Monitoring Intrusiveness

Methodologies for monitors are inherently determined through the following directions:

• instrumentation of the running OS or application; impact to their behavior, and to the pro-

gramming model

• impact, invasiveness to the architecture of the hardware components, to their performance

and incurring cost in terms of silicon and energy

• level of impact to the system design flow

One of the categories of monitoring that can be performed on a hardware component or on an

application is event tracing. Since the goal is to optimize this component through monitoring the

designer or the programmer commonly try to use non-intrusive probes or instrumentation. In event

tracing though, the high frequency of events generated coupled with the potential of monitoring a

large number of components, can result in large amounts of event trace data. Transfer of these data to

secondary memory can have multiple negative impact. If the system interconnect is used to transfer

monitor traces along with the application-related communication, then it is not uncommon that the

event tracing can significantly perturb the very application behavior being monitored. Moreover,

when system memory, cache, or buffers are used for trace data, side-effects can appear as the storage

normally available for the application or the OS is not in its original state. Finally, transferring

monitor data to remote storage location, in a relaxed-consistent heterogeneous, multi-clock domain,

dynamic system can cause issues to preserving the time order of events. Hence, the designer usually

must address the trade-off to allow fine-grain monitoring of a component for a relative long time

while minimizing perturbations, or coarse-grain sampling with decreased accuracy in determining

the component behavior.

Fault tolerant monitoring as well as fault tolerant computing with the assistance of monitoring,

which determine the ability of a system to identify and to respond seamlessly (with minimal dis-

ruption) to an unexpected hardware or software failure, can affect performance and put a risk to
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system’s energy constraints. As common practices include ‘mirroring’ of operations, communica-

tion or storage, or introducing new system safe states, hardware and software layers are customized

in favor of producing a more robust system.

The design methodology for integrating monitoring and optimization circuits for dynamic pa-

rameter variations to enhance performance, energy efficiency and resiliency, typically includes ad-

ditional steps beyond the standard design flow. To integrate designs for timing-error detection: em-

bedded error-detection sequential (EDS) and tunable replica circuit (TRC), as described in [139],

the additional steps are inserted into a standard register-transfer-level to layout synthesis flow. The

flow consists of RTL synthesis, timing analysis and place and route with extraction and timing con-

vergence. The updated RTL is run through loops of synthesis, floor-planning and timing analysis

flow until max- and min- delay margins are satisfied.

The impact to the design flow at architecture level when inserting monitors in a SoC is strongly

related to the level of sharing of system resources to the user tasks and to monitoring process as well.

For example, in a NoC design flow described in [140], if the application NoC is extended with the

monitoring resources, then, in addition to topology, mapping, and slot allocation that are computed

for the user NoC the monitoring communication requirements and the required monitoring IPs and

router links must be taken into account early in the design phase. Alternatively, the design flow

is not affected when a monitoring solution is non-intrusive, as only the monitoring sub-network

consisting of dedicated links is used for transporting the monitoring data. However, in general, by

sharing any system resource, non-intrusiveness is potentially not guaranteed and must be enforced.

2.4.9 Hierarchical Monitoring

In a broad sense developers employ a hardware-software layering methodology to observe and man-

age complex SoCs. Conceptually a SoC design abstraction stack focuses on the system application

design and on the platform design on one hand, and on the hardware IP-block and interconnect

design and integration on the other hand, as shown in figure 2.9. At the top, service-level, protocols
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and algorithms define the overall system resource monitoring layer and subsequent task manage-

ment. In addition, this abstraction layer is necessary for usability and programming efficiency in

modern multi-core systems where it is highly unlikely all blocks to perform the same work re-

quested by the application simultaneously. For processors and SoC components, designers develop

monitoring solutions that functionally include performance optimization, fault tolerance and power

or thermal management. The monitoring operations can be assigned to hierarchically organized

communication in the system.
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Figure 2.9: Hierarchical monitoring in a multicore SoC at software and

platform level. The logical organization can be mapped to either

level. Software monitoring provides greater flexibility and

scalability but often worse performance, while the hardware

approach yields better performance but requires more design

effort.

In particular, hierarchy in monitoring infrastructure is essentially defined providing considera-

tion for:

• communication, mainly two-level hierarchies are proposed to tackle management of monitor-
ing probes and collecting traces in large systems-on-chip.

• filters, which implement various conditioning to the collected raw information, to extract the
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information of interest and to reduce the amount of monitor data.

• software agents, which commonly consist of a low-level driver providing an intermediate

API, and an upper monitoring service usable to the OS or to the application.

Distributed hierarchical monitoring architectures have significant advantages over centralized

(monitoring is performed in one location) and decentralized (monitoring is performed at the critical

end-points) architectures: it improves the performance significantly since the monitoring load can be

distributed among monitor agents, and it scales well with the increase of components and generated

events. Moreover, this monitoring architecture avoids single-point of failure, and it reduces the

amount of event flow as events classification are localized in the area from which they are originated

or generated.

As monitoring is used for processor and multicore SoC environments to manage a wide spec-

trum of metrics, from low-level hardware health to high-level service compliance, communication

refers to intra-monitor communication protocols for scalable solutions, and additionally, to the in-

frastructure rules that govern gathering of monitor data and transmission of monitor control reaction

commands. Various protocols have been proposed to transmit monitoring data information and noti-

fication of events. NoC-based systems promise efficient communication and QoS guarantees. Com-

mon schemes to achieve these goals include distributed or global management to monitor mapped

tasks, congestion conditions, or deadlock symptoms. In [57] monitor packets are classified to for-

ward data packets and back-propagated alarm packets. The protocol opens a monitoring session

for each source-target path and the routers in turn register the congestion levels for each hop. If a

specified threshold is reached then an alarm packet is send back to compute a new path. In contrast,

Gratz et al. [141], although they also bring a global view of congestion, they use a separate network

to propagate congestion information, different from the one used to transmit application data.

Exposing monitor information to upper system layers, middleware or operating system, presents

varying characteristics, stemming from the different resource that is observed, or the different

methodology that is applied to extract the useful information. Multiple shared event sources, un-

foreseen interactions and dependencies, between these sources can affect the end-to-end viewpoint
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the software obtains. Services can decouple monitors’ information of a single shared source of

event, and each task can reason about its services independent of other tasks. Similar to resource

virtualization in multicore SoCs, monitor services can be designed to offer diagnostic, performance,

energy-aware services independent of the number, location, or interface of various monitor probes

allocated in the system. Although services do not remove the interdependence of resources and the

events they cause, such as buffers overflow as a result of multiple requests routed over a single path,

there are several advantages when services are adopted. Implementation details are independent of

the policies that can be developed and software tasks can rely on each service isolated from others,

as they use their own resources.

2.4.10 Monitoring for Reactive and Pro-active Management

Performance monitors or workload characterization monitors have a special appeal to system and

software developers who try to identify the true bottleneck in the system to be optimized. In this

respect, in order to identify and adaptively build and consult an accurate model, monitor method-

ologies usually do not focus on fast active response mechanisms. When the monitor objectives

include real-time on-chip bandwidth management, avoidance of power gradients in a SoC, or dead-

lock detection for example, then, low latency reactive schemes are usually preferred against time- or

resource- consuming anticipation algorithms. Designers may also apply over-provisioning methods

to maximize the amount of detected slack in the system.

The adoption of monitor-based resource and energy management in the design of multi-core em-

bedded SoCs has opened the opportunity for adaptive real-time pro-active management [73, 142].

Runtime resource management techniques have emerged, as shown in figure 2.10 that employ pre-

dicting of the best hardware configuration for any phase of a program to maximize energy efficiency.

The target is to devise pro-active techniques in order to achieve significant performance and energy

improvements, potentially with finer control of workload processing, or of each chip’s domain volt-

age and frequency, rather than managing the chip’s single voltage and frequency, as in traditional

chips with global DVFS. The main objectives of this management strategy include:
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• Using real-time monitors to develop speed and accuracy of adaptive (real-time) workload

estimation methods and circuits (traditional and novel)

• User-level and/or system-level cooperation for adaptive (real-time) pro-active energy and tem-

perature management. An application can see a virtual environment which enables vertical

interaction and dynamic service of requests for higher priority (i.e. processor time, scheduler

time slots), for memory or network bandwidth
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Figure 2.10: Overview of machine-learning model-based technique for

microarchitectural adaptivity control that predicts the best

configuration utilizing hardware counters collected at runtime

(adapted from Dubach et al. 2010])

The goal of each prediction policy is to minimize the interaction between the prediction method

and the multicore SoC and reduce the number and duration of reaction periods or time spent in

crisis, while increasing the system performance. On the other hand, extended periods of throttling

or policing access to system resources affects the system performance.

Alternatively to dynamic prediction mechanisms, one can extract monitor information and uti-

lize system simulators to solve a set of differential equations using numerical methods. However, to

determine the optimal point of operation through simulating different dynamic physical effects, like

electromigration, NBTI, or even temperature is expensive. Moreover, when developing complex

applications that are mapped on a NoC-based multicore system it is usually hard to simulate ahead

various data distributions and loads at the design phase. Even by using good statistical functional
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modeling and traffic generators dynamic behavior of particular applications (e.g., video processing)

is difficult to capture. To simplify control one can use a fixed time period and attempt to adjust

voltage/frequency at the end of the interval. However, this entails the risk to miss opportunities to

respond to large activity swings inside the interval.

Monitoring mechanisms following reactive or prediction policies are invaluable in modern SoCs,

since, for example, chips that simulations prove them to be fault-free in nominal conditions can de-

velop temperatures up to 1250C under high traffic that may result in 4% -10% fault probabilities

[143].

2.4.11 Biologically-inspired Monitoring for Adaptive Management

The use of biologically-inspired computational techniques increasingly play an important role in de-

veloping complex adaptive systems covering a large variety of applications, each of them providing

a specific adaptation: adaptive communications, adapting to changing environment and interfer-

ences, adapting to power limitations etc. Inspired by biology, self-organization of systems has been
proposed and researched in the scope of distributed systems and artificial intelligence [144]. Emer-

gent intelligent technologies such as evolvable hardware [145], or immune-based systems adopt
a fundamental philosophy based on an agent-based framework where each agent has its own in-

telligence and autonomy in order to cope with the needed complexity.A design paradigm of an

immunity-based system that is biased to robustness rather than to efficiency has the following prop-

erties: (i) a self-maintenance system with monitoring not only the non-self but also the self, (ii) a

distributed and adaptive system with autonomous components capable of mutual evaluation [146]

Adopting biological concepts, hierarchical and distributed monitoring infrastructures have been

proposed for online state collecting and subsequent evaluation of information [147, 148, 149, 150].

The example of the Digital On-Demand Computing Organism comprises several processing ele-

ments (cells) connected through a peer-to-peer network that integrate independent monitoring func-

tions [147]. Aggregate monitoring can be realized using dedicated monitoring cells or monitoring

“organs” created from arbitrary processing elements. The essential idea is to free the developer
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from the burden of redefining evaluation criteria for the collected monitor information at design

time; learning phases can be employed to dynamically redefine these criteria automatically.

Biologically-inspired massively parallel architectures appear recently as well [151][152], which

set as ultimate goal to simulate the behavior of aggregates of billion neurons in real time. In the

SpiNNaker system prototype chip [151] that integrates sixteen ARM processors, one of them is

elected as the monitor processor after start-up to perform system management tasks. This is the

only one processor that is responsible to run all the higher-level protocols, along with fault-tolerant

protocols, while the rest operate as application processors.

Drawing inspiration from the behavior of ant colonies, swarm intelligence or other organisms,

as well as research on pervasive computing, on wireless ad-hoc and sensor networks and on other

fields is emerging, which however extends out of the scope.

2.4.12 Summary

This section presented a view of several methods towards employing monitoring in multicore chips.

In particular, as monitors are a very promising foundation for investigating internal and environ-

mental effects, building systems cost-effectively and in a predictable manner is a major engineer-

ing challenge. Optimizing each methodology and adapting it to emerging requirements that may

be unknown at design time, especially from the perspective of multi-monitor and multi-agent ap-

proaches, has become an important consideration for system designers. Powered by sophisticated

circuits, sensing techniques can be promisingly combined with new strategies, such as enabling

novel knowledge acquisition with intelligent agents that collaborate through communicating learned

rules [153].

2.5 Open Issues and Conclusions

When monitoring a SoC the objective of introducing and applying monitors does not clearly define

the appropriate metrics to use in all cases. Monitor probes that are inserted for debugging or for

fault detection are directly designed to these objectives. However, apart from these, researchers
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propose various metrics arguing about the accuracy or strong correlation between a proposed mea-

surable effect/quantity and the target to manage. Processor statistics such as fetch toggling, branch

direction and address prediction accuracy, data and instruction cache hit rates, execution bandwidth,

or IPC, correlate at a different degree to power dissipation of the processor. Similarly, occupancies

of queues in a NoC, memory access patterns are used at system level. The reason is either because

the infrastructure to collect these statistics is already in place, or because some architectural met-

rics are more robust. Sensor readings for example at peak temperatures are more susceptible to

thermal noise and errors than some architectural statistics. In addition, accurate thermal modeling

such as Hotspot-based methods are inefficient to embed at run-time when the focus is to manage

systems that exhibit dynamic behavior. Overall, multiple methods, invoked in combination or on

an application-specific basis are considered to more closely correlate to the objective that the user

needs to monitor [80]. Discovering the proper balance between estimation accuracy and area or

power overhead is of utmost importance to providing value through a system-level approach.

Table II summarizes a few proposals for efficient monitoring techniques giving an overview of

the overheads incurred in the system. The cost of sensing and monitoring has been addressed exten-

sively in networking domain (e.g., [154]) by exploring algorithms that combine polling and event

reporting aiming at minimizing the overall communication cost, and in distributed systems (e.g.,

[155]). The multitude of works illustrate a strong need for system and hardware-software engi-

neering process models, methodologies for building monitor-aware systems despite any overheads,

usually minimal, that monitoring may induce.

In an increasing complexity multi-core chip ecosystem it becomes important to pair the most ef-

ficient monitoring technique with the constraints of each environment. For instance, in a NoC-based

system there is extremely limited amount of message buffer space that monitoring messages must

wisely utilize; additionally, transient traffic fluctuations make thing worse. Monitor configuration

and transfer of collected data during system operation inevitably need valuable communication re-

sources. Creating an optimal run-time time-slot allocation scheme requires a centralized, or global

traffic view which is not scalable. On the other hand, defining a compile-time time-slot allocation



2.5 : Open Issues and Conclusions 59

Table II. Overheads of various monitoring mechanisms for a multitude of objectives

Technique 
HW(1) 
SW(2) 
HYB(3) 

Objective Overheads - Perturbations Description 

Roadnoc  
[Al Faruque 

2007] 
1 

Observability, 
Buffer utilization of 
NoC routers 

0.7% of the total link capacity, 41 
slices (negligible) 

Counter-based monitoring component 
attached to a router 

ADAM     
[Al Faruque 

2008] 
2 

Optimization: Task 
Mapping on a NoC 

Increased communication volume: 
13.3% in average compared to the 
exhaustive mapping algorithm 

Run-time application mapping on a NoC 
in a distributed manner using an agent-
based approach 

MAMon   
[El Shobaki 

2001] 
1 

Debugging 
 

Integrated Probe Unit (IPU) 
slices: 181/3276( 5.5%) flip-flops: 
254/2580 (9.85%) Event FIFO for 
16 events (12 bytes each) 

Monitoring System for Hardware-
Accelerated Real-Time Operating 
Systems 
 

Vicis     
[Fick 2009] 

1 Reliability for NoC 51% in area 

Built-in self-test at each router diagno-
ses the number and locations of hard 
faults, includes ECC, a crossbar bypass 
bus, port swapping. 

NUDA 
[Wen 2012] 

1 
Debugging (race 
detection) 

Slowdown : 0.1-3.06%,  
Area: 0.37%, 64KB extra SRAM, 
1KB extra CAM 

Non-intrusive debugging frame-work for 
many-core systems, operates in parallel 
to the original data interconnection, 
enabling �non-intrusive" debugging 
methods 

HARD 
[Zhou 2007] 

1 
Debugging (race 
detection) 

Slowdown : 0.1 � 2.6%, 
Area: 0.98%, 64KB in L1, 1MB in 
L2 (cache coherency required)  

The lockset algorithm in  hardware to 
exploit the race detection capability of 
this algorithm using bloom filters 

Isci and 
Martonosi 
[Isci 2003] 

3 Performance, EDP 
<0.1% in application performance 
using 100ms sampling 

Counter-based power model with linear 
and piecewise linear combinations of 
event counts. Run-time phase analysis 
of threads 

[Weissel 
and Bellosa 

2004] 
2 

Power and thermal 
management 

Performance loss <1% for reading 
 ! "#$%&'"# ()*$+,-./)$0&($
estimating temperature with 
standard error of 0.843 

Counter-based energy accounting 
scheme as a feedback  for OS directed 
power management using thread time 
extension, clock throttling. 

[Alimonda 
2009] 

1 Energy 
~1ms for PLL reprogramming, 
frequency adjustments cannot 
occur at rate  > 0.2 per sec 

Nonlinear control approaches 
to feedback-based DVFS 

[Meng 
2008] 

3 
Energy-delay 
product (EDP) 

Stalls all cores, The time for system 
call is in the order of 0.01ms 
dominating the reconfiguration time 
overhead.  

Run-time NoC channel width 
reconfiguration through performance 
counters and a prediction model 

[Coskun 
2009] 

3 Temperature Negligible performance scheduling 

Proactive scheduling using an 
autoregressive moving average (ARMA) 
predictor for forecasting future 
temperature 

[Shu and Li 
2010] 

3 Temperature 20% performance loss 
Performance Monitor Unit (PMU) and 
on-chip temperature sensor to collect 
statistics and apply DVFS approach. 

[Ciordas 
2005] 

3 Debug for NoCs 

Area increase of a NoC from 17-
24%, monitoring traffic two orders 
of magnitude less than total NoC 
bandwidth 

NoC hardware monitoring services, 
event generator, sniffer components, 
monitor network interface 

[Arora 
2005] 

1 
Secure execution of 
programs 

Maximum overhead is 9.07%, 
average overhead is 5.59%  as a 
percentage of the CPU area, 
intrusive to the design flow 

Hardware monitor that observes the 
processor�s dynamic execution trace, 
application-specific methodology using 
the configurable h/w monitor 

[Tschanz 
2009] 

1 
Resilience to timing 
errors (CPU 
performance,energy) 

Error-detection sequentials (EDS): 
2.2% area overhead, TRC-based 
error detection: <1%. 

Circuit techniques for detecting timing 
errors : error-detection sequentials and 
tunable replica circuits 

HPS 
[Mousa and 
Krintz 2005] 

3 Accuracy in profiling 

0- 2.5% with an average of 1% for 
the most aggressive sampling rate 
(1/100) and ~0.2% for high quality 
(90% accurate) profiling 

HPS: Hybrid profiling support, a 
hardware approach for macro-
expansion of dynamically executing 
instructions for profiling applications 

Valgrind 
[Nethercote 

2007] 
2 

Program analysis, 
Debugging 

30 times slower than the normal 
execution on average (according to 
[NUDA]) 

Dynamic binary instrumentation (DBI) 
framework 

 

for NoC application data and for monitoring data can potentially provide sub-optimal solutions.
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Monitor communication protocols differ from typical NoC interconnect protocols, since mon-

itors can be very application-specific, or require irregular topologies with sensor-aware communi-

cation schemes. Due to particular characteristics of monitoring operations and topologies, such as

concurrency or filtering of captured data, statistical or critical data, isolated monitor network, or

shared NoC, communication protocols may provide a different trade-off between performance and

flexibility.

Consistency of monitoring communication protocol involves embedding consistency messages

to handle exception situations: (i) asymmetric paths to the monitor manager may generate out of

order synchronization issues, (ii) stalls, or context switching of the upper management processes

must be considered to avoid memory penalty in case of upfront unknown amount of monitoring

messages, (iii) reaction mechanisms in monitoring subsystem, such as interrupt triggering should

take into consideration not outdated critical events. A consistency-aware protocol might protect

system resources, like buffer memory overfilled, or interrupt time, through notifying monitors at the

leaves of the hierarchy of the stall conditions.

Bringing hardware monitoring units in assistance to software agents is a cumbersome task.

When benchmarking each mechanism a number of attributes affect the comparison and adoption of

the appropriate scheme. Response time, interference, energy cost, residual dependencies, scalability

are some important properties to determine the system monitoring policies. Moreover, these policies

should be independent from implementation and safely identify the event-causing data. Monitoring

process and communication semantics should be clear and well-defined to interpret the monitor data

properly.

In summary, the development of on-chip monitoring subsystem and corresponding system-level

services involves a number of trade-offs from architectural point of view, including communication

protocols and software interfacing, interaction and interoperability as well. Through combining dif-

ferent methodologies monitoring the system behavior is a valuable vehicle to capture the changes in

the behavior of the system and enable mechanisms to adapt to these changes. Moreover, new pro-

posed methods for monitoring are likely to provide better advantages when treated as cross-layer
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approaches. These should not be assessed in isolation and have value in combination only. Moni-

toring benefits are expected to increase as the demand for short time to market forces developers to

design their SoCs with an early list of features, and rely on reconfiguration and programmability to

complete the feature list during the product lifetime instead of before the product creation.

In the last decade we witnessed change in the direction of computer architecture. Power and

thermal issues have become dominant, and the trend toward integrated multicore processors to

improve performance via parallelism is expected to continue, while each core will be operating

at a few GHz at the most. Researchers work towards the next step in increasing performance

through moving to a technology with multiple active “tiers” in the vertical direction, developing

three-dimensional integrated circuits. In addition, new enabling technologies accomplish to give

designers considerable flexibility. The emerging availability of scalable Thermal Design Power

(TDP), which measures the maximum amount of power that the design’s cooling system must dis-

sipate is enabling more flexible and powerful multicore processors to be used in mainstream and in

embedded platforms. Offering the means, methodology, and tools to integrate adaptive computing is

a new promising direction to essentially enable optimizations for performance, energy and reliabil-

ity of systems-on-chips. Moreover, in VLSI design methodology, a shift from deterministic design

to probabilistic and statistical design eases the impact of transistor variations on circuit performance

[156]. The mindset of developers to handle only one or two objectives, namely performance and

power is slowly changing, moving toward multivariable design optimizations that account for per-

formance, dynamic and leakage power, reliability and process variation effects. A shift towards

adaptive systems and chips by runtime monitoring is actually happening and will become more

enhanced in the upcoming years.



Chapter 3

Hardware-assisted Monitoring Services

for Networks-on-Chip

N
ETWORK monitoring is the process of extracting information regarding the operation of a

network for purposes that range from management functions to debugging and diagnos-

tics. Originally started in bus-based systems for the most basic and critical purpose of debugging,

monitoring consisted of probes that could relay bus transactions to an external observer (being a

human or a circuit). The observability is crucial for debugging so that the behavior of the system is

recorded and can be analyzed, either on- or off-line. When the behavior is recorded into a trace, the

run-time evolution of the system can be replayed, facilitating the debugging process.

Research has already produced valuable results in providing observability for bus-based sys-

tems, such as ARM’s Coresight technology [157]. Also First Silicon’s on chip instrumentation

technology (OCI) provides on-chip logic analyzers for AMBA AHB, OCP, and Sonics Silicon-

Backplane bus systems [158]. These solutions allow the user to capture bus activity at run-time, and

can be combined in a multicore-embedded debug system with in-system analyzers for cores, e.g.

for MIPS cores.

Since buses offer limited bandwidth, these simple bus-based systems at first evolved using hier-

archies of multiple interconnected buses. This solution offered the required increase in bandwidth
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but made the design more complex and ad-hoc and proved difficult to scale. As systems increase

in number of interconnected components, communication complexity and bandwidth requirements,

we have seen a shift towards the use of generic networks (networks-on-chip) that can meet the com-

munication requirements of recent and future complex System on Chip (SoC). Figure 3.1 shows the

use of a regular topology for the creation of a heterogeneous SoC. An example of how a heteroge-

neous application can be mapped on this SoC is also depicted. Of course the topology need not be

regular as shown in figure 3.2.

Tile

Tile Tile

R

R

R

NI

IP Core
R

CPU Crypto

Video Mem

R

R

R

R

Tile

Figure 3.1: Network on Chip based on a regular topology, and an example

with a heterogeneous application. Each node (or tile) is connected

to a router, and the routers are interconnected to form the network.

The nodes can be identical creating a homogeneous system (i.e

CPUs), or can differ leading to a heterogeneous system.

However, this change increased dramatically the complexity of monitoring compared to the

simpler systems for several reasons. First, the sheer increase in communication bandwidth of each

component increases the amount of information that needs to be monitored or traced. Second,

the structure of the system does not provide the single, convenient monitoring central location any

more. As communication in most cases is conducted in a point-to-point and not broadcast fashion,

monitoring recent and future systems is a distributed operation.

Despite all these difficulties that must be overcome for successful monitoring, the complexity of

SoCs offer additional opportunities as well. To deal with short time to market, increasing fabrication
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CPU
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Figure 3.2: Network on Chip based on a irregular topology. The nodes are

again connected to (possibly multiple) routers, but the routers are

interconnected in an ad-hoc basis in order to customize the

network to the application demands and achieve better

cost-performance ratio.

(mask) cost, incomplete specifications at design time, and changing customer requirements, drives

to increased complexity SoCs which are designed with increased versatility so that they can cover

more application space and increase the product lifetime. These two factors, increased complexity

and increased flexibility, lead to a dynamic system behavior that cannot be known in advanced

at design time. This opens the possibility for dynamic system management where an applications

behavior is monitored and adjustments to the system and its operation can be made either to improve

the application function (e.g. provide better quality of service, etc) or to optimize the system’s

operation (e.g. consume less energy). Exploiting these opportunities depends on knowing the run-

time characteristics of the system’s operation and for the network this can be achieved using network

monitoring.

Furthermore new opportunities open up as we move towards deep sub-micron implementation

technologies. In these future technologies device reliability is an issue as devices are susceptible

to a range of post manufacturing reliability failures. The consequence is that the designer has to

deal not only with static faults, but also transient faults, wear-out of devices, etc. To address this
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challenge future systems need to support redundant paths and resources and the ability to rearrange

their operation to isolate and bypass failures are they occur. This operation requires the quick

identification of the existence of a problem and its location so as to determine the correct repair

action. Regarding the NoC resources, both these functions can be achieved by network monitoring.

In the next two sections of this chapter we first discuss in detail the objectives and the oppor-

tunities of network monitoring and their applications and then we cover the type of information

that needs to be monitored and the required interfaces to extract information from the distributed

monitor points. Then we describe the overall NoC monitoring architecture, and we discuss imple-

mentation issues of monitoring in NoCs, such as cost, the effects on the design process, etc. In the

last two sections we present a case study where we present several approaches to provide complete

NoC monitoring services, followed by our conclusions.

3.1 Monitoring Objectives and Opportunities

Monitoring can be used to provide information for many different applications that relate to the

overall SoC management. The following section detail the main uses of network monitoring.

3.1.1 Verification and Debugging

This is the traditional use of monitoring, which is to add observability into the internal points of the

complex system. The observability is crucial to enable the designer to track the system’s operation

and determine if and when something goes wrong. To this end, tracking the maximum possible

amount of information is desired as it provides the best flexibility to the user, who is then responsible

to focus on the exact needed bits and pieces.

For testing the nodes of the SoC, one approach is to provide a Test Access Mechanism (TAM)

re-using the network resources [159] so as to minimize the cost and improve the speed of testing

probes. The key observation is that due to its role, the NoC is a central piece of the SoC. TAM

interfaces with test wrappers built around the cores to apply test vectors to the cores to be tested

and also collect and deliver the possible responses. However, this type of operation is intrusive
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and useful only for off-line testing. A more important usefulness of monitors is for debugging

when the system is in operation and we want to extract information so we can track the system

progress without affecting its operation (i.e. in a non-intrusive manner). To achieve this goal, the

testing wrappers should provide the necessary information to the monitor infrastructure that can

then deliver it to the tester without affecting the application’s behavior.

3.1.2 Network Parameter Adaptation

Monitoring can be applied in a parameterized network to provide information for the update of the

configuration or run-time parameters. For example, when the NoC uses adaptive routing, updates

to the way path choices are made can better distribute the load, reduce the latency variation that is

caused by congestion, and improve the overall system’s performance. NoCmonitors can provide the

necessary input to a decision making algorithm that then updates the routing tables in the network

to this end.

A similar application is to detect permanent network link malfunctions and errors (either per-

manent or even transient) and re-adjust the routing tables so as to avoid these defective links. This

notion can be carried out even at the node level, where monitoring can detect defective processing

nodes and provide feedback to the run-time system. Depending on the application, the run-time

system should thus avoid the use of the defective node and migrate the processing to other, func-

tional nodes at the possible cost of operating at reduced capacity. The mechanisms to support the

isolation of defective links or nodes are basically the same as the ones used in adaptive routing (i.e.

updates in the routing tables), and in a way we can think of defective links or nodes as permanently

saturated areas that need to be avoided.

3.1.3 Application Profiling

For applications with dynamically changing behavior, monitoring their network patterns can offer

insight on their overall operation. This can be useful for the purpose of application profiling, a

process to collect information about it’s run-time behavior. Profiling information can then be used
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to better map the application on the existing resources.

A similar application is when the network supports Quality of Service (QoS) guarantees and can

allocate specific portion of link bandwidth to certain communication pairs. Monitoring can detect

when the QoS contract is violated, and this information can be used as feedback to either to simply

detect the problem, or better yet to take actions (i.e. adjust the QoS parameters) to fix it if possible.

Obtaining information regarding an application’s NoC usage can also be used to enable intelli-

gent power management of the NoC resources. NoC monitoring can detect statistically important

changes in the communication patterns, and can readjust the speed of uncongested portions of the

NoC in order to save power. When links and routers do not support multiple voltage and corre-

sponding speed levels, the identified routers can be shut-down, and their (presumably non-critical)

traffic can be re-routed via other low utilization routers.

3.1.4 Run-Time Reconfigurability

Similar to readjusting the parameters is the use of run-time reconfigurable NoC systems. This

approach has been explored as a promising way to overcome the potential performance bottlenecks

because communication parameters cannot be estimated beforehand since communication patterns

vary dynamically and arbitration performs poorly. As a result dynamic reconfiguration is used to

change the key parameters of the NoC and eventually the communication characteristics can be

tuned to better meet the current requirements at any given time. Such run-time reconfigurable NoC

systems have been proposed in [160, 161, 162, 163, 164].

Moreover, as the silicon devices are getting more and more complex the testing of the NoC

structure is becoming more difficult. In order to provide the means for NoC testing different Design-

for-Testability (DfT) approaches have been proposed (as the one in [165] for example). However,

a recent trend which is very promising is the use of certain run-time reconfigurable structures that

can be used for both ordinary operations as well as for testing of the NoC structures such as the one

in [166].
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In order for all those run-time reconfigurable NoCs to adapt their structures on run-time an ef-

ficient on-line Monitoring system is required (such as the one in [167]). Those systems can mainly

be based on reconfigurable Networking interfaces that in the ordinary case will route the traffic,

coming from the IPs that are connected to them, and just keep statistics regarding the different char-

acteristics of the traffic. The main difference between those monitoring systems and the others that

are described in this chapter is that the former can take advantage of the run-time reconfiguration

aspect in the following manner: Whenever scheduled, the interfaces will be altered in run-time and

instead of sending the ordinary data, they will be connected to a separate networking infrastructure

over which the monitoring data will be transferred to the main monitoring and reconfiguration mod-

ule. Those run-time reconfigurable monitoring interfaces have the advantage that they utilize the

same hardware resources with the standard NoC interfaces thus reducing the overall overhead of the

monitoring schemes.

3.2 Monitoring Information in Network-on-Chip

3.2.1 A High Level model of NoC monitoring

As in every monitoring system, a NoC monitoring scheme should collect samples that may scale

from simple bit-level events up to whole messages. The system designer or ultimately the real-

time service may need to trace fine grain information such as interrupt notifications for instance, or

even protocol messages and data. Testing a multiprocessor SoC obviously calls for a verification

strategy which needs to consider the inherent parallelism, the on-chip network structure and the

task attributes. Only a high level approach can tackle such issues. Abstraction via filtering of large

amount of traced messages can be the key approach for a realistic monitoring service.

Events

In those high level schemes the data collected are modeled in the form of what they are called

events [168]. Based on this approach all the events have specific pre-defined formats and they are
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most frequently categorized since they may have different meanings. According to [169] “an event

is a happening of interest, which occurs instantaneously at a certain time”. Therefore information

characterizing an event consists of: (a) a timestamp giving the exact time the event occurred, (b) a

source id which defines what the source of the event is, (c) a special identifier specifying the category

that the event belongs to, as well as (d) the information that this event carries. The information of

the events are called “attributes” of the events and they consist of an attribute identifier and a value.

The exact attributes as well as the number of them depend on the category the event belongs to.

Regarding the classification of the events, Ciordas et. al. have grouped them in five main

classes: user configuration events, user data events, NoC configuration events, NoC alert events,

and monitoring service internal events [168].

• The user configuration events are initiated by the IP modules that are connected to the NoC

so as to configure the different NoC monitoring components accordingly. They are formatted

in such a way that they present a system-level view of the requested information, hiding NoC

implementation details. The information contained in such events can be large, when many

details are needed for the configuration action or small when the subsystem to be configured

does not need any specific information except probably of the timing of the communication

and the communication modules.

• The user data events carry the monitored data from the NoC. Collecting the data can be

through sniffing from either the various NoC interfaces or from the actual NoC links.

• The NoC configuration events are employed in the programming or configuration statically

or dynamically, in a centralized or distributed way, of the underlying NoC. They are usually

employed in NoC debugging and optimization since they carry all the requested information

regarding the configuration of the NoC. So for example such events are produced whenever

the actual routing protocol or routing state change.

• The NoC alert events are generated whenever emergency situations are triggered. Those situ-

ations include buffer overflows, internal or edge congestion, or even missing a hard deadline
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in a real-time system. Through those events and based on the statistics of the utilization

of various NoC resources, the NoC monitoring/administration system can be alerted that an

abnormal situation is about to occur (or more importantly has already occurred).

• The Monitoring service internal events are issued by the monitoring service mechanism itself

for various reasons such as synchronization, ordering, data losses etc.

Programming Model

Another critical constituent of the high-level description of a NoC monitoring system is the pro-

gramming model of the system. Such a model describes in detail the procedure needed for setting

up the various monitoring services. In general it consists of a sequence of basic tasks for configuring

the NoC monitoring subsystems as well as a detailed reference description of the implementing of

those tasks. For example, Radulescu et. al. have proposed a memory-mapped I/O programming

model for configuring the different sub-modules of a NoC monitoring system [170].

The programming model should address the critical issue of NoC monitoring configuration

time. In general, a NoC monitoring system can be configured at three possible points in time: (a)

at NoC’s initialization time, (b) at NoC’s reconfiguration time, or (c) at run-time. Furthermore, the

programming model should define the events that would be generated, the categories of the events

that would be supported, the attributes of those events as well as a global timing/synchronization

scheme and ways to start/freeze/stop the monitoring system.

The programming model also defines whether the NoC monitoring system will be centralized

or distributed. In a centralized monitoring service, all the monitoring information is collected in a

central point; this approach is simple yet efficient for small NoCs. However, in the state-of-the art

SoCs with hundreds of different sub-modules, the collection of all the monitoring information to a

central point may become the bottleneck of the NoC monitoring system. On the other hand, in a

distributed monitoring service, the monitoring data are collected by concentrating components, and

those few concentrators are interconnected together in order to be able to take a decision based on the

global state of the NoC. Obviously, this approach, although more complicated than the centralized
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one, removes the possible bottlenecks of the centralized approach while it is also significantly more

scalable.

Traffic Management

The traffic management is another component of most of the abstract models of NoC monitoring

systems. In general it is separated into the sub-system that manages the “configuration traffic” and

that covering the “event traffic”.

The Configuration Traffic includes all the messages/events required to setup and configure the

monitoring scheme, such as the events to configure the NoC monitoring hardware sub-systems and

the traffic for setting up connections for the transport of data from the actual NoC to the NoC

monitoring processing system. The event traffic management system on the other hand deals with

all the traffic generated after the NoC has been thoroughly configured.

NoC Monitoring Communication Infrastructure

It should be noted that the monitoring traffic can use either the existing NoC inter-communication

infrastructure or an organization which is implemented only for covering the requirements of the

NoC monitoring systems. The former has the advantage the no extra interconnection system is

needed but on the other hand it introduces additional traffic in the actual NoC; if this traffic causes

performance problems, a dedicated NoC monitoring interconnection infrastructure is employed.

Based on the selection of the desired interconnection scheme for the transmission of the actual

measurements in a NoC monitoring system, the NoC data can be categorized as either:

• In-band traffic. In this case the NoC traffic is transmitted over the NoC links either by using

Time Division Multiplexing techniques or by sharing a network interface.

• Out of-band traffic. When hard real-time diagnostic services are needed or when the NoC

capacity is limited by communication-bounded applications then a separate interconnection

scheme is used and the NoC monitoring traffic is considered “out of-band”.
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Considering that the employed monitoring services are used for debugging or performance op-

timization purposes or for power management, it is clear that the choice of the appropriate intercon-

nection structure is very critical since it may affect the overall NoC’s efficiency towards the opposite

direction to the desired objective.

A self-adapting monitor service could encompass programmable mechanisms so as to adjust the

generated monitoring traffic in a dynamic manner. This means that using a hybrid methodology the

distributed NoC monitoring subsystems or the central monitor controller can support an efficient

traffic management scheme and regulate the traffic from the NoC to the central diagnostic manager.

However, placing extra functionality increases the overhead of the monitoring probes, in terms of

area, or energy consumption.

3.2.2 Measurement Methods

One of the main problems in NoC monitoring is that processing the entire contents of every packet

imposes high demands on packet probes and their hardware resources. For this reason probes usu-

ally captures only the initial part of the packet which contains valuable information. Even so, and

since the current NoCs work at extremely high speeds the amount of data collected is huge. One

way for reducing the volume of the data is by utilizing certain techniques for filtering, aggregation

and sampling just as it is done in the case of telecommunication network monitoring [171].

When sampling is employed and within a NoC monitoring infrastructure, a number of different

sampling mechanisms can be utilized as described in [172]. The most important of those algorithms

are the following:

• Systematic packet sampling which involves the selection of packets according to a determin-

istic function. This function can either be count-based in which every k-th packet is saved for

monitoring purposes or time-based where a packet is selected every constant time interval.

As described in [173], the count-based approach gives more accurate results in terms of the

estimation of traffic parameters than the time-based one.

• Random Sampling in which the selection of packets is triggered in accordance to a random
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process. Based on the simple such algorithm n samples are selected out of N packets, hence

it is sometimes called n-out-of-N sampling. A certain algorithm of random sampling is what

it is called probabilistic sampling. In this technique the samples are chosen in accordance

to a pre-defined selection probability. When each packet is selected independently with a

fixed probability p the sampling scheme is called uniform probabilistic sampling each packet

is. Whereas when the probability p depends on the input (i.e. packet content) then this is

non-uniform probabilistic sampling.

• The Adaptive sampling schemes employ either a special heuristic for performing the sample

process or certain prediction mechanisms for predicting future traffic and adjusting the sam-

pling rate. Those schemes have some inevitable disadvantages: there is always some latency

in the adaptation process and in case of unanticipated NoC traffic bursts the saturation of the

monitoring module will be possible. In order to avoid it the NoC monitoring designer would

have to allow a certain safety margin by employing systematic under-sampling (at the cost of

lower accuracy obviously).

Another way of reducing the traffic recorded by the network monitoring scheme is the use of

filtering. In a formal definition filtering is the deterministic selection of packets based on their

content. In practice, the packets are selected if their content matches a specified mask. In the

general case, this selection decision is not biased by the packet position in the packet stream. This

approach may also require a relatively complex packet content inspection, since depending on the

NoC protocol employed, packets can have different formats and thus a fixed length mask cannot be

applied.

Finally, there are the hybrid techniques which are based on combining a number of packet se-

lection approaches. For instance, Scholler in [174] proposes to add packet sampling into the packet

and create a scheme combining certain advantages of filtering and sampling. Another example is

Stratified Random Sampling. In this approach packets are grouped into subsets according to a set

of specific characteristics; then the number of samples is drawn randomly from each group.

Regarding the advantages and the disadvantages of each scheme, it is obvious that the systematic
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sampling ones can very easily be implemented in hardware, whereas, as it has been demonstrated

in [174] and [175], for the general networking environments it often performs better than random

sampling. The main disadvantage is that it “is vulnerable to bias if the metric being measured itself

exhibits a period which is rationally related to the sampling interval” [176]. This problem can be

overcome when random sampling is utilized.

Depending on the specific SoC that a NoC is employed in, the hybrid sampling schemes can trig-

ger the optimal point in the trade-off between the amount of data collected and the accuracy of the

monitoring scheme. Such schemes can allow building accurate time series of different parameters

and improving the accuracy of the NoC’s traffic classification into flows, groups, etc.

On the other hand the filtering methods can be tuned so as to collect whatever NoC data are

needed at each specific case, with the drawback of being relatively complex to be implemented

mainly because of the extremely high speeds of today’s NoCs,

Regarding the actual transmission of the sampled/filtered data to the Monitoring management

processing system there exist mainly two approaches:

• Raw Data Transfers: if the probing components need to be simple enough and a centralized
Monitoring management unit is employed or,

• Filtered Data Transfers: incorporating some manipulation on the sniffed data on-the-spot;

if the system design can afford extra area then usually statistic functions can be used that

measure traffic for instance: average, min/max, stddev.

3.2.3 NoC Metrics

There are several metrics reported which can be used so as to characterize the NoC monitoring

systems in terms of a number of parameters. The most important of those metrics are the following:

• BW - bandwidth requirements of each NoC Monitoring module: since the traffic character-
istics of the NoC’s individual links vary so is the generated information by each NoC mon-

itoring subsystem. Additionally even if two such systems collecting the monitoring data are
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identical, they may require different network due to their different configurations; for in-

stance a particular module can be configured to generate coarse grain statistics for diagnostic

services, while another identical one which is used for debugging, may supply large amount

of data.

• NP - path coverage: the number of paths in a NoC that can be monitored when the NoC

monitoring subsystems are place in a specific location in the NoC organization.

• RH - resource history: This is, in other words, the depth in time that the monitoring info

will be saved. Depending on the NoC monitoring scheme, in order to deduce a valid result

at transaction-level or at higher abstraction level, the required storage at the different NoC

monitoring subsystems may be significant.

• RTR - real time response requirements: The time between issuing a trigger event and getting
back the requested information. For fault tolerant systems, or hard real time environments

this is a very critical metric.

• ND - NoC dependencies: Those dependencies are determined in terms of interfacing and

protocol compatibility of the monitoring traffic and the standard on-chip NoC traffic.

• AD - Application dependencies: Those dependencies cover the mapped application on the

NoC and the associated NoC monitoring requirements in terms of resilience to faults, perfor-

mance, power consumption etc.

3.3 NoC Monitoring Architecture

To aid the development of large complex SoCs, it is necessary to efficiently assist the real-time de-

bugging of the complete design. This can be achieved by embedding hardware components that are

usually application- or circuit-specific, as they are tailored to the verification needs of a particular

circuit. One common approach is to attach monitoring components to a bus (as in [157]). Moni-

toring at this level consists of signal observation or event identification; events may be conditioned
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to be activated only under pre-specified conditions. Several research and commercial solutions are

built around this principle so as to achieve real-time debugging of designs; using in-circuit emulators

is also a methodology that gains popularity.

System-on-Chip designs are growing larger and larger, and integrate a number of IP cores con-

nected using a Network-on-Chip consisting of small routers and dedicated communication links. In

this environment data are transferred in the form of messages or packets. Packet switching in turn

is commonly based on the wormhole approach, where a packet is broken up into flow control units

that are called flits, the smallest unit over which the flow control is performed, and the flits follow

the header in a pipeline way.

The monitoring messages described in the last section should not block or even interfere with

the typical user traffic, and should be follow the on-chip communication protocol. In terms of in-

terfacing, the monitoring component to the NoC should also comply with the router and network

interfaces. The aim of the monitoring services ranges in goals and functionality and correspond-

ingly the type of data extracted to support meaningful conclusions varies. The type of data can be

categorized as follows:

• measurements, for example statistics using counters that are usually event-triggered,

• content based measurements performed by sniffing in the content of the data units (flits, pack-

ets, messages) transferred on the NoC,

• filtered data extracted from the content of the data units,

• headers from the packets,

• payload data meeting particular conditions (filters),

• configuration data exchanged between routers.

The use of monitors to collect network interface statistics in order to assist the operating system

controlling the NoC has been proposed in [177]. Such performance monitors can be used to optimize
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communication resource usage so as to control the interaction between concurrent applications.

Router-attached performance monitors on the other hand are used in [178] to keep track of the

network utilization. This information is used by the network manager to adjust the Quality-of-

Service levels of the running applications.

Associated with the type of required monitor information is the probing method, which can be

categorized as cycle-level or transaction-level probing. A probing component with the capacity to

filter the sniffed data and identify messages up to transaction level is called transactor throughout
the following sections. Independent of the type of sniffed data, a cycle-level transactor operates on

every clock cycle, and its bandwidth requirements depends on the number of signals to observe. At

transaction-level however the transactor completes each observed datum at the end of each transac-

tion. Thus, processing and possibly increased storage may be required on-the spot allowing each

probe/transactor to communicate only the higher view of an interconnect link. A cycle-level probe

needs to use either high bandwidth links, or a compression scheme to reduce the rate of monitor

data. A monitoring component can potentially include both options as shown in 3.3 unless the area

cost cannot be afforded.

At a higher level, all these strategies derive from the event model. The monitored information

can be modeled in the form of events, with an event model specifies the event format, e.g. time-

stamped events or not. Event taxonomy helps to distinguish different classes of events and to present

their meaning.

A general-purpose monitor for on-chip interconnects is usually based on a layered structured

approach, similar to the one depicted in 3.4. A first step to embed a monitor-sniffer with dummy

manipulation of data includes only the most basic functionality, such as only copying the observed

data on an on-chip link. However, observing all NoC transfers even for a single link may generate

large amounts of data that require further analysis. Especially this is a significant issue since the

collected data have to be processed at a different location, either on-chip or off-chip. The complexity

is increasing dramatically according to the number of monitors and the amount of required captured

data.
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Second, the post-processing of the sniffed data should be done by a more advanced transaction
level analyzer in order to deduce useful conclusions. In between the two layers, it is necessary to
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place another layer to filter and classify the data. In particular, since each message conveyed from

end-to-end consists of header and payload, the monitoring component must perform de-capsulation

in the same way as a Network Interface. The flits transferred over a communication link may

be interleaved by the network interface or the routers. The monitors must therefore collect and

construct messages from the right flits. In addition, connections of different bandwidth demands

should be identified and treated accordingly. The connections of interest are usually a subset but in

the worst case all may be monitored.

Hence, the monitoring service inside a NoC-based System must deal with the following main

issues:

• Conditioning / Filtering of sniffed data

• Prioritizing critical vs. non-critical sniffed data (i.e. for statistic purposes)

• On-the spot analysis and possibly reaction based on the analyzed data.

Filtering is based on a priori knowledge of the type and the format of data and in some cases also

of the timing of the data of interest. Dimensioning the filters though is a tradeoff between flexibility

and increased area cost. It is feasible to use masks and even more intelligent event-based filters as

long as the total overhead is affordable. The benefits of appropriate conditioning focus on reducing

the traced data to only the critically needed pieces of information.

Monitor services can be characterized as Best Effort (BE) assuming either that the probing of a

link is done periodically or that the messages sent and henceforth the reaction to them is not strictly

real-time. This type of services is useful for observing liveness of a core or of a link. Moreover,

since prioritization of on-chip connections is a usual mechanism to differentiate and ensure quality

of service for on-chip user traffic, the same prioritization should be ensured also for the monitoring

services.

Meanwhile monitoring services that need Guaranteed Accuracy (GA) may be required when

exact piece of information is needed; for example to calculate throughput based on bytes send over

a link or for debugging purposes. In addition, hard real-time performance necessitates the quality
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of GA services in terms of low latency and complete view of the traffic or capacity to sustain

monitoring traffic at full throughput. Guarantees are obtained by means of separate physical links

or by means of TDMA slot reservations in NoC interfaces.

While this is a modular approach, it may suffer from transferring and possibly keeping in mem-

ory large amounts of data. If the memory refers to on-chip memory resources then the issue that can

be raised is the amount of available memory, while if off-chip storage is used then the issues shift to

bandwidth needs, pad limitations or augmented system complexity. Additionally, multiplexing with

already used memory interfaces affects the available bandwidth and may raise redesign considera-

tions.

If on-the-fly analysis is desired then such a monitoring must be application specific (i.e. hard

monitor). Alternatively an embedded software solution can also perform such an analysis provided

that software latencies can be tolerated. This is a viable option in low bandwidth configurations of

a NoC or for a monitoring application that is not critical in a real-time environment.
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packets from a link, (b) operating as a bridge observing and even

injecting packets, (c) collecting data also from the core of an IP,

(d) accessing also the internal status of a Router
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While attaching a monitoring probe to a link serves for real-time observation as shown in figure

3.5 (a), the alternative organization shown in (b) can handle total failures of nodes. If the monitoring

probe is also attached to other link then the system live-ness is ensured in case of a dead router by

replacing the router functionality with the monitoring services, as long as it can be supported. In the

case shown in (c) then the monitoring probe embedded at the “edge” of an IP Core can also collect

information from an the link to the router and from the IP Core. Finally, in (d) the monitoring probe

has also access to the core functional part of a router. This configuration has the potential to allow

also the observation to the internal state of the router and its port interfaces.

3.4 Implementation Issues

This section describes various monitoring implementation alternatives and the impact on the total

NoC-based SoC. The communication requirements of the monitoring probes some times are not

known beforehand. Only after the NoC to be monitored has been designed, or at least after some

steps in the NoC design flow have been performed is it convenient to make decisions about the

location and functionality of the probes. The mapping of the application to the NoC nodes has to

be finalized so as for the designer to have an overall view of the needs of the system for monitoring

and evaluate the requirements and costs of each option. These are closely related problems. Once

a NoC architecture has been near the completion of the development phase some issues have to be

evaluated regarding the integration of the monitoring probes: the location and the number of the

monitor probes, the communication requirements among them and their impact to the total area and

energy consumption.

3.4.1 Separate Physical Communication Links

Using a non-shared interconnect scheme allows a non-intrusive independent possibility for transfer-

ring the monitoring data at high speed. Thus, the original NoC remains intact and the user data are

not affected in any way, latency, or blocking side-effect. This solution comes though at the expense

of increased area. Although any interconnect may be used, depending on the area cost margins of
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the system, the bandwidth requirements and the scalability potential, a separate physical NoC may

be adopted due to its scalable attributes. This option is depicted in Figure 3.6 (a). One probe (M)

and a Monitor Router (Rm) is added per router of the NoC. In a simple scenario this monitoring

probe is attached to the router, however it could be attached to the network interface (NI) of each IP

Core, or to the communication link. This implies and the range of capabilitites of the probe:

• connecting a probe to the NI an IP Core can also generate whole messages and retrieve infor-

mation from the IP Core itself while,

• attaching it to the router can only collect data in the form of flits.
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Figure 3.6: Monitoring architectural options: (a) use a separate monitoring

NoC for transfering monitor traffic, (b) share the user NoC also for

monitoring (c) use separate bus-based interconnect.

Another costly yet high-speed solution that also uses individual non-shared interconnect is to

employ point-to-point links to the monitoring manager of the SoC. Thus, the multi-hop latencies

are avoided and the system monitor manager can instantly send and retrieve data from the probes.

While at the other end, a shared bus or set of busses can be used. Still the non-intrusive integration

of the probes is achieved since no interference is possible via the physically disjoint interconnects,

while a separate shared bus amortizes the cost of extra area.
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3.4.2 Shared Physical Communication Links

An alternative is to use the existing NoC infrastructure both for the user traffic and for the moni-

toring traffic as well. The NoC resources can be completely shared by the integrated monitor, or

depending on the NoC protocol implement a subnetwork or virtual flow for the monitoring traf-

fic. Of course, in principle the user requirements for bandwidth must be respected and in fact they

should be considered at the development and mapping design phase of the NoC.

Consequently, injecting the monitoring data also via the NoC interconnect may affect the num-

ber of ports of the routers, or the switching capacity of the routers and even the maximum bandwidth

that can be sustained by each link. From a different viewpoint this design choice drives to consider-

ing NoC routers with monitoring probe capabilities. Nevertheless, if the probe needs to operate at

transaction-level a separate probe block attached to the NI is a more structured approach. Although

in this option of using the NoC resources in common, the interconnect cost is amortized in terms of

area, the cost of the probes still remains the same as in the previous alternative.

3.4.3 Impact of Programmability to Implementation

A monitoring probe is usually a modular component, that consists of the NoC interface, the event

generator and the interface to a centralized monitoring manager either on- or off-chip. By identify-

ing packets, messages, local filtering and classification of messages per connection is possible; when

raising the filtering to transaction level then detailed inspection of transactions can be achieved. Ap-

parently, each level increases the complexity of the monitoring component-probe. Along with the

needed logic is also the storage that is required; this is proportional to the message size, to the num-

ber of simultaneous connections and to the depth level of inspection. If the headers of each message

is the only part of interest and examination of the payload is not required then the necessary storage

can be minimized.

Figure 3.7 shows a modular approach of the transaction monitoring probe as described in [179].

The monitoring data path starts at the sniffer, that captures the raw data from the router links and
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can be configured at run-time via a command-based interface. The

required functionality defines the number of layers of a Monitoring

probe.

provides them to the transaction monitor. The link of interest can be selected at runtime by configur-

ing the first filter. The flits can be further filtered as BE or GT in the second filtering block. Further

filtering of flits is done by identifying a single connection from the set of connections sharing the

same link, in the next filter. Transactions are composed of messages. Message identification allows

to see, from within the NoC, when a write or a read message has been issued and from where or to

which of the IPs or memories. Messages are payload packed in packets. Therefore, message identi-

fication requires depacketization, a procedure usually done at the NI. Finally, the Monitoring Server

must be notified by the Transaction monitor according to the pre-configured format. Regarding the

implementation impact of such a modular probe, it is reported that in a 0.13µ CMOS technology the

implementation of a transaction monitor supporting the first four filtering stages costs 0.026mm2 in
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silicon. Assuming that no filtering/abstraction is done locally at the monitor, the bandwidth require-

ments of the transaction monitors are comparable with the bandwidth of the monitored connection.

This example demonstrates the potential to provide intelligent services to the system designer for

monitoring a NoC at runtime.

3.4.4 Cost Optimizations

If the area budget of the SoC is limited then sharing a monitoring probe between two or even more

routers of the user NoC may be an option. A transaction-level monitoring probe as described in

[179] requires significant processing that is performed in layers so as to de-packetize a message for

example. Hence, assuming the bandwidth requirements of the user and of the monitoring services

are tolerable the same probe with this processing engine could be shared among many routers, thus

saving useful silicon area. In the same direction a monitoring component may collect information

from the IPcore as well. Thus, acquiring a view of the future transactions to be performed by the

IPcore the monitoring probe can reserve space, or do a more intelligent conditioning of the events.

For example, one function is tracking the messages passing via a NoC router depending on the

status of the IPcore. However, the benefits and the total impact of every architectural option has to

be evaluated in the environment of real applications mapped on the NoC.

3.4.5 Monitor-NoC co-design

Integrating Monitors efficiently into a NoC is not a straightforward task. Depending on the type and

extend of monitoring, the monitors and their traffic will affect the performance of the NoC. Hence,

the simple approach of designing the NoC and subsequently adding the necessary monitoring in-

frastructure often will lead to sub-optimal results.

There are several steps in the design process where monitoring support is interweaved and affect

the traditional NoC design. The most obvious is the network dimensioning. If the monitors use the

same network to transfer their information, the offered load at the links will be higher depending on

the monitoring demands. This will in turn affect the decision for link speed, or the dimensions of
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the network so that the total traffic can be supported and the desired maximum and average latencies

are met.

Even if monitoring uses a different network for its uses, the two networks co-exist and share the

same area resources. Hence, the physical distance between nodes is increased even when monitoring

uses a dedicated network. This increase leads to longer point-to-point latencies, affecting the NoC

clock cycle. The optimal NoC topology depends partly on the relative position of its nodes as well as

on the availability of wires to connect the corresponding routers, so even when a separate dedicated

monitoring network is used, the regular NoC design is affected.

When the monitors are fully deployed at every node (or more generally at a regular topology

with respect to the rest of the nodes or network), placing the monitors largely depends on the phys-

ical location of the nodes, and the corresponding requirements are known in advance. When the

monitors are placed irregularly close to nodes that are deemed important for a particular application

(i.e. the monitors are customized for that application), then the effect of their placement cannot be

determined in advance. Further complications may occur when the application itself can be mapped

into SoC nodes in many different ways. In such a context, Application Aware Monitor Mapping
[179, 180] is required to achieve good results.

A design flow for monitor placement should also attempt to optimize the required number of

monitors, since according to the exact placement of the initially prescribed monitors, in certain

cases the functionality of multiple monitors may be merged into a single one. The conditions for

such a merge are many: the total aggregate monitoring traffic should not exceed the monitoring link

(or channel when the network is shared) capacity, the merged monitor should have access to all the

monitored information (being transactions, events, etc.) and the monitor programmable resources (if

any) should be sufficient to satisfy the tasks of all the merged monitors. When merging is possible,

the benefits are direct or indirect: smaller overall area is a direct consequence, but this also indirectly

improve latencies and clock rates.

Figure 3.8 shows an integrated design flow similar to the one proposed in [180, 179] for shared
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network use between the monitors and regular communications. The input to these flows is the de-

scription of the application network requirements (i.e. communication flows, bandwidth, possible

latency requirements for QoS, etc), and, for the case with monitors, the monitoring requirements.

While the main steps that determine the structure of the network remain the same, they are in-

termixed with a step that determine monitor insertion and mapping. The second step in the flow

Monitor Insertion, places virtual monitors in the locations specified by the user. These virtual mon-
itors are later materialized in the Monitor Placement step that can optimize both the number and

location of the monitors, ensuring that the overall monitoring functionality is preserved. Finally, the

dimensioning of the network is shown separated from the topology selection in the traditional NoCs

since the overall network requirements are modified (increased) by the number and placement of

the monitors. Finally, the process is iterated when the initial parameters (topology, etc) do not lead

to a feasible system that meets all the requirements.

If the monitors use a separate network the NoC design is simpler and consists of solving the

NoC for communications (Figure 3.8(a)) and solving in parallel a separate problem for the monitors

using a simplified version of the integrated flow of Figure 3.8(b). In this case, convergence is much

easier as the only interaction in the design of the regular NoC design and the monitoring and its

network is through the increased area to accommodate the monitors and the monitoring network.

3.5 Case Study

In this section we describe existing approaches that target different goals using network monitor-

ing to achieve them. This section is meant to motivate the breadth of applications that can use

monitoring functionality.

3.5.1 Software assisted Monitoring Services

Kornaros et. al. propose a hybrid monitoring scheme for NoCs that features the flexibility of a

software manager inside a customized embedded CPU, enhanced by small agent components in

hardware to guarantee very high response time; these reside at the “edge” of the NoC [181].



88 Chapter 3 : Hardware-assisted Monitoring Services for Networks-on-Chip

(b)

Topology Selection

Mapping

Routing/Path Selection

Topology Selection

Monitor Insertion

Mapping

Routing/Path Selection

Monitor Placement

Dimensioning

(a)

Figure 3.8: Integrated NoC-Monitor Design Flow. Part (a) shows a simplified

flow for simple NoCs, while part (b) shows how it is changed to

integrate monitor placement and optimization.

The proposed system features the following sub-systems:

• Hardware agents which are responsible to provide information to the embedded CPU and to

perform the reconfiguration operations commanded by this CPU.

• An interrupt controller to communicate with the agents, arbitrate the accesses of the agents to

the corresponding CPUs data cache and interrupt the CPU when necessary.

• A specialized RISC-CPU core optimized for the monitoring application, thus supporting high

performance covering very small silicon area and having very low power consumption.

In this this work, which is shown in figure 3.9, a centralized scheme is adopted to manage the
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monitoring manager assisted by hardware interface accelerators

traffic of the on-chip interconnect, by controlling the limits of guaranteed throughput and best-effort

priority classes. Nevertheless, special hardware mechanisms are employed to offload the centralized

CPU from complex calculations. A hardware data structure is located at each network interface (NI)

which logs the activity of the flits and the calculated statistic measurements. Programmable event

generators are assisting to supporting of finer grain interrupts if this is desirable, or to masking

out selected events. A master block implements additional timers with varying resolution. The

desired objective for the management system is to react fast enough, when the fluctuations of traffic

are identified. Even when the NoC is scaled to larger number of routers, the added complexity is

shifted to the special hardware components that interface the CPU. The proposed monitoring system

is implemented in a Xilinx Virtex4 device (FX100) occupying 12K slices and operating at 100 Mhz.

A rather large crossbar is used as an inter-connect under monitoring; an 8-by-8 64-bit wide buffered

crossbar was used as an interconnect, which is operating at 120Mhz on the same device without

monitors. The simulations show that interrupt handling is achieved in less than 100 cycles for all

the monitoring tasks.

Finally, this monitoring system can additionally discover and overcome defects on the NoC.

Diagnostic and failure analysis may be periodically performed by the software to ensure operational

integrity.
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3.5.2 Monitoring Services Interacting with OS

The general problem of mapping a set of communicating tasks onto the heterogeneous resources

of a platform on a chip, while dynamically managing the communication between the tiles is an

extremely challenging task. Nollet et. al. describe a system where each node of a packet-switched

NoC includes a traffic statistic monitor probe, a simple interface to the packet switched data NoC

called data network interface component (dNIC), and a control network interface component (cNIC)

that assists the Operating System to control the NoC [177]. The OS is able to control the inter-

processor communication in the NoC environment matching the communication needs so as to

provide the required quality of service. The OS can optimize communication resource allocation

and thus minimize interaction between concurrent applications. The three main OS tools provided

by the NoC are:

• the ability to collect data trace statistics,

• the ability to limit the time interval in which a processing element (PE) is allowed to send

(called injection rate control) and finally,

• the ability to dynamically adapt the routing in the NoC.

Although the experimental setup presented in [177] includes only a few nodes, the layered

organization of the cNIC provides a well-structured approach. The main role of the cNIC is to

provide the OS with a unified view of the communication resources. For instance, the message

statistics collected in the dNIC are processed and supplied to the core OS by the cNIC. Additionally,

it allows the core OS to dynamically set the routing table in the data router or to manage the injection

rate control mechanism of the dNIC. Another role of the cNIC is to provide the core OS with an

abstract view of the distributed processing elements. Hence, it can be considered as a distributed

part of the OS.

In summary, the three main OS tools provided by the NoC monitoring are: the ability to collect

data traffic statistics, the ability to control the injection rate of a processing element (PE), that
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is, the ability to limit the time interval in which (PE) may send messages and, last, the ability to

dynamically adapt the routing in the NoC.

3.5.3 Monitoring Services at Transaction Level and Monitor-Aware Design Flow

Ciordas et. al. presents in detail in [179] how monitoring services can be taken into account at

design time and integrate the monitoring functionality and placement in the NoC in the design flow

of the system. The proposed direction is towards a unified approach by automating the insertion of

the monitors whenever their communication requirements are known, thus leading to a monitoring

aware NoC design flow. The proposed flow is exemplified with the concrete case of transaction

monitoring, in the context of the AEthereal NoC and UMARS design flow. The objective in the

methodology presented is the mapping of transaction monitors to routers such that a full coverage

of user channels is achieved. Hence, they extended the coupling of mapping, path selection and

time-slot allocation from the original flow to also include the monitoring probes.

In addition, in their research the cost of the complete monitoring solution is quantified; this cost

includes the the monitors, the extra network interfaces (NIs), NI ports or enlarged topology needed

to support monitoring in addition to the original communication infrastructure. Results show an

area efficient solution for integrating monitoring in NoC designs. Monitors alone do not add much

to the overall area numbers as the designs remain dominated by the area of NIs. In their work

it is also considered the run-time reconfiguration of the monitoring system, showing acceptable

reconfiguration times.

It is worthwhile that both approaches are explored, i.e using a separate NoC for the transporta-

tion of the monitoring messages and at the other end sharing the monitoring NoC with the applica-

tion NoC. In the first option, assuming the bandwidth requirements are known, usually it is more

expensive in area; however it features more degrees of freedom for the location and topology of

the monitoring interconnect. In the shared case the combined communication requirements may

not fit on the existing user NoC. In this case, it is clear that a new NoC must be generated, e.g.

by increasing the topology and repeating the process. By increasing the topology, the number of
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user NoC routers increases and in turn the number of required transaction monitors may increase

as well (e.g. if probing all routers is required). This leads to the recomputing of the monitoring

communication requirements and monitoring IPs. This means that the NoC monitoring flow must

be revised. The reason for investigating this option is that the developed NoC with this approach is

mainly the cheapest one.

Evaluating these options they report the following results using a 0.13µm CMOS technology.

In the case of choosing a separate physical interconnect for monitoring the total NoC area cost of

3.82mm2 (2.35mm2 original + 1.47mm2 extra) was determined based on the addition of 7 NIs

for the 6 probes and one Monitoring access point (MSA), and of 6 routers. When the user NoC

was shared with the monitoring components then the total NoC area cost was 2.75mm2 (2.35mm2

original + 0.4mm2 extra). This was based on the addition of 7 network interface ports, 6 for con-

necting the probes and 1 for the MSA. The added monitoring traffic fitted completely in the original

network.

The evaluation of the proposed monitoring methodology is done with benchmarks based on the

AEthereal NoC (see [182]). The AEthereal NoC runs at 500 MHz and offers a raw link bandwidth

of 2GB/s in a 0.13µm CMOS technology. AEthereal offers transport layer communication services

to IPs, in the form of connections, comprising best effort (BE) and guaranteed throughput (GT)

services. Guarantees are obtained by means of TDMA slot reservations in NIs. The target is to

investigate how the monitors affect the mapping, routing and slot allocation in the design flow and

the impact to the coverage of probed routers, to the complexity of the design flow and the resulting

area implications.

They have used two real applications, mpeg and audio. Mpeg is an mpeg2 encoder/ decoder

using the main profile (4:2:0 chroma sampling) at main level (720x480 resolution with 15Mb/s),

supporting interlaced video up to 30 frames per second. This application consists of 15 processing

cores and an external SDRAM, and has 42 channels (with an aggregated bandwidth of 3GB/s).

Audio is an application that performs sample rate conversion, MP3 decoding, audio post-processing

and radio. The application consists of 18 cores and has 66 channels all configured to use guaranteed
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throughput. They have also combined these two applications into four cases to be used as examples:

mpeg (Design1), mpeg + audio (Design2), 2 mpeg + audio (Design3), 4 mpeg + audio (Design4).

They have also generated synthetic application benchmarks for testing the proposed design flow.

These benchmarks are structured to follow the application patterns of real SoCs. They created two

benchmarks:

• Spread communication benchmarks (Spread), where each core communicates to a few other

cores. These benchmarks characterize designs such as the TV processor that has many small

local memories with communication evenly spread in the design.

• Bottleneck communication benchmarks (Bottleneck), where there are one or multiple bottle-
neck vertices to which the core communication takes place. These benchmarks resemble

designs using shared memory/external devices such as the set-top boxes.

For the synthetic benchmarks the average area cost is almost 15%, while for the real examples

the total area increase ranges from 2.2% up to 16.1%. The concluding result is that in all cases the

area of the transaction monitors is insignificant relative to the total area of the designs, dominated

by the area of the NIs. In the AEthereal NoC the amount of cores connected affects the number of

NIs and the associated channels and not the routers. Thus, full coverage requires a large number of

transaction monitors attached to the NIs. In other NoCs with cores attached to the same channel will

require a lower number of transaction monitors. From the real examples the area-efficient solutions

was when all routers were probed. Finally, in all designs the area of the monitors is several times

lower than the area of the routers involved.

It must be noted that in the case of bottleneck designs the number of routers was inevitably

increased. The situation might be even worse assuming that an irregular topology might be in use,

or if TDMA was not employed. The benchmarks showed a dependence between the slot table size

and the NoC topology; a mesh comprised of fewer routers required larger slot table size. Even

most important, it is noticeable that the monitoring service itself is not considered in the design

stage. It could dynamically affect and ultimately alter the application which is mapped on the NoC,
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so as to discover and avoid bottleneck situations or hotspots at runtime. There is also very little

research done regarding other synchronization, arbitration mechansisms in NoCs and the impact of

monitoring traffic to it. Additionally, the transaction monitors in all these studies follow a centralized

organization; The MSA for example configures the monitor function layers and collects the sniffed

data. A distributed control monitoring scheme will obviously deviate from the previous conclusions

and needs investigation.

3.5.4 Hardware Support for Testing NoC

Correa [183] and Cota [159] analyze methods to test a packet-switched network model named

SOCIN (System-on-Chip Interconnection Network) by reusing of the NoC access channels to avoid

the inclusion of extra hardware at system level. Originating form test strategies for on-chip multi-

processor architecture where the processors are connected in a network-based model, the test of the

routers exploits the similarity of those blocks by using broadcast messages throughout the network,

showing that the test time can be minimized. Particularly, they focus in the test of NoC wrappers,

and the strategy to shorten its design time based on the available network parallelism. In this case

the wrappers are homogeneous, but the cores may be heterogeneous. NoC switching is based on

the wormhole approach, where a packet is broken up into flits. With their methodology the exter-

nally generated vectors are transformed into messages to be sent through the network so that each

wrapper is tested separately. The area overhead is minimal; however in this strategy the objective

it to reuse the NoC for system testing while it is not in normal operation. It is interesting though

the analysis on the hardware requirements of the test wrappers and on the methodology to achieve

increased test coverage.

3.5.5 Monitoring for Cost-Effective NoC Design

Kim, Kim and Yoo propose the use of reconfigurable prototypes to achieve optimal NoC design

[184]. Faced with the need to determine all the NoC architectural design parameters such as IP

mapping, network topology, routing, etc, they find that many of these choices are affected by the
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actual on-chip traffic patterns. Thus to achieve good results, the NoC design requires refinement

steps based on knowledge of traffic patterns. To obtain these traffic patterns the designers can use

analytical evaluation, simulation or actual execution.

An analytical approach is very quick but assumes that an accurate theoretical model exists for

the application and its traffic pattern. In most case in NoC design this assumption is not valid. A

Simulation-based approach provides accurate internal traffic observation at the cost of very long

simulation time for detailed evaluation. This problem becomes worse as the SoC complexity in-

creases in terms of interconnected nodes, but also since the processing power of each of these nodes

is increasing. Another alternative is the use of H/W emulation, i.e. executing the actual application

on hardware, but emulators do not provide the observability they required to measure the various

NoC parameters.

The final option the authors consider is execution of the application on hardware coupled with

the use of monitors to capture all the necessary information. This approach provides accurate NoC

evaluation and enables the determination of design parameters based on a real traffic patterns. Since

this approach is many orders of magnitude faster than simulation, iterative design refinement is

feasible and can be used to achieve better results. They constructed a system that allows the mea-

surement of the following traffic parameters: End-to-end latency, Backlog, Output conflict status,

Total execution time, Bandwidth between IPs and Link/Switch/Buffer utilization. Using this sys-

tem they investigated the best settings for buffer size assignment, network frequency selection, and

run-time routing path modifications, while additional applications such as IP mapping and routing

path selection, etc, are also possible.

They applied the NoC run-time traffic monitoring system and the collection of dynamic statistics

on a portable multimedia system running a 3-D Graphics application, and found that through more

accurate determination of the application needs they can reduce the NoC buffer size by 42%. They

also found that using adaptive routing based on the run-time monitoring results can reduce the path

latency by 28%. They also report using monitoring to choose the lowest frequency that meets the

desired processing and communication bandwidth.
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3.5.6 Monitoring for Time-Triggered-Architecture Diagnostics

El Salloum et. al. studied the integration of diagnostic mechanisms for embedded applications (e.g.
automotive, avionics, consumer electronics) and SoCs built around the Time Triggered Architec-

ture (TTA) [185]. The desired property of these systems is to achieve predictable execution for

component-based design.

The goals of the diagnostic service is the identification of faulty IP blocks and the discrimina-

tion between transient and permanent faults. TTA uses a slotted approach to communication using

global time base for the time-triggered Network-on-a-Chip, allowing a diagnostic unit to easily pin-

point the faulty components. The diagnostic unit collects messages with failure indications of other

components at the application-level and at the architecture-level. Failure detection messages are

sent on the same TT NoC. Each message is a tuple < type, timestamp, location >, which provides

information concerning the type of the occurred failure (e.g. crash failure of a micro component,

illegal resource allocation requests), the time of detection w.r.t. to the global time base, and the

location within the SoC.

To provide full coverage, failures within the diagnostic unit itself must be detected and all the

failure notifications are analyzed by correlating failure indications along time and space, the diag-

nostic unit can distinguish permanent and transient failures and determine the severity of the action:

whether to restart a component or to take the component off-line and call for maintenance action.

The authors conclude that the determinism inherent in the TTA facilitates the detection of out-of-

norm behavior and also find that their encapsulation mechanisms where successful in preventing

error propagation.

3.6 The Future

Future research in the field is needed so as to offer more monitoring flexibility at a smaller cost. The

trend is that processing logic is becoming increasingly cheaper than communication, so intelligent

information pre-processing and compression can reduce even further the amount of data transferred.
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Also the mechanisms used in profiling at the processing nodes and the monitoring of network re-

sources offer a potential for convergence into a common mechanism. In particular, regarding the

future work on the monitoring systems for NoCs there are numerous specific challenges that have

not been addressed by the existing systems.

First of all the programmability aspect of the monitoring system has not been covered by the

existing approaches. In order to efficiently and widely use the proposed monitoring systems, the

operating and run time systems should be able to seamlessly support them; that requires the devel-

opment of efficient and if possible standardized high-level interfaces and special modules supporting

certain operating systems attributes. The complexity of this task is augmented due to the fact that

numerous NoC monitoring systems are highly distributed.

NoC monitoring systems that will not only measure the performance of the interconnection

infrastructure but also the power consumption and even some thermal issues may also proved to be

highly useful. Such systems will utilize certain heuristics for evaluating the power consumption and

the operating temperature and the thermal gradient of the monitored hardware structure.

Another interesting issue that has not been addressed yet is how the monitoring system can be

utilized in conjunction with the partial real-time reconfigurable features of the state-of-the-art Field

Programmable Gate Arrays (FPGAs). In such a future system the monitoring modules will decide

when and how the NoC infrastructure will be reconfigured based on a number of different criteria

such as the ones presented in the last paragraph. Since the real-time reconfiguration can take a

significant amount of time the relevant issues that should be covered is how the traffic will be routed

during the reconfiguration as well as how the different SoC interfaces connected to the NoC will be

updated after the reconfiguration is completed. This feature will not only be employed in FPGAs;

it can also be used in standard ASIC SoCs since there are available numerous field-programmable

embedded cores that can be utilized within a SoC and offer the ability to be real-time reconfigured

in a partial manner.

The monitoring systems can also be utilized, in the future, so as to change the encoding schemes
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employed by the NoC. For example when a certain power consumption level is reached, the mon-

itoring system may close down some of the NoC individual links and adapt the encoding scheme

so as to reduce the power consumption at the cost of reduced performance. In order to have such

an efficient system, the monitoring module should be able to communicate and alter all the NoC

interfaces so as to be aware of the updated data encoding system.

It would also be beneficial if the future monitoring systems are very modular and are combined

with a relevant efficient design flow so as to offer the flexibility to the designer to instantiate only the

modules needed for her/his specific device. For example in a low-cost, low-power multi-processor

system only the basic modules will be utilized that will allow the processors to have full access

directly to the monitoring statistics that will have been collected in the most power-efficient manner.

On the other hand in a heterogeneous system consisting of numerous high-end cores the monitoring

system will include the majority of the provided modules as well as one or more processors that

will collect numerous different detailed statistics that will be further analyzed and processed by the

monitoring CPU(s).

3.7 Conclusions

Network monitoring is a very useful service that can be integrated in future NoCs. Its benefits are

expected to increase as the demand for short time to market forces designers to create their SoCs

with an incomplete list of features, and rely on programmability to complete the feature list during

the product lifetime instead of before the product creation. SoC re-use for multiple applications, or

even a simple application’s extensions may lead to product behavior vastly different than the one

originally imagined during the design phase.

Monitoring the system behavior is a vehicle to capture the changes in the behavior of the sys-

tem and enable mechanisms to adapt to these changes. Network monitoring is a systematic and

flexible approach and can be integrated into the NoC design flow and process. When the mon-

itored information is abstracted to higher-level constructs such as complex events, and when the

monitoring process shares resources with the regular SoC communication, the cost of supporting
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monitoring can be incremental. However, given the potential benefits of monitoring during the SoC

lifetime, supporting a more detailed (lower level) monitoring abstraction can be acceptable, when

the monitoring resources are re-used for traditional testing and verification purposes.



Chapter 4

Design of Monitor Primitives

T
HE NUMBER of available hardware resources, the level of integration and the speed of com-

ponents have dramatically increased over the years. Multicore processors common today

are well-suited not only for massively parallel workloads running in servers but also for efficient

processing of embedded workloads. First, they improve throughput per chip over single-core de-

signs. Second, they amortize on-chip and board-level resources among multiple hardware threads,

thereby lowering both cost and power consumption per unit of work (that is, per thread). Exploiting

heterogeneity is becoming critical to achieving the energy efficiency levels necessary to enable em-

bedded computing. In parallel with multicore chips, programmable domain-specific processors have

evolved to exploit particular forms of parallelism common to certain classes of embedded applica-

tions. Examples include digital signal processors (DSPs), media processors, network processors,

and field-programmable gate arrays (FPGAs). However, full systems often require a heterogeneous

mix of these cores to be competitive on complex workloads with a variety of processing tasks. Em-

bedded systems increasingly utilize heterogeneous compute resources such as embedded processing

units (CPUs and GPUs) and multiple custom function cores for performance and efficiency. These

systems exhibit a highly dynamic behavior due to the multitude of the system components and their

interactions. This trend leads also to an increasing number of applications to be supported, which

may have different features in terms of functions and traffic patterns.

100
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In current heterogeneous systems, the heterogeneity is largely invisible to the operating system.

Computing devices with different programming and execution models such as GPUs and custom co-

processor accelerators are often accessed as I/O devices via library call interfaces. These resources

must be manually managed by the application programmer, including not just execution of code but

also in many cases tasks that are traditionally performed by an OS such as allocation, load balancing,

and context switching. However, both the programmer and the OS lack of full hardware assistance

and methods to investigate and identify sources of inefficiency at run-time. In particular, it is notable

that increasing concerns are placed on ensuring protection of the code integrity of software running

on commodity hardware [186] and mobile devices [88] utilizing custom hardware-based solutions.

Todays multicore chips develop significant diversity at the architecture and the programming

level which strains existing programming models, especially when struggling to get the maximum

performance within strict energy constraints. Thus, system monitoring and run-time control of

the state and dynamics of the device is becoming increasingly important. The goal is to enhance

system flexibility to adaptively match system resources on-line to dynamic workloads and second,

achieving energy efficiency and desired performance under power and thermal constraints. These

objectives come on top to the traditional use of software and hardware techniques, such as watchdog

processors [1, 2] that exploit special-purpose hardware modules to monitor the control-flow of pro-

grams, as well as memory accesses for potential faults. The primary objectives include non-intrusive

hardware support for SoC monitoring that imposes minimum concerns for probe-effects1 for dis-

tributed/parallel real-time systems that are inherently sensitive to timing disturbances [187, 188]. In

addition to dependability of on-chip systems that becomes an increasing problem as feature sizes

continue to shrink, intelligent system monitoring is required to handle systems’ adaptivity and en-

hance their efficiency. IBM has introduced the Autonomic Computing initiative in 2001, with the

1In concurrent programs the delay that is introduced by the insertion of additional instructions for instrumentation

may alter the behavior of the program so that a functioning program may stop working when the inserted delays are

removed, or a non-functioning concurrent program works with inserted delays.
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aim of developing self-managing systems [189, 190] With the growth of the computer industry, no-

table examples being highly efficient networking hardware and powerful CPUs, autonomic comput-

ing constitutes an evolution to cope with the rapidly growing complexity of integrating, managing,

and operating computing system.

In the scope of embedded systems, designing that will always meet deadlines can in general

be achieved by over-engineering them. However, due to the requirements for adaptation, new al-

gorithms have to be installed and used in existing embedded systems, and the static methods may

not be able to guarantee performance after the system has been upgraded or modified. Addition-

ally, over-engineering, while acceptable for mission-critical applications, is not desired in soft-real

time systems where the cost of missing deadlines is unpleasant but not dramatic. In such sys-

tems, a graceful degradation approach to changing operating conditions is desired. In this work

we consider dynamic multicore embedded systems that have performance, throughput, and power

restrictions and possibly best-effort, soft deadlines, but not hard deadlines. Hardware-assisted mon-

itoring is proposed for run-time optimization of these systems considering low overhead on-chip

interconnect techniques and topologies for monitoring information, with the capacity to integrate

a variety of different monitor types and processing components for the run-time monitoring data.

This approach intends to overcome application-specific system and monitoring development as in

traditional techniques that utilize general-purpose blocks of counters, or monitors deeply integrated

in the processor pipeline.

The chapter presents a brief background on monitoring approaches for multi-core SoCs, while

section 4.2 introduces the proposed designed monitoring support elements. In section 4.3 the mon-

itoring infrastructure is analyzed at the Network-on-Chip level.

4.1 Background and Related Work

Embedded processors are highly application-specific with the requirements for a processor, in terms

of its characteristics to differ for each application to be implemented. As the number of available
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logic blocks on today’s Field Programmable Gate Arrays (FPGAs) rapidly increase, complete mul-

tiprocessor systems can be realized on FPGA. Thus, a few proposals involve flexible multicore

systems and even FPGA-based multiprocessors supporting reconfigurable accelerators. Various

architectures have been presented in the literature with different reconfigurable granularity, such

as Morpheus [191], XiRisc [192], or ADRES [193] processors and infrastructures supporting the

design-time and run-time adaptation of the communication infrastructure, the number and types of

processors and the accelerators, such as RAMPSoC [194]. It is recognized that the required em-

bedded SoC characteristic can be different at run-time, since applications often need to react to the

demands of the environment. The dynamic nature of many applications requires efficient manage-

ment of the SoC resources, which sometimes is provided by the operating system to abstract the

reconfigurable computing resources and provide an efficient layer [195].

Researchers have investigated monitoring infrastructures to provide efficient on-chip solutions

in terms of consuming minimum silicon area and power resources. Guang et al., present monitoring

services for NoC-based systems that functionally include performance optimization, fault tolerance,

power and thermal management [196]. The monitoring operations are assigned to hierarchically or-

ganized communication in the system. Authors propose physically separate networks in order to

provide flexible and energy-efficient transmission of monitoring information, with guaranteed la-

tency independent of data traffic conditions. Ciordas et al. propose in [140] to take into account

monitoring services at design time. Designers can integrate the monitoring functionality and place-

ment in a network-on-chip through the system design flow. The cost of the complete monitoring

solution is shown to be affordable for NoC designs. The overhead includes the monitors, the extra

network interfaces (NIs), NI ports or enlarged topology needed to support monitoring in addition

to the original communication infrastructure. Different configurations of dedicated monitoring in-

frastructure are presented in [197]. Zhao et al., describe a lightweight scheme to achieve monitor

data transfers on NoC-based systems and show system-level benefits by using these data to scale

processor frequency and operating voltage. The authors designed a low-overhead interconnect with

interfaces to a variety of different monitor types and monitor data processing components including
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thermal monitors and even a microcontroller. Al Faruque et al., also propose an event-based mon-

itoring system, which offers adaptivity at both system and architecture levels [56]. Adaptation at

system level is applied by mapping applications while adaptation at architecture level occurs by the

execution of a routing algorithm and virtual buffer channels according to their demand.

State of the art proposals to deal with traffic congestion and Quality of Service (QoS) in NoCs

also involve monitoring. Formally, QoS in system-on-chip communication can be broadly classified

into two categories: (i) time-related performance guarantees (e.g. bandwidth, latency and jitter)

and (ii) packet delivery-related reliability guarantees (e.g. in-order data transmission, loss-less data

transmission). In order to control the injection rate and track any abnormalities in the network traffic,

various approaches are based on specifically developed monitoring units [198, 199]. Tedesco et al.,

presents a distributed monitoring scheme to apply an adaptive routing algorithm at run-time [200].

NoC routers can be configured to change their routing decisions and re-route to non-congested

regions. However, one of the main problems in NoCmonitoring is that processing the entire contents

of every packet imposes high demands on packet monitors and their hardware resources. One way

for reducing the volume of the data is by utilizing certain techniques for filtering, aggregation, and

sampling just as it is done in the case of telecommunication network monitoring [201].

Some approaches require extensive profiling to extract reliable workload statistics. However, it

is questionable how effectively they can handle time-varying workloads. A feedback control theory-

based approach was used to tune the system performance at a finer granularity [61]. Moreover, a

DVS approach is proposed [202] to save energy consumption by exploiting the Kalman filter that

can estimate the future processing time based upon the previous processing time observation and

adaptively calibrate estimation error by feedback. Coskun et al. [73] use auto-regressive moving av-

erage modeling and lookup tables for forecasting temperature and workload dynamics, and proposes

proactive thermal management techniques for multiprocessor system-on-chips.

History-based architectural approaches can be divided to one branch that performs adaptive

responses reactively, based on most recent behavior and to a second branch which uses past be-

havior to extract predictable characteristics so as to predict future behavior with relative accuracy.
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Researchers following the first direction use various metrics, such as application working set infor-

mation ([203]), memory access patterns or to perform on-the-fly energy-efficient system manage-

ment. On the other hand, run-time prediction includes performance counters for example to estimate

certain metric behavior such as IPC and cache misses. Prediction can be guided by table based pre-

dictors or statistical approaches to predict variable application behavior. For instance, Isci et al.

[65] identify recurrent execution and predict phases seamlessly during native application execution

without prior instrumentation or profiling. Researchers have also proposed dynamically-constructed

regression models, that allow the CPU to calculate the expected workload by estimating and exploit-

ing the ratio of the total off-chip access time to the total on-chip computation time [63]. Then, the

CPU adjust its voltage and frequency, in order to save energy, which shows greater benefits for

memory-bound applications.

Donald et al. [204] analyzed power and performance characteristics of multicore architectures

when running multiprogrammed workloads and parallel applications in the context of process vari-

ation. Additionally, Meng et al. [205] presented a strategy for thread assignment that reduces the

overall power consumption for chip multiprocessors fabricated under extreme parameter variations.

Isci and Martonosi [65] show that performance monitoring counters are suitable for determining

functional unit utilization by which tasks are characterized. Though they propose an intrusive de-

sign approach it is concluded that global power management is required to be effective. The per-

formance counters that exist in most processors can be used to monitor activity data (access count)

of most on-chip functional units and therefore allow interpretation of these counter values also for

localized temperature sensing across a microprocessor. Off-line regression analysis is presented by

Chung [206], while on-line computation has been shown [75] as a way to infer temperature (even

though to track a high resolution temperature one may argue it is expensive and the latency should

be optimized).

The major contribution of this section compared to related works involves the combination

of flexible components for monitoring of system processing together with intelligent monitoring

interfaces for bringing an easily accessible abstraction layer (from the programmer’s perspective)
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for run-time adaptive SoCs. The monitoring primitives developed hereafter are not application-

specific, instead are modular and flexible enough to be adaptable with minimum effort.

In general, application-specific monitoring includes techniques that are built to address a partic-

ular issue, such as cache accesses in order to optimize replacement algorithms and victim caches.

IBM Power7 also utilizes 31 activity sensors per core to perform DVFS, voltage droop compensa-

tion and error rollback[18]. Alternatively, hardware monitoring units and sensors can be organized

both in terms of their functionality and in terms of complexity and flexibility. The desirable traits of

hardware monitoring, driving our objectives, can be summarized as follows.

• A set of well-defined functions that provide low-level facilities and services for easy develop-

ment of a software management stack for monitor infrastructure

• Modularity of the hardware components that can be scalable to larger structures dealing with

a large number of events or many tasks requiring independent event monitoring

• Programmability and configurability (even giving multiple personalities) to fit the run-time

changing needs with low overheads

• Reaction capabilities embedding autonomous behavior in order to reduce management laten-

cies or security risks

4.2 Hardware Hooks for System-on-Chip Monitoring

This section presents a monitoring infrastructure that provides efficient hardware primitives oper-

ating in a distributed fashion while facilitating measuring of metrics of interest and dynamic man-

agement of system resources. The monitor agents include mainly counter-based units that capture

events with optional pre-configured filtering. Their contents may be set and read by software and

used to analyze and optimize the performance and power consumption of the entire system. System-

level metrics such as read or write data throughput and interconnect read latency can be computed

by obtaining all metrics, after selecting the agents of interest in the system.
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The design of the monitoring subsystem involves a number of trade-offs from architectural point

of view, including communication protocols and software interfacing, as well interaction and inter-

operability; as such, the design must be performed in concert with the design of main multicore SoC

resources. Collected real-time monitor information can involve substantial amounts of non-critical

data (i.e., performance statistics, throughput, and jitter) that may require separate system resources

to transfer and process them. On the other hand, critical monitor information, such as power and

temperature or soft-error failures require instantaneous attention at system level. At the same time

system dependability is increasingly important in the face of numerous environmental and process-

related variability that can affect operation and performance of modern complex SoCs; for instance,

these cover unexpected voltage drops in the power supply network, temperature fluctuations, pro-

cess variations (gate length and doping concentration), and cross-coupling noise.

Next, novel hardware monitoring primitives are presented along with particular enhancements

to support system-level run-time monitoring.

4.2.1 Monitoring Primitives in Hardware

Counter-based monitoring units comprise the primary components for collecting system events and

maintaining statistics for performance optimization. By utilizing these primitives two main methods

can be employed to retrieve monitor information: i) event-driven sampling that relies on interrupt

notification when counter overflow happens, and ii) time-driven sampling where periodically the

monitor manager collects monitor statistics. The following components are developed to facilitate

accounting of various events.

Event counters: currently single 32 or 64-bit counters are designed to accumulate the captured
events and are programmable in order to be controlled by the software running on the manager of

the monitor components or on the processors itself. Each such counter is associated with a control

register to enable programming of the behavior of the counter at run-time. The mult-event mask
field of this register allows masking of a number of events occurring at the same time. This mask

can be used to count events only if multiple occurrences happen in a clock cycle. The interrupt field
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generates an interrupt either when the counter wraps around or when a threshold is reached. Finally,

a SU flag, or supervisor field, provides a protection level.

Free-running timers: These timers are run-time configurable to increment at processor or sub-
system clock rate. Timestamps can be enabled to mark the timing of captured events related to a

free-running timer that operates as a wall-clock reference. Additionally, it is useful to obtain events

from different clock domains associated with a local timestamp when insight is needed at a block

level. However, currently we opt for a centralized counter/clock to avoid distributed time consensus

issues. A tuple timestamp, event forms an event-time structure.

Event filter: A monitor filter commonly is build on the basis of a masking operation that applies

on the captured sample in order to isolate the field of interest [140]. The developed multi-filter unit

mainly consists of three masks which are user programmable. The following figure 4.1 shows the

signal vectors/inputs Vdata and Vtrigger that comprise the data bus to monitor and the signal to

trigger the sampling of this data bus. The masks can optionally be programmed by the user software

and thus specify which part of the Vdata and Vtrigger is desired to be qualified. Furthermore,

by programming the filter both greater-than-or-equal-to and less-than comparisons can be done at

run-time.

Vmask     AND   (Vpattern XOR  Vdata ) == 0 

!= 0 

Filter Programmable Fields 

VtrigMask  AND  Vtrigger 

N W 

Qualified 

Result 

Figure 4.1: Structure of a single programmable monitor event filter; vector
inputs Vdata and Vtrigger are specified by the designer at

configuration time, while Vmask and Vpattern are programmable

at run-time
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In the current implementation the width of Vdata and Vtrigger vectors is design-time parame-

terizable, while the monitoring interface is set to 32-bit words for compatibility reasons.

Statistic counter (moving average): Consists of a counter with associated logic in order to man-
age an input stream of events (x) indexed by time (e.g. xt is the value of x at time t), or counter

values, while a new piece of data is received in a sliding window time interval measured in clock

cycles. Hence, for a sliding window of eight entries the computations needed are one addition and

one subtraction:

Sumt+1 = Sumt - xt−8+xt

Avgt = sumt/8

To implement this hardware structure a circular buffer is configured with eight entries (the size

is configurable at design-time).

Switching activity counter: Dynamic power consumption is directly proportional to the switch-
ing activity the fraction of input transitions in which a 0 to 1 transition occurs at some output node

in a circuit. Besides the counter, this switching activity counter unit integrates a circuit to compute

the number of bit transitions as a proxy in order to provide support for energy monitoring. Of course

coarse-grain activity measurement can be based on accounting of traffic through counting number

of packets. This particular switching activity circuit though offers very fine-grain metrics as each

bit-flip is captured. The probe circuit monitors a fixed set of bits and captures a count of all of the

bits in the set of bits that have changed state from time t to time t+1, and sums the count of all of

the bits in the set of bits that have changed state.

In order to measure the transition activity the same cost model is utilized as in [207]. The

Hamming Distance is used to estimate switching activities in the monitored bus. Given two binary
strings, hamming distance is the number of bit difference between them. Let xi and yi denote two

consecutive words, then h(xi, yi) is the hamming distance between them.

A system-level unit featuring multi-counter-based measurement components is architected in

slices, providing a scalable solution in order to accommodate for capturing an extended number of

different event types. Even though multiple sets of counters are packed in memory blocks, reducing
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the utilized slices can amortize the cost in terms of area and energy consumption through partial

activation of the slices in use. The developed infrastructure follows a middle ground approach by

employing a shared control and interface glue logic that does not provide the ultimate performance

but caters for the needs of medium multicore SoCs.

BaseAddress Filter 

==/&& + 

ASID/PID Counter BaseAddr 

A 

B 

Figure 4.2: Organization of the multi-counter monitoring block allowing

separation per task identifier in addition to filtering functions

The monitoring structure depicted in figure 4.2 is developed to operate in dual mode. The hori-

zontal shadowed slice depicts the basic circuit unit, which includes a first level filtering, an equality,

full or partial comparison stage and final recording in the counter unit; the process is activated by

event generation as indicated by event trigger case A. Alternatively, the left part of the slice can

be utilized as a filter stage to access the counters, while the counters can work independently and

log preconfigured events; the vertical shadowed rectangle indicates the option to activate counters

by event generation (case B). The partitioning and modularity of this scheme allows for protection

against illegal accesses.

A high-speed system-level unit featuring multi-counters, extending the previous architecture

and inspired by Salapura et al., is designed to support 256 counters with the capacity to operate and

capture 256 events, one per clock cycle [49]. As shown in figure 4.3, each 8-bit counter operates
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independently, triggered by an external event source; when an overflow occurs, the corresponding

counter that is stored in memory is extracted and updated. At the same time, the pre-configured

threshold is accessed to identify if a particular action needs to be activated.

carry 

+/== 
+ 

Event RAM Thresholds 

Interrupt 

RAM Counters (64-bit) 
Counter 

(8bit) 

Figure 4.3: Organization of the multi-counter monitoring block using compact

counters in block memory

The eight bit width of the counter circuitry allows for one overflow (wrap-around) every 256

clock cycles, which subsequently allows for accessing 256 times the memory block to update the

corresponding value. Notice that the memory block is true dual-ported, thus permitting simulta-

neous read and write accesses. Enhancing the scheme proposed by Salapura et al., permission

attributes are embedded together with the threshold values in the second memory block so as to

further control the generation of interrupt signals.

Monitors with self-adaptive properties, as environmental constraints change in time along with
the fact of workload variations, it is essential to adjust the parameters of the monitoring units in

order to adjust their sensitivity and economize in terms of memory storage and power consumption.

However, changes can be too short in time and as a result, observing and reacting in software would

be ineffective. Figure 4.4 shows a new approach to build self-autonomous monitoring components

by integrating a low complexity, yet very powerful module. In principle the objective is to perform
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autonomous sensitivity adjustments fitting to the variations of the quantity that is sensed (e.g., power

or temperature) in a time-based sampling approach, or adjustments of the time window that event

capturing is enabled fitting to the current traffic profile.

Vmask     AND   (Vpattern XOR  Vdata ) == 0 

!= 0 

Filter Programmable Fields 

VtrigMask  AND  Vtrigger 
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Control 
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Figure 4.4: Embedding intelligence to the hardware monitoring unit with the

filter through adding adaptive properties in order to adjust

sampling rate in a dynamic fashion. The sampling controller tracks

the qualified result values, samples Si, (e.g., the delta power) to

automatically adjust the sampling rate.

Prior to enabling this autonomous monitoring component, the sampling thresholds (lower and

upper) must be configured. The qualified result values, samples Si, are stored to create a short

history (up to four values for instance), which is used to decide whether to change the sampling rate.

If a significant change is detected, then the monitoring unit sensitivity is increased by reducing the

time interval for sampling. At the end of each sampling interval the controller compares the current

difference with the old ones and decides to scale up if the result is larger than the upper threshold

and to scale down if the result is lower than the low threshold. Actually, only the last difference of

the sampled values is sufficient, ∆Si−2 − ∆Si−1; however, we maintain one additional difference

value to avoid false positives. Controlling the establishment of lower and upper thresholds is still

a responsibility of the monitoring manager. Run-time adaptation of the sampling rate though is

off-loaded to this intelligent monitoring control module.
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4.3 Monitoring Networks-on-Chip

Processor operations and transactions over on-chip communication interconnects are the dominant

types of elements that developers most often desire to monitor. Since the observation of internal

processor events is usually tightly related to the processor architecture itself, this section examines

mechanism to incorporate monitoring over networks on chip, a crucial component of emerging

multicore SoCs.

One of the primary objectives in embracing monitoring services is to develop advanced mon-

itoring components in close synergy with network interfaces bringing a dynamic nature to these.

Run-time collected statistics can assist, first, in optimizing provided QoS levels in terms of latency,

throughput and jitter. Operating system and host’s applications can provide improved resource man-

agement with the aid of run-time metrics such as throughput or packets slack. A packet’s slack is the

number of cycles the packet can be delayed in the network without affecting the application’s exe-

cution time [200]. Second, based on run-time estimated metrics the system can adapt and improve

the utilization of network resources and corresponding energy consumption through employing var-

ious reaction policies. By means of discovering potential congestion, adaptive routing mechanisms,

such as those demonstrated by Moraes et al. [208], can be applied to support QoS traffic. Dynamic

allocation of virtual channels and or queuing buffers, DVFS mechanisms, throttling and policing of

packet injection rates are yet different alternatives to control NoC resources. The developed moni-

toring probes provide an easy, fast and efficient infrastructure to jointly monitor NoC-based system

resources and software applications running on top, and a seamless integration of the hardware

monitor agents with the underlying NoC infrastructure in a non-invasive way.

Monitoring a NoC infrastructure involves mainly two important aspects. In the viewpoint of

supporting high-performance communication services, and particularly of supporting guaranteed

quality of service, the monitoring policies should be tailored to impose negligible interference to

the system and its performance/latency characteristics. The second aspect of monitoring involves

the location and amount of monitor information that needs to be maintained.

Monitoring mechanisms usually are required to provide throughput and latency statistics. In
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order to identify end-to-end events, such as request-replies in a NoC and corresponding latency or

turnaround time mainly two techniques can be utilized. Packets are either tagged with timestamps

and potentially with additional information, such as a network interface (NI) identifier and a se-

quence number, or new separate monitor packets are generated to provide similar information to the

monitor at the destination NI. Both techniques are intrusive. It is essential that the monitor resources

should be kept at a minimum to achieve low overhead.

The developed monitoring solutions are designed to differentiate various parameters of their

own design in order to be adapted on the basis of systems’ constraints and requirements. Thus

monitoring can be developed as follows:

• maintain monitor information locally (applied for statistic counters, and only if the sharing

degree is low, i.e. if many processor threads desire to access these counters could cause

potential traffic overloads)

• maintain monitor information in shared memory (appropriate for large amounts of traces

through the monitor probes and if the sharing degree is high)

Actually, the core monitoring components are not aware of where the collected information is

stored. Their interface together with the monitors’ manager is responsible to implement this task.

In particular, the interface of the monitoring primitives is configurable to maintain a cyclic buffer

of N entries (in the implementation presented in section ??, N is set to 64), or interface directly

the system memory. The physical address range of the buffer in memory is programmable at the

interface in order to avoid spilling and pollution effects of the system memory.

4.3.1 Monitoring for throughput accounting

One important metric that evaluates the quality of a network-on-chip is throughput. Bandwidth

indicates the amount of data that can be put on the network in a given amount of time. The monitors

that we designed can be spread over a NoC infrastructure to measure various variables that can

be exploited to characterize the traffic over particular physical or virtual partitions of the NoC. In
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particular, the developed counters are designed as performance counters to capture the number of

packets departing a router in a predefined and programmable time interval and additionally can

be employed to measure the buffer occupancy inside each router, so as to determine its level of

congestion. Furthermore, multiple performance counters can be integrated for a single router, or

a network interface to address differentiation of the various traffic flows. Trading area overheads

for supported counters per router challenges the use of block counters (with a lower granularity or

sampling rate thereof).

4.3.2 Monitoring for latency accounting

Latency is a difficult comparison criterion, because it depends on many application-specific fac-

tors. Depending on the application or the criticallity of a guest, minimum latency on a few critical

paths can be more important to measure and ensure via particular policies than statistical latency

over the entire traffic flows. The overall system-level SoC performance usually depends only on

a few latency-sensitive data flows such as processor cache refills, while for most other flows only

achievable bandwidth will matter. But even for the latter data-flows, latency does matter in the sense

that high average latencies require intermediate storage buffers to maintain throughput, potentially

leading to area overhead.

Interesting latency measures such as the round-trip delay of a read or write request performed by

a master core can be very valuable to optimize memory access patterns. This can be done in software

by the core itself, or by a monitor component in hardware. However, software monitoring entails

the maintenance of a possibly large number of entries in a queue since a master can initiate multiple

requests and obvious software inaccuracies. We opted for distributed monitors that capture the

latency of a packet as determined by the clock cycles measured from the time that the packet enters

a router until the time that its first word departs from the same router. This difference is marked in

the packet itself and is updated at each hop inside the network-on-chip. Thus, when it finally exits

the NoC a local monitor extracts the accumulated latency. Practically, there is no overhead in terms

of consumed bandwidth in our NoC infrastructure which is described in the following section, since
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we utilized a 16-bit field of the header flit that was unused.

4.4 Monitor Infrastructure for NoC-based Systems-on-Chip

Monitoring and management of MPSoC resources is becoming an increasingly important challenge.

Unlike traditional, small scale SoCs, lack of integrated, system-wide, parallel-hierarchical models

presents a significant design challenge for creating scalable system-level monitoring solutions. This

section explores the architectural impact of different organizations of monitors, communication

protocols and implementation issues in platforms with dynamic characteristics.

A two-level virtual hierarchy for monitoring management

A software monitor agent is ideally an application-independent system thread which is responsible

to collect and potentially pre-process useful information extracted from a core while various tasks

are running. In a multicore environment interfacing such software agents or even migrating them is

a viable (and desirable) option when building system-level policies for resource management. Un-

derpined by collected information from monitors the system should facilitate dynamic reassignment

or partitioning of processor and memory resources to multi-task applications (parallel or streaming)

while respecting system constraints. However, hardware monitoring components which are often

physically attached to critical points or paths in a complex multicore system should provide the

option to support remote management services or differentiation for multiple simultaneous roles, or

sharing of the exposed monitoring services. Such needs can be raised when a hardware monitor is

utilized by various processors, possibly not physically attached to this monitor. To reduce system

cost, monitor components should add minimal overhead either by moving functions to software or

by instantiating one monitor per cluster of nodes. The latter option perfectly fits in island-based

NoC organizations or GALS architectures. In this case configuration and overall management of

the monitor block inside the cluster can be assigned to any cluster node which is named hereafter

“parent” node.

In a multicore SoC or tiled CMP architecture the OS can dynamically assign resources to tasks.



4.4 : Monitor Infrastructure for NoC-based Systems-on-Chip 117

Moreover, multiple applications can be deployed onto Virtual Machines (VMs), with variable num-
ber of cores at different physical locations to be assigned to different VMs. To address such dynamic

needs hardware monitors which are physically attached to particular nodes or tiles should facilitate

dynamic re-assignment and sharing by multiple tasks or virtualization services for multiple VMs.
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Figure 4.5: Monitor components in a 64-node NoC attached to network

interfaces of memory and device controllers and to critical on-chip

routers.

Figure 4.5 shows an 8-by-8 NoC with two virtual groups of cores, mainly comprised of pro-

cessors, memories, controllers and coprocessing units. Unfortunatelly, developing a second NoC

to support monitors sitting at each network interface and system unit costs significantly in terms of

silicon area. Thus, as figure 4.5 depicts, the system developer can select critical locations to attach

monitoring functionality, like interfaces or units which are susceptible to congestion, to performance

bottlenecks or to power consumption hotspots.
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Flexible resource and monitor management reduces wasteful overprovisioning. To this end a

virtual network of monitors built at runtime comprises monitor agents which are not physically tied

to particular hardware component. A simple table translation directory-like protocol resolves the

mapping during creation and operation of this virtual network. This N-entry mapping table contains

the physical location of each monitor, where N is the number of nodes in the system. A status field is

included per entry to indicate whether this monitor is shared, enabled or coherent enabled. Monitor

components have two options to ensure secure and protected information management. One node

can exclusively use a monitor through locking when the “shared” access bit is reset. Alternatively,

atomic transactions can be requested by special type atomic commands. The coherent function of a

monitor enables the system to keep the extracted statistics, metrics and thresholds coherent across a

virtual domain.

Sharing of monitor components and scheduling of the monitor services can be enabled through

software together with architectural and circuit support. Spin-waiting and explicitly marked syn-

chronization points, which are common techniques for multiple processors, can be utilized to achieve

management of shared monitors in software. However, to filter out unnecessary communication

such schemes rely on the programmer or the compiler. Hardware assistance helps to reduce time-

consuming software-based mechanisms while at the same time ensure correctness. Figure 4.6 shows

the mapping and management functions embedded in the network interface of a tile-based MPSoC.

This configuration allows decoupling of the processor from the management of monitor functions.

Synchronization, mapping, freeing of monitors is off-loaded to the network interface. This can be

accessed through the network without interrupting the processor.

Figure 4.7 depicts different configurations for monitor sharing. One option involves multiple

physical monitors attached to a node, creating a group of homogeneous or heterogeneous monitor

components in terms of functionality. Each monitor unit can be assigned to a different task (local or

remote) ensuring complete independence and security. The drawback is the increased cost in silicon

area. Alternatively, a single monitor component can integrate multiple filters and include multiple

sets of configuration registers to support access from different masters. In this case, arbitration and
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Figure 4.6: Setup of mapping functions and control inside the network

interface of a node.

delivery of the appropriate monitor data is performed internally in the monitor component. It must

be noted that the physical location of a monitor is a system-level decision, mostly related to the

source to be monitored and also, to the distance that the monitor data need to be transfered across

the NoC routers.

Figure 4.8 shows the translation operation when configuring monitoring for a task to access par-

ticular monitor components which are tied to its parent node. The set of monitors that the system

needs to enable for a group of nodes must be appropriately initialized in the translation table and

configured thereafter. Directory-based protocols can be activated to track critical monitor updates,
identify stale information and maintain system consistency. Monitor related data may involve criti-

cal configuration thresholds, running counters where accuracy is of paramount importance, e.g., for

real-time systems. These can be maintained locally inside monitor buffers, in the local memory, in

the cache of the parent node, or in the system memory. When an access request for these monitor

data cannot be satisfied, then, a directory provides the pointer of the current updated location of the

data. Different structural organization of the directory and its physical location create a wide space

of solutions for efficient directory protocols.



120 Chapter 4 : Design of Monitor Primitives

Multiple 

monitors 

Monitor Data 

CPU 

Router 

Monitor Sync Cmds 
Probe 

Filters 

I/F, config 

Network 

Interface 

Probe 

Filters 

I/F, config 

A B 

Figure 4.7: Monitor configurations to support sharing among multiple masters
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Figure 4.8: Monitor mapping table for each node in a MPSoC

In a multiprocessor system, tasks can be associated to a logical processor that has allocated a

subset of the available resources. Therefore, a table is employed to store pointers to the subsets

of nodes that comprise a logical group of active computing resources. Each such subset can be
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straightforwardly represented as a bit vector, where, for each participant the corresponding bit is

set. This first level virtual hierarchy can also be dynamically maintained with nodes joining, or

subsets destroyed at runtime.

If a monitor provides read-only statistic information, then, this directory table which contains

all the processors enrolled in this virtual group guides the monitor agent or its parent to send point-

to-point messages to these processors. Unfortunatelly, more complex support is needed for config-

uration data, like thresholds, filter masks, and timer values that one processor needs to set to the

monitor. For instance, a monitor located at a memory controller will potentially keep accounting for

memory transactions to a particular bank, or from a particular source, or identifying DMA transac-

tions from a device, or identifying appication-specific accesses. If two tasks need to set different

time intervals for the accounting process then, one solution is for the monitoring component to

support a limited set of parallel counters and corresponding finite state machines. Alternatively, a

directory scheme can provide information about the current owner of each function of the monitor.

The rest candidates can potentially read the counter values of an engaged function, but can alter

its parameters only after the owner releases it. The directory keeps bit masks so as to send the

appropriate messages.

Building multi-probe monitors with parallelly accessible counters exposes tradeoffs between

optimal utilization or performance and protocol and overhead in terms of resources. Energy and

area budget can drive design decisions on the number of different sets of counters, timers and corre-

sponding logic used in parallel. Ideally, each monitor component should flexibly assign the needed

resources to requesting cores or tasks, reaping the benefits of statistical multiplexing of interfaces

and communication links. Despite these sharing opportunites sophisticated monitoring components

are rather uncommon choices from complexity and power consumption perspective.

The arbitration and allocation strategies of monitoring resources defines one aspect of develop-

ing monitor-aware SoCs. For instance, if two or more concurrent threads act on a shared variable

which is monitored by different agents, each one operating in its own clock domain, then the notion

of logical timestamps or clocks needs to be used. The logical clock corresponding to a process in
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the system progresses when it is active and this logical time tracks the logical sequence of events.

To monitor events on such shared variables the number of acting procesors is needed to allocate a

class of monotonically increasing timestamps.

The next sections discuss the inherent difficulties and challenges of getting the distributed mon-

itors to be matched to the disparate tasks being performed by the system computing components.

Challenges for distributed co-operating monitors

Maintaing a global time in distributed systems has been extensively researched. Logical clocks are

the most prominent solution to deal with event book-keeping and distributed synchronization. As

the global timing and state of distributed (and asynchronous) systems are characterized by nonde-

terminism and low predictability, capturing the correct sequence of events that depict the systems

run-time behavior is difficult to observe.

Advances in sensor technology (integration, accuracy, sensitivity, linearity, etc.) motivate infras-

tructures for run-time management based on sensor processing components that share and distribute

run-time signatures, voltage, thermal, and error information. Unlike traditional, simple monitoring

techniques, recent architectures can include processing components that are dedicated to sensor

data analysis and physically separate communication infrastructure for sensor data [209]. Ideas in

the scope of improving energy efficiency of the interconnection network of a Chip Multiprocessor

(CMP) can apply also apply for the monitoring infrastructure by using heterogeneous intercon-

nection network composed of low-latency wires for critical messages and low-energy wires for

noncritical ones [210].

The potential of sharing monitoring infrastructure (sensors, probes, communication links, sensor

data processing units) in order to reduce overheads stimulates the creation of cooperation policies.

To be effective, these strategies must carefully consider specific attributes of the available infras-

tructure, such as:

• Sharing/reuse degree of monitor. The number of cores/applications that engage a monitoring
configuration in its particular location in a time-window.
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• Affinity degree of monitor. The ratio of usage of one core over the total usage of all cores (in
a logical group) for a particular monitor.

Tagging monitors and protocols for consistency

Hardware monitoring units need to be of low overhead to save silicon area and energy. Filtering

the traffic of on-chip communication links can extract the useful pieces of information and reduce

post-processing effort and memory requirements. However, different processors and threads all in-

teracting with the same underlying physical monitor unit may cause excessive context switches or

consistency problems of the information requested by different threads. When the captured infor-

mation is not directly and immediately sent to the requester and is maintained locally in the memory

of the monitor component, then it can become inconsistent. Spin-locks and atomic operations can

protect and limit access to the monitor component to prevent inconsistencies, but can potentially

cause other problems, i.e. deadlocks, starvation, etc.

To rectify this potential hazard the notion of tagged monitor is introduced. Instead of generating

arrays of monitor components, a solution is to tag the captured traces with the core/process identifier

(CPID). In this regard the monitor local memory can be organized into data and tag fields and act

as a content addressable memory (CAM). Alternatively, a partitioned memory per CPID offers the

advantage of reduced cost but decreases the utilization.

Moreover, such a monitor component which offers shared services should support multiple fil-

ters organized into a parallel or hierarchical scheme. Each filter has a configuration port in order to

be programmed on the fly, and the data port which processes the captured data. Multiple filters can

be structured in a parallel configuration, all operating on the same data sample at the same time. To

organize the filters in a hierarchical way the monitor component must infer the common part of all

filters and apply this on each data sample. After, the remaining part of each filter must come into

action on the result of the previous operation. This filtering style can be applied on transactions

with a particular structure, e.g. AXI or PCI Express. Matching or excluding a captured sample can

proceed through processing the transaction fields in a hierarchical manner.
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Filtered data either must be logged for further processing by the requester CPID, or signify

an event and must update the corresponding counter owned by the CPID. Both cases require a

high throughput memory store, and/or FIFOs to regulate different rates in generation of events and

storage of the results.

4.4.1 Monitor data processing for NoC-based MPSoCs

Networks-on-chip have alleviated bandwidth bottlenecks and long wire delays. However, they suffer

from large communication latencies. Although many techniques have been proposed to reduce on-

chip communication latency between processors and memories or custom processing units, there is

an inherent limitation in reducing it. This is because latency is dependent on the communication

distance, which is an unavoidable physical constraint. Therefore, modern SoC designs rely on

various heuristic techniques which try to reduce or hide communication latency, such as caching,

prefetching, smart communication scheduling or intelligent network design methods such as express

links [211]

Architectures sensitive to monitor critical information involve decision making for synchro-

nization, deadlock detection, power management. In addition, fine-tuning of system parameters

such as cache controller’s policies depend on efficient communication of monitoring data. Hence,

it is critical to reduce the overhead of conveying monitoring information between the processor and

the monitor agents. To this direction one solution, usually combined with hierarchical organiza-

tions, involves moving the pre-processing computation to the monitor side, that is the pre-filtering

and selection processing of monitor data. This is critical especially for monitor probes attached to

buses or other communication links, which often generate frequent (and possibly irregular) monitor

transactions.

For instance, during development and in normal operation it is desirable to perform behavior

characterization of a hardware or software component, which involves the indentification of re-

source usage, amount of activity in processing data, consumed or produced data, etc. Such metrics

characterize the behavior of a component in time and subsequently entail performance, power or
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thermal impact to the system. In general, the metric of interest is the derivative of each attribute of

the component in time, as this gives the rate of change with respect to this particular attribute. For

example, usually it is important to track the rate of memory accesses of a thread or of a processor

to identify its throughput requirements as these change in time. Thus, a monitor used for behavior

characterization can feature computation of the derivative of a components’ attribute. Temporal

derivative refers to rate changes in time, while the spatial derivative can identify the change of an

attribute in space, affecting or affected by the nearby environment. Through more accurate under-

standing of the behavior of a unit the cost-intensive integration of large number of physical sensors

can be reduced. Additionally, slow reactive countermeasures can be replaced by proactive measure-

ments in advance.

In the following sections the developed monitoring primitives are utilized in various system

scenarios to exploit dynamic behavior identification for different objectives, mainly for performance

and power optimization.



Chapter 5

Monitoring for Power and Thermal

Management

W
ILST the complexity of emerging multi-core Systems-on-Chip makes the use of ex-

tensive simulation-based power estimation prohibitive, online monitoring assisted by

efficient hardware units is prevailing as an efficient method to capture dynamic system behavior.

Power and thermal management are becoming increasingly crucial with modern increasingly

complex Systems-on-Chips and at the same time the obstacles in accurately predicting the exact

behavior of demanding parallel applications are also escalating. Thus, dynamic mechanisms are

becoming significant in identifying efficient multiprocessing task partitioning and mapping while

considering performance and power; these mechanisms are the only approach that achieves in-

creased level of confidence and accuracy in dynamic environments. Hot spots in single processor

systems, namely the register files, load-store queue, etc, are well understood and often managed suc-

cessfully, but in heterogeneous multi-core SoCs power density and temperature management is not

an easy task. Even with advances in profiling, assigning too much work to slow cores and too little

to fast cores may be impossible to predict. The dynamic, semi-random activation and deactivation

of certain tasks during run-time is difficult to capture and utilize e.g., to predict the distribution of

branch probabilities. Run-time mechanisms are required to balance the performance against power

126
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in applications with dynamic behavior or data-dependent processing that cause fluctuations to power

consumption which may exceed the SoC’s temperature limit threshold.

The contributions of the proposed methodology include: (i) dynamic task characterization using

user configurable hardware monitors easily deployed using reconfigurable technology, (ii) accurate,

system-level task throttling to chip’s processing units to achieve the desired power envelope via

on-line workload monitoring and, (iii) use of multi-disciplinary efficiency metrics to monitor and

predict the maximum performance under safe power thresholds, while utilizing coprocessors that

accelerate critical code segments.

Instead of viewing the related works as competitive alternatives, this chapter describes a method-

ology to estimate the power and thermal behavior of applications at run-time utiling hardware mon-

itors. The running task is free from any instrumentation at the software level, while at the same time

no custom processor re-engineering is required. This is in line with the common practice for most

modern multi-core SoCs which are IP-based, providing little or even no internal information to the

system developer.

5.1 System-on-Chip Power Management using Monitors

To dynamically manage the performance-power of a multi-core system-on-chip this section presents

an architectural technique which exploits instruction-level parallelism (ILP). Dynamic voltage scal-

ing (DVS) can achieve approximately cubic reductions in power density relative to the reduction of

frequency, however it carries inherent overhead due to step size and switching time. DVFS tech-

niques are not easily applicable at the application level in multi-core systems because they assume

that critical information about all tasks (i.e. task arrival time, deadline, and workload) are known

in advance. Moreover, the workload of a task is often represented by the number of CPU clock

cycles required to complete the task regardless of whether the workload consists of mainly CPU-

bound or memory-bound instructions, or even worse whether the workload is data-dependent (e.g.,

quicksort). Throttling a processor can prevent thermal emergencies when the temperature of the

hottest part of the chip surpasses the critical temperature limit, no matter if there are other units
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whose temperature is far below the limit. However, generally it is not desirable to apply throttling

since it reduces not only the processors’ power consumption, but also its performance. Balancing

temperature within a chip mitigates hotspots and thus also reduces the need for throttling.

5.1.1 System Model

An energy efficient multi-core SoC should manage the available system resources to obtain the re-

quired system performance while keeping the system power budget within acceptable limits. In

modern SoCs, processors integrate specialized accelerators, memory instances or other heteroge-

neous components operating at different data rates and executing simultaneously various tasks.

Our approach focuses on integrating a low-frequency processor for standard tasks in a power

efficient way, while for increased performance a second high performance CPU is tightly coupled

to accelerate processing. The master processor is completely responsible to assign specific work-

load to the accelerator if more processing throughput is needed. Modern complex SoCs utilize

various customized hardware components to improve baseline processing, and in some cases uti-

lize automated customization tools. However, in our system model by choosing a programmable

processor-based accelerator, more and more functionality can be added in software without having

a lengthy circuit design re-spin. Of course, this increases the needed area budget and is not effi-

ciently targeted to accelerate a specific computation; nevertheless in the scope of the current work

we sacrifice performance for the flexibility of a programmable high-speed co-processor.

The master processor is augmented with two types of hardware monitors to observe the activity

of the accelerator both in terms of number of instructions executed and in terms of amount of

data transferred for processing in a specific time-frame. Thus, useful metrics can be calculated

online for the behavior of the task performing data processing and for predicting the amount of

workload and corresponding energy needed to process this workload in subsequent time-frames.

The characteristics of temporal varying data-dependent tasks can thus be efficiently captured. The

hardware monitors are attached on critical observation points, on buses transferring instruction and

data. While we do not use caches in our prototype and evaluation, our approach using monitors is
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actually independent of cache existence, size, and cache implementation, and can be combined with

caches if they exist in a SoC. In addition the uncertainty of fluctuations due to overloading of shared

buses and to arbitration mechanism has no impact to our system model as the monitors are attached

to the private bus of the accelerator processor. This allows a more accurate characterization of the

workload; alternatively, under congestion conditions of shared buses used by many processors, the

monitors should operate on a more frequent or even continuous basis.

To facilitate dynamic monitoring of multi-core designs a hybrid infrastructure is developed that

utilizes both hardware monitors and software monitor management at run-time for increased flexi-
bility, which is straightforward and easy to employ. The non-invasive monitoring of embedded SoC
applications can be considered as the clear value addition by using the methodology described next.

To determine the run-time characteristics of a task, a power/temperature lookup table (PLT/TLT) is

built with the aid of the hardware monitors. Software agents are responsible to consider the PLT

and regulate an evenly balanced energy distribution among all processing cores of the SoC.
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Figure 5.1: System power/thermal-aware operation with the assistance of a

software lookup table

Figure 5.1 shows an example organization of the software tasks of the main processor which is

responsible to build and update the power/temperature table. Even if the metrics m1, m2, ..., mN,

which denote the activity for each amount of workload, may be the same for a specific application,

different temperature thresholds dictate providing different amount of workloads to the accelerator.
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The table entries wload1, wload2, ..., wloadN stand for the basic chunks of workloads, measured

in number of words, that contribute to the power consumption as characterized by m1, m2, ..., mN

respectively. A new workload will be segmented to chunks and supplied to the accelerator. When

the first chunk is processed the monitor is activated so as to acquire the corresponding metric. The

next chunks of data, assuming they follow the same power profile, will be provided to the accelerator

based on the selected system policy. This flow can be utilized both for offline characterization and

for dynamic identification of workload intensity.

5.1.2 Framework for Real-Time Monitors

Similar to infrastructures targeted to identify manufacturing faults, we modified the design flow to

allow the designer to specify the trace and the trigger signals of each monitor component before

running the implementation tools. Then, monitors are generated and seamlessly integrated in an

automatic way with the monitor processor. The hardware monitors need to be attached to the crit-

ical signals to observe, while the monitors’ software interface offers a simple API to the software

developer.

The main features of the developed methodology are briefly summarized in: (i) providing an

easy, fast and efficient tool to jointly monitor hardware designs and software code, (ii) integrating

monitors with the SoC design in a unintrusive way and, (iii) freeing the software application from

any instrumentation code run as it would on an actual embedded system. The monitoring frame-

work employs configurable plug-ins which can be specified optionally, depending on the designer’s

requirements and resource constraints. After the inputs are scanned and processed the configuration

plug-ins are considered to produce the final top level synthesizable SoC. The developed plug-ins

include a free-running timestamp timer, statistic counters and a compression unit.
The functionality of a Trace Monitor Unit (TMU) encompasses a programmable filter to reduce

the amount of captured data and the required time to process these data in software. In addition, the

TMU features on the fly update of the filter of the monitor, giving a clear advantage over all other

on-chip verification tools, such as Chipscope, or ARM’s CoreSight. In the current implementation
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the monitoring processor communicates with the TMU using a register based interface. Thus, the

filter can be programmed at run-time to mask the traced vector using conditioning circuitry to collect

only the samples of interest, and/or use a maskable trigger event to enable breakpointing, or versatile

run-time control of the trigger function. To capture desired samples the data must satisfy a group

of conditions set by the trigger fields and the masks. However, default masks allow an easy and

straightforward usage by the designer. Figure 5.15 shows the internals of a single TMU which is

attached to a processor; for our evaluation testbed a MicroBlaze soft-CPU from Xilinx is used as a

vehicle. A few words can be transferred via point-to-point links (Fast-Simplex-Links named FSL)

utilizing FIFOs for synchronization decoupling.

TVmask &    ( TVpattern         TVdata) 
== 0 

!= 0 

Filter Set 

TVtrigMask    &    TVtrigger 

Trace Monitor 

CPU 

FSL wrapper 

Wd

Design-under-Test 

Wt

Figure 5.2: Architecture of a single programmable trace monitor unit. The

designer specifies the trace vector (TV) signals: TVdata and

TVtrigger at configuration time, while TVmask and TVpattern can

be programmed and modified at run-time.

TMU is a modular design allowing decoupling of its internal architecture with the type of mem-

ory used to store the traces. TMU is created based on the user’s configuration of the TVdata and

TVtrigger signals, while the user can optionally program the mask with software at run-time. The

TMU component is modular and independent from the FSL wrapper. The FSL wrapper is used

to exchange information with the MicroBlaze CPU, receiving the filtered samples and setting the

appropriate masks according to the designer’s code. However, the TMU module is quite generic

and can be used easily in other platforms, besides Xilinx’s.
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Table 5.2 summarizes the implementation cost of indicative monitor configurations using a

Virtex-4 VFX20ff672-10 device; the area of a MicroBlaze baseline core without local memory

controllers or instruction and data caches is also depicted for comparison. Unless we integrate com-

plex functions in hardware, such as compression or classification of events, the cost of integrating

even multiple TMUs is affordable.

Table 5.1: Implementation cost of hardware monitor units (each block

connects to MicroBlaze core with a single FSL interface)

Block Slices RAMB16s Freq

MicroBlaze core v.7.30 1240 134

TMU 32bit monitor 332 3 297

Switching activity monitor 148 387

5.1.3 System Organization and Operation

Employing our automated methodology for integrating hardware monitors we prototyped an embed-

ded System-on-FPGA as shown in Fig. 5.3. The developed prototype limits the achieved frequen-

cies, but the system behavior can give useful insight and expected trends when scaled to today’s high

frequency SoCs. A low-frequency (75Mhz) MicroBlaze soft-processor on a Xilinx’s Virtex4-FX20

device typically executes kernel processing on data stored in either external or internal memory. On

performance need, the higher-throughput MicroBlaze is activated to accelerate processing of the

workload transferred in the shared memory. The offset of the source data is send via the mailbox

hardware block along with the size of the chunk of data. Note that the provided workload can be

processed while other data are transferred from off-chip memory since the shared memory is two-

ported. The behavior of a task can be traced by counting the switching activity of the processor

instruction bus and the switching activity of the data bus of the shared memory in a time-frame. A

task running different algorithms successively can thus be characterized in real-time based on these

metrics.
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Figure 5.3: System organization based on extensible MicroBlaze soft-CPUs

integrated with multiple hardware monitors.

As shown in Fig. 5.3 the master MicroBlaze manages three monitors which are directly con-

nected via FSL links. The monitor attached to the shared memory is responsible to start the inte-

grated 64-bit time counter when the accelerator task begins and to observe the progress of process-

ing. When a data intensive application is executed the monitor is set to observe the address of the

shared data buffer, so as for the master MicroBlaze to initiate the transfer of processed data back to

the main memory (off-chip SRAM) since the size of shared memory cannot account for large data

sets.

The monitor also detects task completion by observing when a predefined memory location

is accessed; in all scenarios presented next this memory location is set to the high address of the

shared RAM. When this event occurs, the uB controller accesses the switching activity monitor

to provide the current value; an internal 32-bit divider (8-stage operation) is then activated. The

internal monitor timer value is divided by the number of switchings and the quotient and fractional

part are maintained in registers of uB controller. After the result is ready the uB controller suspends
the accelerator processor. In the meantime the accelerator processor has already sent the ”done”

message via the FSL connection before put to sleep. Thus, the main MicroBlaze is notified that the

task is completed and collects the calculated ratio of time/transitions.
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5.2 System-Level Power Management

To demonstrate the operation and benefits of our proposed technique, we select a set of three appli-

cation kernels, namely IDCT, ADPCM and Sobel, each with different behavior; these are assigned

statically to a random predefined number of neighbor processors, each of which consists of the

tightly coupled dual-core processing node described above. The objective is to integrate the mon-

itoring information as extracted by the monitors prototyped on FPGA with a system-level power

management layer in software. Inverse Discrete Cosine Transform (IDCT) is a well known process-

ing step in image decoding. The numerous computations involved in IDCT make it a candidate for

performance improvement with the aid of an accelerator co-processor. The kernel processes blocks

of 8×8 DCT matrices. We also use a simple 16- bit PCM to 4- bit ADPCM coder kernel, which is

also a CPU intensive algorithm. The co-processor works on blocks of sixteen integer raw samples

at a time. The third application is the Sobel edge detection algorithm, which performs partition of

the pixels into edge and non-edge ones.

The measurements from the prototype are compared with (a) power estimation results from

XPower from Xilinx after extracting full system switchings in VCD format and importing them to

XPower matching 80% of the nets, and (b) using actual current measurements with a power/current

sensor, chip INA219 from TI. Figure 5.4 shows this comparison plot for various applications in-

cluding MD5 hash and least squares calculation.
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MD5 ADPCM Sobel Lsqrt Idct

W

Xpow er
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Figure 5.4: Power measurements using simulation and actual power sensor

device
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Using the real-time monitors the measurements of instruction activity ratio for a time-frame of

1M clock cycles give an average of: (i) 628 for Sobel, (ii) 70 for IDCT and (iii) 54 for ADPCM.

The hardware monitor is set to compute and provide the result of:

t timeframe
∑

t 0

T ime(clock cycles)/Activity(Instruction bus)

for the time interval that the accelerator is activated and processing the provided data. The lowest

value ratio indicates the most computation intensive task; our comparison graph (fig. 5.4) argues in

favor of this conclusion. Now, a simulation model for a 4×4 multi-core system is constructed using

these metrics; each core follows our dual-processor model. A potential mapping of these three tasks

is shown in figure 5.5.
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Figure 5.5: Simulation testbed organization with three applications: Sobel,

IDCT, and ADPCM statically mapped on a 4×4 multi-core system

One processor in a cluster, for each application, or for the entire SoC, is assumed to be in charge

of managing each processor to apply a power policy; alternatively an individual processor may

periodically consider the system power and trigger the rest ones. Inter-core communication cost via

FSL direct links is less than ten clock cycles. Each processor starts executing a task with a fraction

of the whole workload, while feeding the accelerator with parts of the workload depending on the

power policy. When the accelerator completes its task, it is put to sleep by freezing its clock.

In scenario shown in fig. 5.6 each processor wakes up its accelerator and provides increasing
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amounts of workload to process, while the system power is monitored. Note that for the moment

we consider a symmetric case in the sense that each core is given equal priority to increase its

throughput proportionally.
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Figure 5.6: System-level symmetric power management per application

In our experiments on the FPGA platform the MicroBlaze accelerator consumes 130.144 mW

in average in typical operation. This value is used for the simulation runs, due to unavailability of a

larger FPGA device for prototyping the entire system under test.

Since modern SoCs have multiple thermal sensors in various places on chip, the motivation is

to evenly distribute the power variation in the neighbor cores and consequently to a wider area in an

even way (assuming that processors which are logically zero-hop away are also physically located

nearby).
In our simulations we use a simple adaptation of the Floyd-Steinberg dithering algorithm [212]

for images; we modified it to apply to all cores so as to diffuse the steep changes of power hotspots.

This results in exponential changes of power as shown in figure 5.6.

Thermal emergencies require immediate and drastic treatment, thus leading us to employ an

algorithm with exponential effect. On the other hand, real-time tasks may require instantaneous
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Figure 5.7: Normalized changes of power increase under system-level power

management

increase of performance and hence full performance of the accelerators on the spot. The figure

agrees with the latest scenario as rapid activation of all cores (in exponential fashion) is shown to

occur three times. Figure 5.7 shows the difference at each change of the power normalized over the

number of processors for each application kernel. Note that due to very few number of processors

for Sobel and ADPCM jagged steps are shown in the plot.

The modified Floyd-Steinberg dithering algorithm used in our system typically proceeds from

the top row of processors to the bottom row dispersing the desired change to the neighbor pro-

cessors. We modified this algorithm (the directional wave of change) in order to consider the fact

that a specific application is mapped to a cluster of processors which not necessarily occupies all re-

sources. When a group of processors is in full performance and draws the maximum power, the SoC

power management master can throttle the workload of this cluster and additionally the workload of

adjacent processors by the weights similar to Floyd-Steinberg algorithm. Fig. 5.8 displays the even

reduction of power for all surrounding processors of the selected application kernel to be throttled.

First, Sobel is throttled affecting the adjacent cores that execute a different application kernel, and

then, IDCT is throttled after time 20. Since IDCT is assigned to two cores in row two, all kernels
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Figure 5.8: Independent workload throttling for power management of Sobel

kernel ([Row1, Column1] – [Row2, Column2]), followed by

throttling of IDCT kernel ([Row2, Column3] – [Row2, Column4]).

At each time slot one instance of the 4 × 4 SoC is plotted adapting

power with regard to its adjacent cores.

are now affected as shown in Fig. 5.8; note that only the surrounding cores modify their power

consumption. In all these cases the center of the multi-core SoC is mostly affected, which is usually

the most important hotspot on a chip that requires emergent attention. Thus, even if the tasks pos-

sess different characteristics regarding the intensity of utilization of chip resources a system-level

approach is shown to manage uniformly the power requirements under safe thresholds.

A novel dynamic management scheme supported by hardware monitors is introduced to address

real-time monitoring of multi-core SoCs for power and thermal management in an non-invasive way.

While the area cost of such monitor units is affordable, the flexibility and more importantly their

effectiveness to provide useful metrics in almost real-time are invaluable. We modeled a multi-

core system-on-chip with the capacity to detect and predict at run-time the power requirements

for different kernel applications. Moreover, we presented a distributed algorithm to diffuse power

changes smoothly to neighboring cores. The evaluation of the presented infrastructure shows that
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inaccuracies of off-line data profiling or process variation effects of multi-core chips, can be easily

overcome with the aid of hardware monitors which provide metrics representative of the intensity of

a running task in less than 10 clock cycles. We believe that particular hardware metrics collected at

run-time and corresponding empirical application results can provide a basis for future power-aware

research.

5.3 System-level Run-time Monitoring

To face the exposed needs of power- and thermal-aware computing at block and system level, in

this work we demonstrate a heterogeneous architecture featuring multicore co-processor accelera-

tors and real-time power and temperature sensors per node, which is realized using a reconfigurable

prototype platform. Using the proposed solutions the developer can perform co-evaluation of adap-

tive optimization techniques with varying application behavior which is essential to understand the

interplay of hardware and software schemes on heterogeneous NoC-based designs.

The developed platform provides centralized and distributed mechanisms, along with prediction

algorithms, DFS and workload throttling, to support dynamic runtime control and adaptation of

power consumption both at local and at system level. These are exploited to enhance designing of

FPGA-based energy- and thermal-aware embedded systems, or in the scope of emulating power-

sensitive SoC components, policies and applications. Actual current and temperature sensors per

node are sampled to ensure that the NoC-based MPSoC operates within a safe operating range and

at the optimal performance level. Thus, one can explore workload distribution to processors based

on their heat distribution capabilities while ensuring that each processor has at any given time a

good mix of high power, hot, and low power, cold, tasks. A number of thermal prediction and

management techniques have been proposed in the literature [73, 213, 214] which generally fit a

mathematical model to a local window of observed chip temperatures. Others use performance

counters and core utilization metrics to estimate the power consumption and core temperature. We

preferred the direct approach through current and temperature sensors, which are available in most

modern processors. Our work shares similar ideas with Cochran’s and Reda’s [215] methodology on
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temperature prediction and proactive control to handle thermal coupling between cores, but extends

it to heterogeneous NoC-based systems using reconfigurable technology.

Another hardware related approach to avoiding hotspots, which is in the same spirit as our

proposal, lies in replicating processor resources such as register files, issue queues, or ALUs on-

chip and migrating computation to one of those spare resources when the original resource reaches

a critical temperature [216]. The main overheads are silicon area increase and longer wires, while

lost cycles to support activity migration are negligible. Our scheme also spreads out computations to

hardware coprocessor units and adjusts their clock rate while controlling system’s power dissipation

and temperature at real-time.

Ou and Prasanna demonstrate dedicated power management hardware peripherals tightly cou-

pled to a single soft processor which runs a real-time operating system [217]. They examine the

power efficiency of the proposed scheme when selectively waking up the soft processor and its

hardware components, and put them into proper activation states based on the hardware resource

requirements of the tasks under execution. We have extended their scheme in many ways, offer-

ing multiple coprocessor cores operating at four different frequencies, tight cooperation of hard

with soft processors, and a high-speed interconnection scheme to connect multiple islands together.

Additionally, hardware support is provided for message passing and shared memory programming

models.

As presented, the design space has numerous aspects. Our reconfigurable system is designed

and implemented to utilize many different power- and temperature- aware methods found in the

literature, which in conjunction with our own can be tailored to increase the efficiency of modern

MPSoCs.

5.4 NoC Node Architecture: a Multi-core Island

Figure 5.9 shows the microarchitecture of a NoC-based system-on-chip where each node consists of

a single master CPU and a number of co-processing elements to accelerate application tasks. This

design structure complies with the concept of voltage-frequency islands (VFIs), which has been
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recently introduced [218] for allowing system-level power-efficient management. Inside a single

node all processors are attached to a bus and additional point-to-point links connect the master

CPU with the accelerators. At system-level the network-on-chip that connects the nodes is a two-

dimensional torus as depicted in the figure. Given a particular application domain in the era of

embedded SoCs, computation-intensive functions are usually selected as candidates for off-loading

the general purpose CPU to customized hardware components [219].

Typically, in power-conscious computing the control CPU executes a task from its local memory

and, if the power budget of the processor cluster allows then, a number of helper cores are activated

to accelerate compute intensive tasks. A management thread is responsible to estimate the appro-

priate number of cores along with their operating frequency in order to keep the power consumption

under valid limits. If temperature reaches hazardously close to threshold temperature then the man-

ager thread can shut down the co-processors after the current workload is processed. To alleviate

such critical situations various emergency policies can be investigated on our platform in terms

of response time and efficiency. An efficient policy should feature low complexity and incurred

hardware (silicon area and power consumption) and software (CPU processing time) overhead.
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Figure 5.9: Organization of a heterogeneous NoC-based power-aware MPSoC.

In a NoC-based multicore environment, power consumption and thermal effects of adjacent
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cores should be considered. During runtime, brute force thread scheduling to idle cores can result in

uneven amounts of activity in different cores making the system susceptible to hotspots. Usually, the

task distribution on NoC-based systems is performed primarily for performance and communication

constraints (since interconnect delay is a major component of performance). Therefore, thread

scheduling is unlikely to present a risk-free solution in terms of power and temperature distribution

and localized activity may prevail leading to thermal emergencies. Nevertheless, thermal-aware task

distribution will certainly be an important component of the thermal-aware system design paradigm

and our techniques would co-exist with them in a comprehensive solution.

The runtime management system employs various power and thermal techniques in a synergis-

tic way. Each node integrates monitoring threads which utilize hardware resources and advanced

software techniques to explore different dynamic management policies. These resources include:

(i) a current sensor to provide power measurements to assist in real-time estimation and characteri-

zation accommodating for application or process variability, (ii) a temperature sensor to provide the

node’s thermal behavior at real-time, (iii) a lookup table with pre-calculated power requirements per

application type and per core, and (iv) a fast prediction algorithm utilizes history to predict future

workload acting in a pro-active way.

Modeling and estimating of the power of the system interconnect is difficult to be addressed

accurately and at a reasonable speed through multiple abstractions. The employed method that we

utilize with current sensors per node can effectively provide reliable results for the power behavior

of complex communication schemes and protocols. This is important to note especially when these

communication schemes are combined with advanced processor microarchitectures and workloads

variability.

5.4.1 Characterization for Power

Besides on-line monitoring and system-level regulation in presence of power transients, the inte-

grated sensors are also used to acquire actual measurements during the characterization process.

Empirical modeling provides distinct advantages over analytical and simulation modeling because
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the evaluation is performed on a real prototyped system. The speed of the emulated system, which

can be four orders of magnitude higher compared to simulation, is an attractive alternative. Limita-

tions of experimental methodologies may involve inaccuracies due to mis-calibration or weaknesses

to capture very fine events. The latter may appear during the evaluation of the sensors’ readings

which can be a cumbersome process due to slow transfer or interpretation of their values. For in-

stance, the time interval between two values extracted from a current sensor and transferred over a

slow I2C bus can be large enough to hide current spikes due to hardware events. Simulation results

thus can help in discovering such events and in validating the experimental measurements.

In addition to empirical models, we developed an activity-based coarse-grain power model for

a core in order to generate a lookup table with core power states. Each core can operate at four

different frequencies f0, f1, f2, f3, where f0 stands for idle. Disabling the clock (frequency f0) is

preferred than engaging the core to an idle thread, since power would still be wasted. Thus, only

leakage power is consumed by the core when it is deactivated. These four power states for each

processor core allow for a very fine determination of the power levels that each node can reach.

Actually, six accelerators operating at four different frequencies give
(

4+6−1
6

)

= 84 valid states.

This implies fine-grain distribution of power transients as well.
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Each application benchmark gives a set of power profiles for the adopted core frequencies. The

system comprised of the gate-level netlist and the executable code, are loaded to the simulator to

obtain the signal toggle information. By dis-assembling the code we identify the critical instructions

that define the right time window to capture this toggle information. For the kernel benchmarks we

utilized it is an easy task to locate the first and last assembly instructions in hexadecimal which are

used to set the start and stop breakpoints in the gate-level simulation. Behavioral simulations also

verified the desired time window. The netlist, the physical constraints of the system-on-chip, the

power libraries and the switching activities captured during the most critical time windows (captured

with timing simulations) are loaded to a commercial tool, XPower from Xilinx, to calculate the

required power per system component. This flow is automated with scripts that handle loading of

different kernel benchmarks to the simulator.

5.4.2 NoC Communication Protocol

To implement a power-aware emulation platform, we need to communicate the power and temper-

ature status of each node to the neighboring ones. Assuming independent workloads and commu-

nication patterns across a NoC, it is important for each node to broadcast its power budget status

regularly. Power transients may thus cause increased number of messages, while temperature effects

are more mild, appearing in the order of hundreds of microseconds, or even milliseconds.

Considering these requirements the system-level NoC which supports data and control commu-

nication is organized as follows. The transported data words, called flits, are 4-bytes: a 2-bit type

field is used to provide control information alongside the 32-bit data field. Three types of flits are

used: header (H), payload (P) and tail (T). The H flits utilize the number of flits field to indicate

remaining flits to follow the current flit; thus, for control flits we use zero in the number of flits field

to save the last T flit. In the developed platform we assume in-order fault-free delivery of flits and

thus this field, acting also as sequence number, is not used. The payload flit uses “00” in the 2-bit

type field.

The system ensures that communication links and network interfaces will not be burdened with
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Figure 5.11: Format of fixed-size 32-bit flits

island-to-island task traffic and degrade system response to crucial information, such as flits con-

taining notifications of critical power transients. Each island performs power-aware computations

in a distributed manner. However, when adopting centralized policies, the transmission of both flits

with monitor information and of flits with reaction commands must be guaranteed through the use

of priority communication, or through guaranteed throughput services [220]. Hence, emergency

flits are prioritized and use “11” in the 2-bit type field. Moreover, the communication system is

over-designed in order to support monitoring traffic, potential unbalanced or asymmetric use of the

platform nodes and virtual channels providing protocol-level deadlock freedom. Additionally, to re-

duce traffic, monitor filtering can be employed, as we demonstrated using hardware programmable

filters (citation blinded). The platform is scalable to N×N mesh with well-understood dimension-

order routing algorithms, like deterministic XY routing, where all packets are first routed in the

X dimension followed by the Y dimension. To avoid routing-induced deadlocks two virtual chan-

nels are used, with a buffer size of 16 flits per virtual channel and and ACK/NACK flow control.

Splitting physical channels on cycles into multiple virtual channels and restricting the routing, the

dependence between the virtual channels is acyclic. Note though, that we focus on power and

thermal- aware computing in a multi-island microarchitecture. Thus, we opted for mapping accel-

erators to available device resources rather than mapping complex router components, as discussed

next in section 5.6.5.
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5.4.3 Task Scheduling

It is crucial to guarantee application performance, such as throughput and latency, to avoid severe

quality degradations, or deadline misses. Thus, each multicore embedded system in general requires

end-to-end application guarantees beyond per-task guarantees. On top an energy-aware scheduler

should respect performance needs and power budget and dimension these requirements on the fly

since, often, the behavior of data dependent tasks can hardly be predicted accurately.

Utilizing hardware support, mechanisms are employed so that:

• each task provides notification for its progress (to detect on-time termination), and

• to determine memory space for input data and output buffer availability (to determine task

readiness).

The power dissipated by our MPSoC at any time window Twin can be described in the form:

PTwin =
∑

Etaski/T i + Pidle + Pleak

The term Pidle accounts for the power consumed when a processing unit sits idle, which can be

controlled with clock gating, while the term Pleak becomes increasingly important for ultra deep

sub-micron technologies; this term is mostly technology dependent and is not addressed for the

moment.

The target is to achieve the required performance while not exceeding the system power budget

for each Twin period. Each task can generally be divided in n subtasks, each processing 1/nth of the

workload and consuming equal portions of energy to complete. In a multiprocessing environment

other tasks require variable amounts of shared resources, i.e. bandwidth or buffers, thus causing

additional energy consumed on arbitration, stalls, etc. Thus, the total energy to complete a task can

be expressed as:

Etaski = n ∗ En + k ∗ Ecomm

where k ∗ Ecomm expresses the energy due to communication overheads, and k depends on the
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system configuration and arbitration mechanism and depends also on the communication behavior

of applications and on the load of the system. The objective of minimizing the communication

energy on NoCs has been tackled by researchers [221].

If the time window to execute each task is dimensioned, i.e., by changing the operational fre-

quency, or by applying stop-and-go execution, then the required energy may be distributed evenly

in time so as to avoid fluctuations of consumed power, with a negative effect to performance. Ex-

ecution though in a larger time period may increase Ecomm due to the larger possibility to collide

with other tasks. On the other hand, processing the same amount of workload in shorter period of

time requires more bandwidth from the shared resources; the ratio of the energy due to arbitration

over the energy due to processing may be larger in this situation. Moreover, different applications

with different attributes and varying behavior over time increase complexity. These challenges have

triggered researchers to investigate how to achieve optimal scheduling in a dynamic multiprocessing

environment [222, 223].

Merkel and Bellosa [224] argue in favor of complementary mixing memory-bound and CPU-

bound applications at any given time period on a single multicore platform so as to achieve the best

energy-delay product (EDP). While their approach focuses on temporal scheduling of applications

Zhang et al. [225] prefer to group applications with similar behavior to run on the same multicore

processor chip. They use spatial partitioning of application over multiple chips thus being able

to individually control voltage and frequency reducing heat dissipation. The trade-offs between

temporal and spatial hot spot mitigation schemes triggered Choi [226] to explore them on a Linux-

operated POWER5 SMT system. Either approach is interesting to be explored on a NoC-based

emulation framework studying the benefits or adverse effects on co-running applications on sibling

cores.

The following section describes the proposed emulation platform which, based on current and

temperature sensors, offers the potential for power- and thermal- aware processing using DFS tech-

niques; the use cases described next provide early results exploring trade-offs for energy-aware

computing with on-line monitoring.
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5.5 Prototype Platform

Each node of the emulation platform is actually a multicore SoC which employs an embedded Pow-

erPC (PPC) hard-processor and six MicroBlaze soft-processors mapped on a single FPGA device.

The six soft-processors act as accelerators of the PPC that executes a computation intensive applica-

tion in order to deliver considerable performance gains. Computation kernels are carefully selected

off-line and pre-assigned to the accelerators, which are subsequently activated by the PPC when

increased performance is desired. Opting for soft-processors instead of customized special-purpose

units does not provide for the maximum performance enhancements but gives ample flexibility

to explore and accelerate tasks from different domains. Particular application-specific acceleration

using custom hardware to augment the instruction set of a core processor can still adopt our method-

ology. On the other hand we have witnessed the development of embedded processors that utilize

scratchpad memory (SPM) to replace traditional caches in order to achieve lower power consump-

tion. For instance, in the IBM Cell BE [227], a PowerPC engine (PPE) acts as the control plane

processor that hosts the main memory and each synergistic processing engine (SPE) uses a 256KB

SPM for both code and data. The problem of scheduling stream applications onto SPM enabled

embedded processors has been addressed in the literature [223].

In the developed FPGA platform, PPC performs node-level power management by allowing the

power of each computing unit to scale with changing conditions and performance requirements. A

single thread running on the PPC is responsible to acquire power and thermal measurements from

external sensors. The collected data are exploited by co-operative threads which perform power-

aware application acceleration and communication with the co-processors. Algorithm 1 depicts

the pseudo-code employed to manage the co-processors in a greedy manner based on power pre-

characterization of each application, as discussed in section 5.4.1. However, our algorithm follows

the same principle as Zhu’s [228]. In contrast to the naive, greedy approach to minimize the current

chip temperature by executing at each step the coolest available job, our algorithm attempts to push

the processing capabilities of the node, which actually increases the chances of exceeding the tem-

perature thresholds. As Zhu proves [228], given two jobs, one hot and one cool, executing the hot
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job before the cool one results in a lower final temperature than after the reversed order. The main

idea is to run the clock frequencies at a higher level than previously for a short period of time, even

if we hit the node thermal limit, thus increasing overall responsiveness. The workload processing

is assumed to consist of discrete phases, or several iterations which can be divided to almost equal

parts. Thus, while loop of line 2 is invoked for each part of the workload. To reveal the capa-

bilities and limitations of the emulation platform we present selected experiments in the following

sections. We also examine prediction algorithms to proactively manage power and temperature of

each multicore node independently and in-cooperation with neighbor nodes.

Algorithm 1 Pseudo-Code for System Power Management Unit

1: PMicroBlaze = lookup(Applicationj) ;

2: while WorkLoad = TRUE do

3: for all MicroBlazei do

4: activate MicroBlazei; sum(PMicroBlaze) ;

5: break if
∑

PMicroBlaze exceeds power budget ;

6: end for

7: calc Ptotal = k*Pcomm+
∑

PMicroBlaze;

/* critical-red limit: Pthresh1 */

8: if Ptotal > Pthresh1 then

9: de-activate all co-processors except PPC thread

/* alert-yellow limit: Pthresh2 */

10: else if Ptotal > Pthresh2 then

11: slow down all co-processors

12: end if

13: end while

At system level the goal is to balance power consumption across all NoC nodes. In order to

take into account activity intensity of neighbors, Ptotal is communicated to all neighbors and each

PPC is responsible to update the local thresholds Pthresh1 and Pthresh2 and regulate
∑

PMicroBlaze

accordingly. Depending on performance needs and response time of emergency techniques, an

alternative policy can consciously utilize coprocessors considering the operation between Pthresh2

and Pthresh1 as acceptable for short time intervals even if the device is allowed to suffer. Section

5.6.5 details implementation results.
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5.5.1 Dynamic Clock Management

The Virtex-4 FPGA clock architecture provides a straightforward means of implementing clock

gating for the purposes of powering down portions of a design. Thus, as figure 5.12 shows, all

logic related to each MicroBlaze processor, the processor and corresponding local instruction and

data RAM of eight KB, are driven by an independent block of two cascaded single BUFGCTRL

primitives which switch between 50, 100 and 150 MHz clocks, or disable the clock. If no co-

processor is active then, the clock gating circuitry dedicated to control one block can disable the

clock of the coprocessors’ bus (OPB) as well. Overall, figure 5.13 shows the clock generation

scheme on the FPGA device. The PLB and OPB buses allow connected devices to operate at certain

relationship (1:N) to its own frequency. Stability and reliability reasons led to the selected clocks

shown in the figure.
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Figure 5.12: Organization of a multi-CPU island node; independent

BUFGCTRL primitives are used for per-core power management

of MicroBlaze soft-processors. Data/control communication links

via FSL between the PowerPC and each soft-processor are

omitted for brevity.

The PowerPC (PPC) hard processor manages six independent BUFGCTRL components via the

Auxiliary Processor Unit (APU) unit, thus controlling each (co-)processor MicroBlaze individually.
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Figure 5.13: Clock domains across a single node

Each co-processor is not allowed to switch its frequency during processing or task preemption or

blocking, so as to manage the frequency switching overhead and guarantee task schedulability.

When processing of the assigned workload is completed, each co-processor interrupts the PPC to

collect the results via messages through Fast Simplex Link (FSL) FIFOs, or via the shared block-

RAM (BRAM) depending on the amount of processed data (i.e. the application). Immediately after

that, PPC de-activates the co-processor by disabling its clock.
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Point-to-point messages are exchanged via interrupt-driven FSL

connections. On top, a two-ported 8 KB BRAM connects the

private PLB bus and the shared OPB bus of the accelerators.

The FSLs are dual clocked to support asynchronous communication. The write operation is

synchronous with the clock of the sender processor while the read operation is synchronous to the
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clock of the receiver. Each FSL communication link may store 512 words/messages of 32-bits.

Figure 5.15 shows the layout organization of each multicore node of our emulation platform.

The rest device area up to 96% is occupied by two Aurora link controllers, the buses related cir-

cuitry (PLB, OPB, FSL channels, interrupt controllers) and the peripherals UART, LCD and ex-

ternal SRAM controller. The LogiCORETMIP Aurora 8B/10B core is a high-speed serial solution

based on the Aurora protocol and the Virtex-4 FPGA RocketIOTMmulti-gigabit transceivers (MGT)

[229]. Two Aurora components are integrated inside each node utilizing the two SATA interfaces

of the board, which operate at 1.5 Gbps. Each Aurora core is configured in streaming mode, single-

lane and the MGTs in the core are set to use 4-byte SERDES. A single node is implemented on a
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Figure 5.15: Layout (PlanAhead view) of the testbed platform

ML405 platform from Xilinx. The board integrates an on-board temperature sensor MAX6653 from

Maxim; we utilize the temperature monitoring pins which are connected to the FPGA TDP/TDN

pins that access a temperature diode in the FPGA. In addition, we adjusted a power/current sen-

sor, the device INA219 from Texas Instruments (TI), similar to the setup of the power model as

described by Rotem [230] which records the voltage and current of a commercial ASIC CPU.

Table 5.2 summarizes the implementation cost of the major components inside one node.
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Configuration LUTs Primitives Freq (MHz)

MicroBlaze (v.7.20.d) 1330 3273 150

(area-optimized: 5-stage)

FSL clock controller 86 137 380

Aurora single-lane 4-byte 515 1213 150

(using SATA i/f @1.5 Gbps)

Table 5.2: Implementation results

5.5.2 PowerPC Dynamic Clock Management

Dynamic clock management of coprocessors is managed by the island master processor, PPC, at

assigned processing boundaries. When the PPC is interrupted from a coprocessor to signal the

completion of processing, then the PPC can provide the coprocessor a new load to operate on,

along with a new clock rate. However, a few intricacies arise when the PPC decides to change its

own frequency dynamically. High probability of instability clearly rules out on the fly change of

clock rate; the safe approach is to force the PPC to enter the sleep mode before this change. The

clock and power management (CPM) interface of the processor is used to apply global gating to

the PPC405 core, the timer and the jtag clock zone. In order to prevent unpredictable behavior after

sleep mode and change of frequency, a PPC reset request is asserted to “wake up” the processor and

enable normal operation. Before transitioning to a different clock rate, PPC needs to complete its

own processing, drain its pipeline, serve any pending interrupt or wait for the APU controller if the

Fabric Coprocessor Module (FCM) attached to the APU is currently executing an instruction. Next,

a hybrid restart is initiated at the desired clock rate. This hybrid restart includes a custom finite state

machine which is attached to the PPC through an independent FSL bus, a special interrupt service

routine (ISR) to prepare for the transition to a different frequency, and finally, a modified boot-

loader for restoring the processor state. Interrupts to the PPC are context-synchronizing events. All

instructions preceding the interrupted instruction are guaranteed to have completed execution when

the interrupt occurs, while all instructions following the interrupted instruction are discarded.

Figure 5.16 shows the four phases of the hybrid mechanism implemented to achieve this. After
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PPC DFS CTRL receives a command with the desired frequency it asserts the interrupt to PPC.

In this phase the transition is set up. The current instruction taken from the link register is saved

before put to sleep. The address before the last physical one in the SRAM used to identify that the

processor executes frequency switching. The last physical address of SRAM stores a pointer the

address following the instruction that activated the sleep mode.
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Figure 5.16: Hybrid dynamic frequency scaling mechanism of PowerPC

When the processor switches to sleep mode in phase (c) the FSM controller selects the desired

frequency and optionally sits idle monitoring the activity at the incoming Aurora interface. Finally,

in the last phase, the processor is reset and at the same time switching happens at the new clock

rate. A new developed boot-loader is responsible to resume the ISR after resetting the PPC. Thus,

the ISR completes after the reset and clock rate switching happens, since the processor had fall into

sleep without restoring the environment.

In order for the CPU to be restored in its previous state from reset, we needed a new “re-

sume on reset” patch to the bootloader along with the last value of the link register. These are saved

to SRAM from an interrupt just before the core is put to sleep. The SRAM contents never alter

before the CPU is restored. During the CPU reset, all crucial data (stack, heap, variables) are stored
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in SRAM and if these were altered then resuming the CPU would fail.

5.6 Evaluation Results

In this section we evaluate the emulation platform in standalone mode at first, and then, we imple-

ment a multi-platform system comprised of nodes interconnected in 1D torus topology. Initially, in

single node configuration, the PowerPC is responsible to monitor and adjust the performance under

pre-defined power and temperature constraints considering only the local sensors and pre-computed

lookup tables which store characterization values. NoC neighbors are disregarded at the moment.

5.6.1 Power-aware Computing on a Single Multicore Node

Various kernels are selected from different application domains, extracted from the MiBench [231]

and ALPBench [232] suites. The message-digest (MD5) hash operates on a set of predefined strings

of various lengths. Inverse discrete cosine transform (IDCT) is a well known processing step in im-

age decoding; the kernel processes blocks of 8×8 DCTmatrices. We also use a 16- bit PCM to 4- bit

coder kernel for adaptive differential pulse code modulation (ADPCM), a digital compression tech-

nique used mainly for speech compression in telecommunications; the algorithm works on blocks

of sixteen integer raw samples at a time. Sobel edge detection algorithm performs partition of the

pixels into edge and non-edge ones. Finally, the least squares calculation kernel, which operates

on predefined numerical data as well, is used to compute estimations of parameters and to fit data

minimizing the sum of squared residuals.

To compare the reliability of our emulation platform, measurement results are collected using

both (a) simulation results and (b) actual sensor measurements. In the first case power estimation

results are collected from Xilinx XPower. The back-annotated gate-level netlist is simulated to

extract full system switchings in VCD format and import them to XPower. The junction temperature

is 57 degrees (C0) and the maximum ambient is 78 degrees. In (b) the embedded PowerPC acquires

actual measurements from the prototyped SoC with a power/current sensor, the chip INA219 from

Texas Instruments (TI) which is initially calibrated appropriately. PowerPC communicates with the
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external sensor via an I2C bus which connects to its private PLB bus and does not interfere with the

bus of the coprocessors. Each processor executes the specific kernel from its private RAM. Figure

5.4 shows this comparison plot for the various application kernels. Simulation results are more

pessimistic giving from 0.048 up to 0.059 difference in W, or an average 21.8% deviation from the

actual values.

The simulation process to run the back-annotated gate-level netlist and extract the nets activity

required more than 6 hours for simulating only 100µs on an Intel 2.4 GHz E6600 CPU using Mod-

elsim. XPower required only a few minutes to load the netlist and VCD activity files. The speedup

compared to our emulation platform varies for different application kernels, however the gains are

enormous.

Figure 5.17 depicts the power and thermal behavior of a single node when the PPC manages

in real-time the accelerators which perform MD5 calculations. The goal is to determine the ac-

complished performance and the corresponding peak power/temperature profile. The developed

environment presented in 5.6.5 helps in studying this trade-off.

Figure 5.17: Power and temperature measurements using actual platform

sensors while different number of cores are activated:

MicroBlaze at either 150, 100 or 50 MHz and PowerPC at 300

MHz. All processors execute computation intensive MD5 hash

computations.

The following scenario targets the exploitation of co-processors for data-intensive workloads
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where bulk data transfers are needed. In this case we use the shared RAM between the PowerPC

and co-processors. Figure 5.18 shows measurements of performance and power dissipation when a

single node island is employed to execute parallel matrix-matrix integer multiplication that we de-

veloped. Typically, PowerPC initializes matrices A and B and afterward computes serially product

C according to the formula: C(i, j) = C(i, j) +
∑N−1

k=0 A(i, k) ∗ B(k, j), where 0 ≤ i ≤ 17 is the

row index and 0 ≤ j ≤ 17 is the column index, and N is equal to 20. All matrices reside in the

shared BRAM. In our experiments, PPC assigns a three-row workload to each co-processor to be

computed in parallel. Thus, a single complete processing of the allocated load is called one iteration

as shown in figure 5.18. The power throttling thread is relaxed by raising the thresholds, to identify

the node’s maximum performance per watt for this kernel. PPC initially allocates memory space in

the shared BRAM, then allocates the load per core, and then PPC controls the processing through

commands via the FSL links. First, sets the maximum frequency (150 MHz) for all MicroBlaze

co-processors, then, starts the computations, waits for a fixed period of time, and finally collects the

number of iterations and puts the co-processors back to sleep.
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Figure 5.18: Performance and power measurements using shared BRAM to

store source and result matrices for parallel matrix multiplication

(C=A×B) when scaling the number of active coprocessors.

As figure 5.18 shows, communication bottlenecks due to the high ratio of memory accesses over

computations and due to bandwidth limits of the bus, appear when more than three coprocessors are
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triggered, with an adverse effect to performance gains. Note also the side-effect of communica-

tion collisions is that power consumption does not scale linearly with the number of activated co-

processors. Actually, power reduces compared to a linear increase (depicted by the dashed line) as

more cores are triggered, since communication cost is less, compared to computation cost in terms

of energy. Figure 5.18 also displays the ED product metric, where E is the energy consumed while

running the computations and D is the time to complete them. We preferred this metric against

ED2P as suggested by Brooks et al. [233] which cancels out the influence of frequency scaling

because E is proportional to the square of frequency, whereas the D2 is proportional to the inverse

of the square of the frequency.

Figure 5.19 shows the instant power consumption of the node when PPC performs matrix mul-

tiplication using two co-processors. The abrupt change of power shown in figure is due to simul-

taneous activation of co-processors, OPB bus and related logic. To minimize di/dt noise caused
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Figure 5.19: Instant power consumption when processing product matrix C

using two-coprocessors.

by gating large processing units at the same time, actual ASICs should contain fine-grain gating

domains. Additionally, sudden power surges may be undetected when mixed workloads are pro-

cessed, or when system simulators are utilized to examine applications energy profile in a limited

time window.
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5.6.2 System Programming Model

This section discusses the programming model which is still evolving to enable efficient hard-

ware utilization. Each accelerator uses its own private memory space (and private local memories)

with explicit synchronization messages through the shared memory. Communication can also be

interrupt-based. The programmer partitions and allocates private or shared memory space by mod-

ifying the linker script. Therefore, data can be pinned to either one of the memories inside a node,

or can be transferred across nodes using messages through explicit function calls provided by the

Aurora driver. Tasks or critical code segments have to be identified explicitly by the programmer,

but the decision which accelerator is active can be done both at compile and at run-time. Currently,

scheduling details are not hided from the user, thus allowing to explicitly control allocation, com-

munication and regulation of the accelerators through the scheduling threads of the PowerPC; this

is done at the expense of increasing the software development cost. The overall performance and

power consumption depends on finding the optimal matching between multiple hardware resources

and software.

Figure 5.20 shows an abstract layering of the software model that the developed platform sup-

ports. The system power and temperature protocol layer (SPTPL) relies first on the sensor man-

agement threads, the intra-node communication messages (using interrupts) to enable DFS, and the

system-level control messages through the NoC, and second, on the optional prediction algorithms

that are analyzed next in section 5.6.3. This SPTPL layer abstracts the access and control mecha-

nisms to system sensors and to processing units.

The accelerator abstraction layer (AAL) is responsible to exploit the multiple accelerators through

scheduling and synchronization control and at the same time interact with the bottom SPTPL layer

to accomplish power and thermal- aware computing. The functions forming the SPTPL level are

accessible from the user application in order to avoid additional cost and performances overheads in-

duced by a standard layer approach. An application can be scheduled solely as a thread on the PPC,

while different tasks run on the accelerators. The interaction between tasks is performed through

communication primitives with different semantics allowing blocking and non-blocking calls. It is
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Figure 5.20: Programming model supported by the developed power-aware

MPSoC; the AAL includes scheduling of sub-tasks to

accelerators and synchronization primitives, while the lower

protocol layer involves power- and thermal- aware primitives

exploited by the upper layers.

important to note that hardware mutexes are not implemented due to limited area in the device.

5.6.3 Prediction-based Power and Temperature Management

This section explores the integration of efficient prediction techniques to perform power-aware al-

location of resources, i.e., activation of the accelerator processors on the emulation platform. We

utilize prediction algorithms in two contexts in order to dynamically manage resources in the face

of changing workloads. First, we conduct dynamic thermal management by predicting tempera-

ture fluctuations and adjusting the performance of co-processors accordingly. Next, we utilize an

efficient predictor to control workload spikes which may last in the order from micro- to milli-

seconds causing node heating up. By predicting one can prevent the overheating when still oper-

ating at lower temperatures and distribute the thermal effects more evenly across the cores. Early

point predictions also lowers the impact of exponential dependency of leakage power on tempera-

ture. Prediction policies can be combined with methodologies proposed by researchers that utilize

also performance monitoring units [234] or smart activity capture circuits [235] to detect the na-

ture of workloads. One direction to workload characterization and monitoring is based on the ratio

of the on-chip computation time to the off-chip access time, while other algorithms define CPU-

boundedness as the fraction of program workload that is CPU-bound.
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Alternatively, one can utilize thermal simulators to solve a set of differential equations using

numerical methods. However, to determine the optimal frequency of operation through simulat-

ing thermal effects dynamically is expensive. When developing complex applications mapped on

a NoC-based multicore system it is usually hard to simulate ahead various data distributions and

loads at the design phase. Even by using good statistical functional modeling and traffic generators

dynamic behavior of particular applications (e.g., video processing) is difficult to capture. To sim-

plify control one can use a fixed time period and attempt to adjust voltage/frequency at the end of

the interval. However, this entails the risk to miss opportunities to respond to large activity swings

inside the interval.

We employed the developed emulation platform to study effects of applications’ dynamic be-

havior. We used two generators in our experiments, first to provide different random amounts of

load to the multicore node and second, to generate uniformly random idle intervals between consec-

utive loads. The generator threads are performing on the neighbor PPC node and provide the inputs

via the Aurora high-speed links.

For comparison we developed two prediction mechanisms which are based on mathematical

models. First, we developed in software an auto-regressive moving average (ARMA) model for

estimating future temperature; this model uses sequential probability ratio test (SPRT), to detect the

drift quickly [73]. The ARMA model which is utilized for temperature forecasting is derived based

on temperature traces captured from actual thermal sensors. It represents the thermal characteristics

of the current workload when processed by the emulation platform. Since the workload dynamics

might change the ARMA model is adapted at runtime when it is detected to deviate more than 5%.

SPRT performs statistical hypothesis tests on the mean and variance of the residuals. The user spec-

ifies false- and missed-alarm probabilities for the detection process in order to control the likelihood

of the missed detection of residual drifts. Alternatively, to reduce computation cost, the user can de-

fine a simple threshold value for detection (e.g., setting a threshold for the standard deviation of the

prediction error). Second, we employed the control theory approach utilizing recursive least squares

which has been proposed [214] for temperature prediction. The least squares regression technique
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(LSQRT) for quadratic curve fitting [236] maintains a history in the form of a cyclic buffer of ten

entries, which however requires significant computation effort.

x10s x10s 

T (oC) T (oC) 

Figure 5.21: Temperature prediction using ARMA modeling and least squares

regression (time scaled to plot)

Figure 5.21 shows the accuracy of each technique during a simulation slice in which the tem-

perature exhibits large variations. Even though the temperature differences of the ARMA model

are more abrupt the computation cost is less compared to the LSQRT algorithm. Note that due to

large computation overhead the time scale of least squares technique is normalized. Each prediction

using the least squares method requires almost 15.8 sec when executing at 100 MHz.

In general, false positives or negatives may occur when employing one prediction algorithm,

which needs to be fitted to the particular application driven by the user requirements for perfor-

mance, reliability and resources. The speed of read-out circuitry to acquire temperature values,

accuracy, sampling rate, interrupt latency, depth of prediction history, optimizations of the pre-

diction algorithm, thread scheduling policy, priorities, and dynamic workload attributes affect any

prediction method. The effect of each decision based on the predictor depends on the amount of

speed change, on the amount of workload that will be processed and on the number of cores that

will affect. In this use case the cost of employing an instance of computation intensive predictors

into each processor of a multicore SoC is increased as large parts of useful processor time are spent

on prediction algorithm, while consuming additional energy as well. Thus, lightweight monitors are
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essential so that power characteristics of various applications can be extracted quickly and linked

with local thermal profiles which are maintained as power/thermal lookup tables in software. Then,

based on these lookup tables the allocated workload is balanced at runtime. Building and overall

management of lookup tables is left to software, since it depends on the actual application behavior.

A task with very irregular activity and non-deterministic behavior obviously requires more frequent

activation of the monitors and table adaptations; detailed exploration of such diverse behavior will

be performed in future work.

Given an analytic thermal model, prediction schemes are considered in the literature [214],

even proposals of a comprehensive thermal model accounting for cooling or leakage current [237].

Similarly, we additionally evaluate a simple temperature model, where we assume Tss is the steady

state temperature of an application. Let T(t) represent the temperature at time t and let T0 be the

temperature when an application starts running on the PPC. Then, the temperature at any time t is

formulated as:

T (t) = Tss − (Tss − T0) ∗ e−t/cs (5.1)

where cs is a system-specific constant. By rearranging and simplifying equation 5.1 the expression

of the temperature becomes:

T (t) = c1 ∗ e−t/cs + c2 (5.2)

To calculate the constants we conducted experiments with a single node executing the MD5 hash

algorithm. At infinity equation 5.2 gives T(∞)=c2, while the initial temperature at t=0 results in

T(0)=c1+c2. Measurements from the thermal sensor on the prototype resulted in corresponding

values for an operating temperature of the chip which ranged from 52 to 64 degrees Celsius. The

analytic-based prediction model we used exploits the slope of the derivative of the temperature from

equation 5.2, which gives:

dT

dt
= −c1/cs ∗ e−t/cs (5.3)

Equation 5.3 expresses the tendency of temperature to rise. The goal is to invoke DFS when the

predictor detects the slope to rise above a predefined threshold. With the given thermal state of the
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system and the computed derivative dT/dt at time ti the prediction thread can identify whether the

system reaches its steady state. Alternatively, we developed the predictor to trigger a frequency

decrease through comparing the derivative computed at time ti−1 and ti. In order to reduce com-

putation complexity we coded the exponential function ex as defined by the following power series

ex =
∑∞

0
xn

n! [238]. Figure 5.22 shows the accuracy we can achieve by utilizing four to six terms to

achieve better approximation while tracking the temperature slope. However, still the computation

overhead is significant for this analytic-based thermal prediction scheme.
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Figure 5.22: Temperature measurements for MD5 kernel and computed

approximation of temperature derivative (Der(T)) on a single

PPC node

Table 5.3 compares the proactive techniques overhead with respect to execution time for the

benchmark applications. Note that predictor threads are running only on the PPC and are prioritized

against the computation threads. Acceleration through the MicroBlaze cores is disabled for this

experiment.

Next, we selected the most efficient prediction scheme in a different context. Figure 5.23

shows the efficiency of forecasting application’s behavior using the ARMA predictor; the aim is

to directly detect fluctuations of the incoming workload. The captured samples are used to com-

pute the residuals which represent the number of iterations achieved for the processed workload:

R(t) = Ii(t) − Ip
i (t), where Ii(t) is the number of iterations reported by the coprocessor and Ip

i (t)

represents the predicted value; one iteration represents the computation of MD5 hash on a block
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Predictor ARMA LSQRT Analytic (6 terms)

MD5 17% 53% 48.6%

ADPCM 16.5% 51% 43%

Sobel 23% 64% 52%

IDCT 19.5% 56% 49%

Table 5.3: Overhead of proactive techniques

of five variable-length strings for a total of 190-characters. The computations cost from 150ms up

to 400ms when the residuals have a drift from the training data and we need to adjust the ARMA

model. The obtained predictions are very efficient unless extreme fluctuations of more than 100 per-
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Figure 5.23: ARMA-based prediction of dynamic workload; prediction thread

tracks workload assigned to single MicroBlaze running at 150

MHz. Number of iterations refers to MD5 hash computations on

a block of five strings.

cent are present. The predictor currently does not account for non-memory stalls and uses constant

memory latencies. These shortcomings are acceptable in the context of the developed environment

of the coprocessors. Isci et al. [239] use global history tables to predict the phases of an application

running on a single processor if these tend to be memory- or computation- bound, based on perfor-

mance monitoring counters. Associativity searching using more than a hundred entries is proposed

while we show that more intelligent predictors with shallow tables can also achieve satisfactory
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results.

In conclusion, proactive dynamic management mechanisms are predominantly a trade-off be-

tween limiting power and hitting performance. DPM and DTM techniques do invariably cause

some performance degradation. It must be noted that inconsiderate thread scheduling causing fre-

quent migrations can make the temperature dynamics to vary with an impact to prediction accuracy.

We believe that dynamic accelerator-based computing offers more efficient environment for vari-

ous power and thermal prediction policies. Additionally, invoking the training phase very often,

besides requiring several CPU cycles, is expected to increase the system power consumption and

the temperature in turn. Moreover, prediction algorithms that utilize distributed current and ther-

mal sensors can capture energy effects of various system components such as main memory, or

energy consumption due to leakage. Different dynamic management methods disregard the cor-

relation between frequency and energy consumption, assuming that lowering frequency is always

beneficial to energy. However, this is not true when leakage power consumption is significant, or

the overall optimization goal is to minimize system energy consumption instead of processor power

consumption.

5.6.4 Enhancing Monitors with Hardware Predictors

While software-based pro-active management delivers promising results, it would be more efficient

to off-load the processor, especially when considering multiple distributed tasks to perform local

predictive management and decision making. Hence, ideally full, or partial computing effort of a

pro-active algorithm can be shifted to customized hardware units. On the basis of the summary re-

sults given in Table 5.3 the less compute-intensive pro-active algorithm is ARMA predictor, which

gives a hint for an effective hardware implementation. Figure 5.24 shows design exploration results

for various implementation options of the sequential probability ratio test (SPRT) kernel computa-

tion of the ARMA model using the tool Vivado provided by Xilinx. Two main configurations are

explored using float or double accuracy.

The implemented hardware predictor unit operates with a clock cycle that ranges from 3.72
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Figure 5.24: Design exploration of SPRT kernel in hardware in terms of

latency and area on a xc7v2000tflg1925 device

to 4.21 ns for the particular device. Thus, as shown in figure 5.24 a predictor unit using floating

point accuracy can sustain a throughput of one result every almost 80 clock cycles. The cost to use

double accuracy is too high since the resulting complexity exceeds the area of a MicroBlaze soft-

processor. Alternatively, more effective optimization can be achieved through using longer history.

By employing pre-processing of the overall management scheme in hardware and close to the sensor

readings many modular monitoring units can be integrated in a SoC freeing computing resources.

5.6.5 System-level Power and Thermal Management

In this section, we present a multi-island platform to implement system-wide policies which aim

to maximize performance under power and thermal constraints. The system considers these re-

strictions to manage the varying pool of resources in a distributed manner. The goal is to evaluate

system response and precise control of both individual and system constraints, while configura-

tions and conditions may change more rapidly than software can adapt. At the system level, we

built a 1-dimensional torus or equally a k-node ring which is depicted in figure 5.25 (k=4 for this

experiment). This organization presents a scaled-down version of the concept of the multi-island

emulation NoC platform, as envisioned in section 5.4. Each node integrates two Aurora serial links
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to connect to the neighbors via the SATA interfaces. This is mostly due to the limited FPGA de-

vice resources and since the remaining on-chip RocketIO transceivers can be connected only to

optical interfaces. In any case, even though a 2D mesh topology is commonly assumed in NoCs,

implementing packet-switched architectures can result in high cost and complexity. For example, in

the 2D mesh network in Intel Tera-flops chip, the router consumes approximately 25% of the total

area and 28% of the power [240]. Recent research [241] proves that lower per-hop router latency

and no serialization latency results in lower latency for the ring topology compared to a 2D mesh

topology, although the ring topology has larger hop count with larger network diameter. Moreover,

ring topologies have been recently used in modern small-scale, multicore processors including the

IBM Cell processor [227] and the Intel Sandy Bridge processor [242]. The high-speed Aurora links

perform light-weight routing and transfer control information, i.e. power and temperature indica-

tions and commands to initiate or throttle processing. For simplicity, data transfers are performed

using fixed-size frames of eight flits. The communication threads and ISRs are extended in order to

include message segmentation and re-assembly functions and thus enable transfers of large chunks

of data among nodes or support task migration.

A software interface is developed to run on a monitor host which can be attached to any single

node of the platform through the UARTlite hardware peripheral. At the identification phase this

monitor application sends an ”inquiry” frame to the attached platform; this frame is relayed to all

nodes in order for the application to determine the number of nodes and automatically present the

corresponding interface to the user. If a monitoring host is detected to be attached to the system,

then, one thread is spawn to run on the PowerPC of the attached node in order to communicate

statistics and commands. Typically, in an autonomous embedded system this monitoring host stands

for a system monitoring thread, responsible to set power constraints for all the nodes of the NoC

with respect to user preferences or application requirements and runtime conditions. In manual

mode, as shown in the top section of figure 5.26, each co-processor of an island can be controlled

individually in terms of frequency. Thus, we can evaluate performance, power and thermal effects

for an application kernel under specific constraints. On the other hand, through the user interface
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one can set power and temperature constraints and rely on the dynamic mechanism inside each node

which is invoked to determine automatically the number of active co-processors and their operating

frequency. Afterward, the system operates in a closed form opting for maximum performance within

the specified power budget in a distributed fashion.

Figure 5.25: A four-node emulation prototype interconnected through Aurora

interfaces at 1.5 Gbps using SATA cables. Each node is mapped

on a board which integrates two temperature sensors on-board; an

additional custom current sensor (TI’s INA219) is adapted to the

power supply of each board.

Power and temperature status updates of each node are broadcasted to all PowerPCs. The al-

gorithm 1 in section 5.5 is modified to take into account neighbor activity by allowing each PPC

to reduce performance to 5% for each neighbor that exceeds pre-configured power thresholds. In

general, factors such as proximity of cores and physical topology (caches or processing elements at

the center or periphery of each island) are determining the degree of impact of neighboring nodes

and must be carefully define the coefficients or percentage by which to throttle performance.

The screenshot of figure 5.26 depicts a scenario where all nodes execute MD5 hash computa-

tions of a block of five variable-length strings for a total of 190-characters; the system automatically

discovers three nodes. At the initialization phase a communication thread is spawn when one PPC

detects the monitor host. This PPC commands each island to do a re-calibration of the current
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sensors. The total number of iterations, along with the power and temperature status, are reported

both at the user interface and on the LCD displays locally. The only packets exchanged between

the nodes concern control information; data for processing are maintained locally for the given

experiment. In any case, the burden carried by PPC involves handling communication functions

in software (i.e., routing, forwarding) together with power management and computation threads.

Aurora interfaces provide more throughput than PPC can handle.

Figure 5.26: Management software interface through a host monitor for

system-wide evaluation of power-aware processing.

Figure 5.27 shows the system power consumption where the host monitor controls the power

thresholds of nodes one and three forcing them to increase their performance. Node two is also con-

figured to specific power threshold and continuously tracks the power updates from the neighbors.

The goal is to achieve the maximum performance of the co-processors without exceeding the total

power budget of the system. Upon abrupt changes, PPC of island two adjusts the local power thresh-

old at runtime, by reducing frequency or shutting down its coprocessors. During the time interval

∆ta island one activates two more coprocessors, in interval ∆tb only island three causes the power
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consumption to increase, while after, in interval ∆tc both neighbors cause the island two to reduce

its performance, and along to reduce the dissipated power by almost 60 mW. The response time of

each node is negligible since the overhead to serve an incoming management flit from an Aurora

link is measured to be less than a hundred clock cycles. By identifying which architectural resources

and scheduling policies are inherently more power hungry we can do a better job in designing power

efficient microarchitectures.

6650

6750

6850

6950

7050

7150

7250

7350

7450

1 3 5 7 9 11 13 15 17 19 21 time

P(mW)

Island1

Island2

Island3

 

a b c 

Figure 5.27: System-wide power management: impact of power transients to

island2 (time is normalized 100µs).

In the last study, we differentiate the tasks executing on an island to maximize their performance

for performance-critical tasks and “best-effort” tasks, which are allocated on specific islands to en-

sure safe thermal operation of the system. Last, we enhance tasks to be thermal-conscious as they

attempt to optimize their performance in a weighted manner and at the same time respect the sys-

tem’s constraints. Each PPC divides the time into epochs. At the end of each epoch, set to 1ms, the

processor decides to perform DFS according to performance requirements and system temperature

as communicated from the neighbors. To avoid false triggering the DFS decision mechanism delays

for a time interval of two epochs. Figure 5.28 illustrates the behavior of a four-island platform as

the island two attempts to get the maximum performance while islands one and three execute “best-

effort” tasks. Alternatively, we can call these tasks as “thermal-sensitive”, since in the experiment

it is assumed that performance loss for these tasks is affordable.

Islands zero and two perform MD5 hash computations, and one and three execute the ADPCM
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Figure 5.28: System-wide thermal management utilizing a four island

heterogeneous system

kernel. The system starts operation with a moderate configuration: each node activates its acceler-

ator coprocessors at 100 MHz. The island two is configured to increase the calculation throughput

from six accelerators operating at 100 MHz to the maximum at 150 MHz. Islands one and three are

set to operate as “best-effort” and immediately turn off all accelerators, with a noticeable drop to

temperature since the ADPCM kernel exhibits significant power consumption requirements. After

the deep “dive” which is marked in the plot, the two islands activate two accelerators at 100MHz,

while examining at the same time the local and adjacent temperatures. Given the notifications for

the power increase that arrive at island zero from a remote neighbor the PPC at island zero decreases

the frequency of just two accelerators with a minimal impact to its performance, almost 5%, and to

its local temperature. Note that in this experiment the PPC does not participate in workload pro-

cessing. This allows the co-processors to actually be controlled in system-level, as a pool of 24

accelerators. Such configurations, although static, provide useful insight about the interactions of

balancing hot and cold kernels. On top, similar cases allow to evaluate the thermal sensitivity of

each task, which can be defined as ∆T/∆R, the gain in temperature (positive or negative) over the

difference of task’s throughput rate R. Thus, the characterization and the intermixing of tasks with

different sensitivity is a challenge for the developer of thermal-aware multicore SoCs.
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Utilizing the random generator for load fluctuations that was used in the experiment shown in

figure 5.23, we studied the distribution of hot-spots when the ARMA predictor is employed. The

platform shown in figure 5.28 is used. The nodes with MD5 kernels appeared temporal hot spots

which were reduced from 23 to 17, while nodes running ADPCM presented a reduction from 29

to 22, a 24% reduction. More spectacular reduction can be achieved for less aggressive workload

spikes and with an optimized predictor history table.

In particular, the understanding of the tasks’ attributes with respect to energy needs and the

impact to the thermal dynamics of each node can guide the mapping of prediction algorithms to

achieve an efficient distribution. Thus, prediction schemes that gather many sampling points within

the most-recent time interval to build a precise prediction model can be relaxed, or even disabled, for

the nodes whose load and neighbor’s interference remain nearly constant. This permits significant

reduction in energy consumption at the system level, due to savings of the computation overheads

of many instances of the prediction algorithm.
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Figure 5.29: History-based threshold to enable proactive management through

standard deviation function for the four-node island system

Figure 5.29 shows the usage of a history-based threshold function to determine when proactive

management is beneficial to be activated. We added this threshold function to the management
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software running on the PPCs inside the four-node island platform. The temperature variance of

each node is estimated from a number of samples drawn from a short history vector. We use only

five samples for a very light-cost function (StdH5) and a second version of variance calculation with

ten samples for higher accuracy (StdH10). The complexity of such a threshold function should be

minimal to reduce the performance and energy cost. Besides the initial warming-up phase, as figure

5.29 illustrates, there are various points for nodes one and three, highlighted with dotted circles,

that present considerable variance. In these cases, a prediction algorithm can be engaged to monitor

node’s thermal levels. The threshold is set to value “1”; this is a rough estimate, indicating how

aggressively we can adjust thresholds and dynamic proactive management. Note that the threshold

function must consider instant application behavior to protect the system from abrupt changes.

Future directions of our research consist of extending the results to more accurate power model-

ing and evaluating the proximity of existing strategies to the optimum. Utilization of local memories

as well, or on-chip instantiation of various communication schemes, are topics of their own. Ad-

ditionally, it is important to minimize intrusiveness of power and thermal monitoring mechanisms

along with tailoring of prediction schemes to the degree of variability of each application domain.

Introduction of power states for interconnection links is yet another important field for study.

With the emergence of NoC-based multicore architectures in an array of application domains it

is important to explore different power- and thermal- conscious microarchitectural and system level

policies in advance.

Intelligence is a desired property for the hardware cores as a countermeasure to their inher-

ently reduced flexibility. Towards this goal, one approach is to redesign all cores from scratch with

self-adaptive properties in mind, which would be very costly and time-consuming. Instead, it is

preferable to reuse existing intellectual property (IP) libraries and extend these with self-adaptive

concepts. For this, it is necessary to monitor the behavior of the underlying component, and to

be able to effect changes or actions in the component’s operating parameters. The utilization of

hardware monitoring support opens new directions towards introducing intelligence to system com-

ponents, a trend that will become dominant in the near future in the view of emerging heterogeneous
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multicore embedded systems.

5.7 Conclusions

A hardware monitoring infrastructure is introduced to address the run-time management and re-

source adaptation of multi-core SoCs in an non-invasive way, thus performing efficient on-line ad-

justments and optimizations. Special awareness can be achieved by integrating intelligent run-time

monitoring agents which allow for dynamic optimizations that are hard to reach using traditional

design space exploration methods. By providing programmable monitoring support and hooks and

allowing the management-control system to make certain decisions at run time, the designer no

longer has to consider and predict all aspects of system behavior. Not only does this alleviate the

burden on the designer, but when performing decisions at run-time, much more information about

the actual application being executed and the system’s operating environment are available. Similar

to examples from the HPC domain, such as IBM Blue Gene [243] or Tilera [15] that utilize separate

communication infrastructures for synchronization, separate monitoring links become also of major

importance for monitoring critical information and changes in multicore embedded systems. This

paper has demonstrated that significant awareness for improvements of performance and resource

utilization can be achieved by including specific hardware extensions in multicore embedded SoCs.

This work does not deliver a set of optimum hardware components to this big challenge. How-

ever, it attempts to provide parametric, configurable at design time and programmable at run-time

monitoring units as generic hardware building blocks for improving embedded systems operation.



Chapter 6

Conclusions

T
HIS DISSERTATION has explored on-chip monitoring in the light of assisting for efficient

and energy-conscious system operation. The traditional concern of designers on maximiz-

ing performance and minimizing power becomes more challenging as new solutions have to be

envisioned to offer a customisable and adaptable computing capability to efficiently respond to the

on-demand computing quest that modern complex SoCs and applications pose. A growing pro-

liferation of multi- and many-core chips increasingly embrace new dynamic techniques to offer a

correct balance between energy consumption and attaining optimal performance. In this regard this

work described a hardware monitoring infrastructure to address the run-time management and re-

source adaptation of multi-core SoCs in an non-invasive way in order to perform efficient on-line

adjustments and optimizations.

Hardware performance counters were originally introduced as a mechanism for computer archi-

tects to aid in post-silicon validation (i.e., to debug and verify processor behavior after fabrication).

After, it was shown that using these counters was useful for performance profiling as well. With

feedback from the hardware, application programmers and compilers could target sources of inef-

ficiency more accurately. Unfortunately, current support for hardware-assisted monitoring, which

is mainly centered around hardware performance counters, debug registers and a couple of bits in

various memory data structures, is lacking in several aspects. Shortcomings of existing hardware
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monitoring include high overhead, lack of flexibility, inability to precisely monitor certain events

(e.g., multiple concurrent memory instructions in the pipeline) and lack of standardization among

multiple processor versions or families and in system-level aspects in the light of emerging NoC-

based multi-core SoCs.

This dissertation addressed the need to define light-weight hardware monitoring primitives

which can be organized in a distributed fashion to facilitate measuring and monitoring metrics of in-

tereset in NoC-based systems. This monitoring infrastructure mainly provides counter-based agents

with configurable and programmable filtering and an interface to provide local or remote services.

It is demonstrated that using these designed monitoring primitives multi-core Systems-on-Chip

can be enhanced with the capacity to dynamically detect and predict the power requirements for

different applications. Moreover, we presented a distributed algorithm to diffuse power changes

smoothly to neighboring cores. The evaluation of the presented infrastructure shows that inaccura-

cies of off-line data profiling or environmental or process variation effects of multi-core chips, can

be easily overcome with the aid of hardware monitors and corresponding reaction mechanisms.

Finally, we developed a monitoring-aware platform that provides centralized and distributed

mechanisms, along with prediction algorithms, DFS and workload throttling, to support dynamic

runtime control and adaptation of power consumption both at local and at system level. These are

exploited to enhance designing of energy- and thermal-aware embedded SoCs. Actual current and

temperature sensors per node are sampled to ensure that the NoC-based MPSoC operates within

a safe operating range and at the optimal performance level. The system considers power and

thermal restrictions to manage the varying pool of resources in a distributed manner. Monitoring

is finally examined in terms of feeding various prediction policies to avoid localized or system-

wide emergencies. Contributions proposed in this thesis can be extended in various directions, from

low-level design of low-power monitoring circuitry to system-level monitoring-conscious policies.

Despite the potentially detailed feedback available by hardware performance counters, precisely

mapping this information to higher level entities is still a manual and ad hoc process.

The development of on-chip monitoring subsystem and corresponding system-level services
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involves a number of trade-offs from architectural point of view, including communication proto-

cols and software interfacing, interaction and interoperability as well. Through combining different

methodologies monitoring the system behavior is a valuable vehicle to capture the changes in the

behavior of the system and enable mechanisms to adapt to these changes and offer improved per-

formance and energy efficiency.
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[147] Jürgen Becker, Kurt Brändle, Uwe Brinkschulte, Jörg Henkel, Wolfgang Karl, Thorsten
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