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Abstract (English)

Value network agility and resilience are key factors for the success of manufacturing companies
in their attempt to respond to dynamic changes. The circular economy, the need for optimized
material flows, ad-hoc responses and personalization are some of the trends that require value
networks to become “cognitive”, i.e., to able to predict trends and to be flexible enough in
dynamic environments, ensuring optimized operational performance. Digital Twins (DT) are a
promising technology, and a lot of work is done on the factory level. Additionally, the term
“Cognitive Digital Twins” (CDTs) gets more attention as it encapsulates the cognition
capabilities of a digital twin of which the analytics and Al services are realized.

However, when it comes to the adoption of CDTs in value networks there is little work and
development on how we can model value network digital twins, which are the main capability
and benefits, and how we are ensuring trust and good practices for operation. Furthermore, in
the era of interconnected value networks, we need to define a roadmap with configuration
principles, for any ICT solution that aims to incorporate features for various sectors. This thesis
addresses the above considerations by elaborating on the following research principles:

e A reference framework for modelling value network CDTs as a network of inter-connected
CDTs, each one representing the involved stakeholders and the materials/products that are
flown across the network.

e Areference governance framework for value network CDTs integrating three different views:
v business and sustainability,
v' data governance and
v cognition (Al) model governance.

o A reference ICT architecture, which provides main functions and usage scenarios for the
operation of the value network CDT.

The structure of this thesis is as follows:

Section 1 - Introduction: The introductory chapter provides an overview of the evolving dynamics
of value network and introduces the concept of CDTs. It highlights the importance of agile,
resilient, and connected value networks, the need for value network CDTs and finally outlines
the research objectives (main research questions).

Section 2 - Research methodology: Presents the path from the inception of the thesis until the
proposed approach and case validation.

Section 3 - Literature review: This section offers a comprehensive review of existing literature on
the three main research objectives, exploring their evolution and state of the art along with
potential experimentation or industrial cases.

Section 4 - Proposed solution framework: presents the research outputs and the proposed
framework for modelling value network CDTs, the applicable governance and the ICT reference
architecture for implementation.

Section 5 - Pilot Study: Magnet Circular Value network: This section applies the proposed
frameworks to an industrial case on circular value networks, which transformed waste from
electrical and electronic equipment into secondary resource material and magnet products.

Section 6 - Discussion: This section discusses the main findings, the value of our proposition
together with limitations and risks that may impede the implementation of our approach.

Section 7 - Conclusions — Future Research: This section synthesizes the key findings, and
suggests areas for future research in the field.
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Abstract (Greek)

H eueli&ia kaL n avBektikotnTa TNC aAucidag afiog eival faokol mapayovTeg eEMLTUXLOG TWV ETALPELWV
TIaPAYwWYng otnv MPoomabeld Toug va avtanokplBolv otig Stadopes SuvaKEG aAAaYEG. H KUKALKN
OlKOVOLa, N avaykn yLo BEATIOTOTIOLNUEVEG POEC UALKWY, ad-hoc amaltroeLg, ypriyopn ovTomokpLon
Kol e€atopikevaon, elvol HePLKEG amd TIG TAOELS TTIOU OMALTOUV oo TLG aAuoideg aflag mapaywync va
yivouv «€€umvecg», 6nAadn va prmopouv va mpoPAEPOUV TIG TAOELG KOL VO ELVaL OPKETA EVENLKTEC OF
Suvauika meplpaidovta, Stacdpahiilovrag mapdAnia thv BEAtiotn amodoor] toug. Ol Wnodlakoi
Atdupol (Digital Twins-DT) elval pia MOAAG UTIOOYOMEVN TeXVOAOYIia LE OPKETEC £DOPUOYEG OTO
EMIMESO HLOC TTAPAYWYHG KOL EVTOC TwV 0pilwv piag etalpeiag. EmutAéov, o 6pog «M'vwatakoi Wndlakotl
Atdupow (TWA) (Cognitive Digital Twins—CDT) &nuoupyel éva véo epeuvntikd meblo, kabwg
EVOWHOTWVEL TIG YVWOLOKEG duvatotnteg evog Pndlakol SIGUPOU PEOW TwV AEITOUPYLWV TNG
QVAAUONG KaL TNG TEXVNTAG voNnUooUlvNgG.

Qotooo, otav MPOKELTAL yla TV uloBetnon MNYA otic alucibeg aflag mapaywyng, amd ePEUVNTIKAG
TAEUPAG, Sev UTIAPXEL Eva cad£EC TTAAICLO OTO TTWE UIMOPOU E VA LOVTEAOTIOL|GOUHE £va TWA, moleg
givat Baotkeg Suvatotnteg/Asttoupyisg Tou Kot mwe StacpoAileTal N EUMLOTOOUVA LETAED TWV LEPWV
™¢ aluaoidag mapaAAnAa pe Ti¢ opBEG MPAKTIKEG AeLToupyiag.

ErutAéov, otnv emoxn Twv dtacuvdedepévwy aluoibwv aflag, MpEMeL va 0ploou e EVa YEVLKO TTAALOLO
mapapeTponoinong ywa kaBe AUon texvoloyiag mAnpodoplki¢ Tou Ba avTAMOKPIVETAL OTLG
amaLTOELC SLOPOPETIKWY TOUEWV.

H mapouoca Slatptfry aoyoAeital PE QUTEC TIC SLATILOTWOELG, UECW TNG EKTEVAG AVOAUONC TWV
TIAPOKATW EPEVVNTIKWY TIESLWV:

o ‘Eva peBodoloyikd mhaiolo avadopdg yla tn poviedomnoinon twv N'YA alvoidag aflog mapaywyng
w¢ éva diktuo Slaouvdebepévwv TWA, 1o KaBéva amd ta omola, aVIUTPOOWTEVEL TOUG
gUMAEKOUEVOUG GOPELS KO Ta UALKA/TtpoidvTa Tou petadEpovTal KaTd ko the aAucidag agiag.

o ‘Eva mlaiolo avadopadg StakuPBépvnong yia toug N'YA tng alucidog aflog mou eVowHATWVEL:
v\ Vv e elpnuatikn Asttovpyia kot Biwoudtnta,
v' v StakuBépvnon twv Sedopévwy Kat

v' v SlokuBépvnon Twv ePAPUOCHEVWY HOVTEAWVY TEXVNTHG VONHOOUVNG KAl YVWOLOKAG
ocupumnepldopac.

o Mia apyttektoviki avadopdg yla mAnpodopLOKE CUCTHLOTA, N OTtold TOPEXEL KUPLEG AELTOUPYILES
KoL ogvapla Xpriong yla t Asttoupyio twv N'YA pag alvoidoc aioc.

H Sopn ¢ SlatpLPrc amoteleital amd Ta mapakatw kedpalata:

KepdAaio 1 - Etloaywyn: NepllapPavel pia cuvodn tng Suvapkng twv alucidwv aflog kat eLodyel
™V évvola tou N'vwaotakol Wndlakol AdUpou. Alvel €udaon oTny avayKn yLol EVEALKTEG, AVOEKTIKEG
kot Sltacuvdedepéveg aluaideg aflag, Tnv avaykn ywo F'WA kol TEAOG MTApOUGCLALEL TOUG EPEUVNTIKOUG
OTOXOUG (EPELVNTIKEC EPWTNOELG).

KepdAaio 2 — MeSobdodoyia épeuvac: Napouaotdlet tnv Stadpoprn oAokApwaong Tne Statplpng: ano
™V cUAANYPN NG WEag, Tov kKaboplopou Tou mAaloiou avadopdc HEXPL KaL TNV edapUoyn TG ot pia
aAvoida aflac.

Kepaldaio 3 — Avaokomnnon BiBAloypapiog: To kepalalo auto meplAapBavel pia ektevr avadopd otnv
uTtapyouoa BLBAloypadia yla Ta epeuvnTIKA B€pata Tou mpaypateUeTal n dtatplpr), o cuvduoouo
pe mbavecg epapUoyEG otnv Blopnyovia.
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KepdAaio 4 — Mpotewvopevo mAaiolo avadopds: Noapouolalel To AMOTEAECUA TNG £PEUVAG KOL TO
TPOTEWVOHEVO TTAaiolo povtelomoinong twv WA aluoidag aflag, to mAaiolo avadopdg yla
SlakuBEpvnon Kot TEAOG pia apxttektoviki avadopdg yla uhomoinon.

Kepadaio 5 — Pilot Study: Magnet Circular Value network: To keddAolo autod mapoucotalel tnv
edapuoyn TWV MPOTEWVOUEVWV TAALOLWY avadopdg o Eva BLOUNXOVIKO OeVAPLO KUKALKAG aAuaidag
aflag, Omou oL HayvATeEG Omd XPNOLUOTIOLNUEVEG NAEKTPOVLKEG OUOKEUECG METapOpdwvovTal OF
Seutepeliovta UALKA yLA TNV TTAPpAY WY VEWV TIPOTOVIWY LayVATH.

Kepaldaio 6 - Sulntnon: 1o kepahalo autd yivetal oulNTnon Twv KUPLWV EUPNUATWVY TNG SlatplBAg,
v aflog Twv mpoTevopevVwWY TAALolwy avadopds pall e TOug MEPLOPLOMOUG Kal ploKa KATA Twv
edapuoyn toug.

KepdaAato 7 — Conclusions — Future Research: ¥to kedpdalalo autd mapouctdlovtal Ta Kupla
CUUTMEPACHATA TNG EPEUVACG KAL TIPOTELVOLEVA TESLA Yol LEAAOVTIKN €pEuvaL.
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Contribution to the Research Community

Innovation highlights

A new way of configuring value network CDTs as networks of interconnected DTs, of which,
some of them have cognition capabilities and others not. This is realized through modelling the
stakeholders’ interactions, material and information flows. This approach is modular (by
adopting specific enablers), replicable (to any value network contexts) but also scalable to other
domains (at any type of networks, i.e. smart cities).

A comprehensive and holistic governance approach for the implementation of value
network CDTs. This extends the current approaches, which focus only on the business aspects
and integrates them with data and Al model governance since, in the context of connected value
networks, we need to ensure that IT systems share the right information and any applicable Al
service that processes data makes decisions in a fair manner and is trustworthy.

A reference ICT implementation framework for modelling and operating value network CDTs
considering the latest trends in data sharing and interoperability and enhancing them with new
concepts of shared CDTs among actors in the value network.
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1 Introduction

1.1 Rationale and motivation

Digitization in manufacturing is a fact. Following the Industry 4.0 paradigm, a plethora of ICT
solutions focusing on different levels of the RAMI reference model (Plattform Industrie 4.0,
2018), which defines the hierarchical levels and processes of a digital factory: Internet of Things
solutions, Machine to Machine, Manufacturing Execution Systems, Enterprise Resource
Planning, etc. Whereas such solutions allow the information flow and monitoring using digital
models, the usage of DTs and their benefits in the industry still have not been integrated yet. In
fact, Gartner has identified DTs as one of the top 10 strategic trends organizations need to
explore in 2019 (Gartner, 2018).

In 2016, the European Factories of the Future Research Association released the
recommendations for the Horizon 2020 work programme (EFFRA, 2016), which was fully
adopted by the EC. One of the main strategic issues for manufacturing value networks is to
transform existing value network networks into ones that are more digitally connected and
agile. At the same time, manufacturing is becoming more distributed thus operating complex
networks of suppliers and logistics chains.

The transformation of existing value network networks into more connected and agile ones is a
key strategic goal of the Industry 4.0 paradigm. This comes as a response to various events that
may disrupt the continuity (e.g. COVID) and the dynamics of the market and the need to act both
globally (serving different geographical areas) and locally (being closer to the customer).

With the advancement of data-acquisition systems, information technology (IT), and network
technologies, manufacturing has entered the digital age. The concept of a virtual, digital
equivalent to a physical entity, or the Digital Twin (DT) that was first introduced by M. Grieves
(Grieves Michael, 2015), is taking a central position in digital transformation (Tao, Qi, et al.,
2019). We can simply state that a DT is a digital replica of a living or non-living physical entity (El
Saddik, 2018) with various capabilities in the manufacturing industry (Kritzinger et al., 2018):

e ADTis avirtual model of a real entity.
e A DT simulates both the physical state and behavior of the entity.
e ADTis unique, associated with a single, specific instance of the entity.

e A DTis connected to the entity, updating itself in response to known changes to the entity’s
state, condition or context.

e ADT provides value through visualization, analysis, prediction, or optimization.

The usage of DTs in connected factories is very important. Through DTs, a manufacturing
company can virtualize its assets and have better monitoring of their performance both at
factory and intra-factory level. The company can also improve Production Planning and
Predictive Maintenance (Qi & Tao, 2018), monitor virtual production lines by connecting all
involved stakeholders(DIGICOR H2020 Project) and optimize Packaging, Materials and Logistics
(Heutger Matthias & Kueckelhaus Markus, 2019).

While the concepts of Industry 4.0 and DTs are making rapid inroads into the manufacturing
sector, there are several aspects that need to be incorporated in order to strengthen the goal of
optimal process operations. One such aspect is the cognitive manufacturing element (Maier et
al., 2010), (Zaeh et al., 2010), (Bonnaud Serge et al., 2019) where the process plants can learn
from pattern recognition in historical data and adapt to changes in the process, simultaneously
being able to predict unwanted events in the operation before they happen. The induction of

Page 17



Kostas Kalaboukas PhD Thesis

cognitive capabilities into the digital twin concept led to the novel concept of the Cognitive
Digital Twin (CDT), augmenting the capability of DTs to self-organize and offer solutions to
unpredicted behaviors (J. Lu et al., 2020). Although any control loop can adapt to changes,
current DTs are rather restricted in the sense of reacting to already known problems. CDTs use
cognition services to resolve “unknown unknowns” (Bratianu, 2015), i.e., to detect situations
that cannot be modelled by design (e.g., encapsulated in models) or have not been experienced
(i.e., they have not appeared in past data). Although there is a plethora of CDT definitions, we
can assume that a CDT is an extension of the Digital Twin (digital representation of a
physical system with bilateral connections digital-physical system), where a CDT
incorporates cognitive capabilities, multiple lifecycle phases and system levels (Zheng et
al., 2022).

In value networks (SC), various factors create the need of CDTs to enhance resilience and
adaptability. First, SCs need to improve or even just cope with potential disruption events
(breakdowns due to war conditions, COVID restrictions, etc.). Moreover, the emergence of novel
paradigms and shifts in organizational focus towards a more green and sustainable economy
offers avenues for the reconfiguration of value networks through the promotion of circularity.
This can be achieved by either redesigning materials and products to adhere to circular
principles or by establishing waste value networks. A common denominator of the above is the
ability of SCs to test new scenarios (strategic or operational), to simulate the impact and
respond to such a dynamic environment.

According to the above, the role of CDTs is crucial. A CDT may refer to different granularities; a
physical object (machine), processes, factories or even value networks. In the latter case, a SC
can be considered as a network of inter-connected CDTs. In a value network CDT (VN-CDT),
all involved actors (CDTs) can share information about products and operations, collectively
learn, ensure proactive behavior and adapt to different changes. Such an alignment will come
from an agreed collaboration rules and conditions for CDT operations, while at the same time
ensuring sustainability and resilience.

To realize VN-CDTs, we need to rethink existing governance approaches, define a
comprehensive CDT Governance Model and deploy it at both the whole (VN-CDT) and each of
the contributing CDTs. In the existing literature there is very little work on Governance models
for VN-CDTs. Many of the cases found refer to physical and business operations and not on how
we can model a VN-CDT, define the interactions, rules of information sharing/liability and
decisions/ actuations at the “Twin” level. Therefore, we need to address governance in a holistic
view by incorporating a) the business governance view, where - in line with the sustainability
goals - values, conditions and collaboration terms are defined; b) the data and models
governance view, where business goals, agreements and collaboration terms are modelled.
There is a need to address policies for data treatment and how Al (cognitive) models are
modelled, trained, and improved to create trust to the end users.

1.2 Thesis goal, research questions and expected outcomes

In line with the above challenges, the main goal of this thesis is to investigate the usage and
adoption of cognitive digital twins in the endeavor of manufacturing enterprises to enhance their
agility and digital integration with their stakeholders. This thesis explores a holistic approach to
CDTs at different hierarchical levels from the shop floor level (machine, assets) to workstations,
processes and at (cross-) factory levels.

More specifically, the key research questions that will be addressed are:

1) Despite a lot of research work being done on the machine and asset digital twins there is
little research on the broader context: to model value network CDTs and their belonging
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entities.

Research Question RQ1: how we can model a value network CDT? (as a network of inter-
connected CDTs that allows agility and resilience in the value networks)

For the above, a crucial aspect lies in the governance of CDTs. This means that since CDTs
belong to different actors/ stakeholders in the value chain there are critical factors to
consider with regards to liability, data ownership, code of collaboration and in general the
governance of the involved CDTs.

Research Question RQ2: which are the key enablers of a CDT governance framework and
how can it be deployed in different value chain contexts?

Last, we need to materialize this framework into a reference ICT architecture. The main
challenge is to make it modular, easy to configure to different usage contexts and be
agnostic to (or even complement) any existing commercial ICT solution.

Research Question RQ3: Which are the main functional blocks and usage scenarios for ICT
companies who want to implement the reference framework for modelling and governance
of value network CDTs?
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2 Research methodology

The methodology from inception to the finalization of the thesis is presented in Figure 1.

Define research priorities

-
-

Industrial needs Research status

-I
«I

Scope definition: Research questions
Detailed Literature Review
Proposed framework

L S |

Paper presentation

|«|~|

Review & adaptations

L S |

Case Validation (from industrial point of view)

|«|

Figure 1: Thesis methodological approach

An initial literature review on the topic of value network digital twins has been conducted.
Relevant papers and bibliography were collected, together with market research studies. The
aim was to understand the industrial needs and potentials in value network digitization, the
potentials of digital twins, the current level of adoption and prosperities. On the other hand, we
to understand the current state of the art in research field on relevant topics to assess from
conceptual or experimentation view, the available technologies, operational and industrial
experimentations that were done in the literature. The output of this process was the following:

e Toidentify the trends in the industry on value network digitization and new models for Digital
Twin adoption.

e To understand the gaps from the existing research.

The above led to the refinement of our research scope into the three specific research
questions.

For all research questions, we followed a similar path:
We conducted a thorough literature review on:

e Scientific peer-reviewed papers.
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e Market studies.

e Books.

e High impact articles from worldwide leading industrial companies.

The result of each Research Question literature review is presented in section 3 as follows:

e |n line with RQ1, section 3.1 presents the current status of value network digitization,
coghnitive digital twins and their potentials

e Inline with RQ2, section 3.2 presents the state of the art in different aspects of governance
in value networks, considering the potentials of CDT adoption.

Research Question #3 was more horizontal than the first two, since for each of the CDT
modelling and Governance Frameworks we examined the supporting architectures and
technologies. The reason is that ICT is an important driver for RQ1 and RQ2 frameworks and
could not be examined separately.

Based on the literature review findings, we formulated and propose a novel framework for each
of the three research questions, which are presented in sections 4.1, 4.2 and 4.3 respectively.

Our proposed frameworks were submitted as papers in scientific journals and were accepted,
thus receiving approval from the scientific community. Any reviews and comments received,
were adopted and a refined version of our approach was finalized.

The last phase was the case validation from the industrial perspective. Through the PLOOTO
EU Horizon Europe Research Project we applied our methods in a value network focused on
magnet circularity value network. We conducted dedicated meetings, visits to the factory and
spoke to personnel from all stakeholders involved to understand the process, derive the needs
and propose a configuration model for any ICT solution that may apply for the integration and
interoperation of the value network as CDT.

Page 21



Kostas Kalaboukas PhD Thesis

3 Literature review
3.1 Cognitive Digital Twins in value networks
3.11 Existing status

Manufacturing is becoming global, distributed, and cognitive (World Manufacturing Forum,
2020), making it necessary to operate in complex networks of suppliers and logistics chains. In
parallel, it is transforming into “local” by supporting collaborations with local manufacturers to
address flexibility, resilience, personalization, and environmental impacts reduction (Pearson
Hannah et al., 2013).

In the broader context, value networks are moving from the traditional hierarchical structures to
“value webs”, characterized by complex, connected and interdependent relationships, where
knowledge flows, learning, and collaboration are almost as important as more familiar product
flows, controls, and coordination (Deloitte, 2017). This is recognized as key strategic goal by the
Industry 4.0 paradigm, being described as “the trans-formation of existing manufacturing value
network networks into more digitally connected and agile ones” (EFFRA, 2016).

The importance of connectivity and agility in value networks is justified by various factors.

First, the need for shortened product lifecycles together with growing product complexity,
creates pressure to realize effective and efficient product development (ElMaraghy et al., 2013).
The need for customization forces value networks to be more connected and aligned by sharing
knowledge. The trend is to transform existing mass production models into smart products (by
collecting information streams on their use and applying Artificial Intelligence (Al) services)
(Kiritsis, 2011), which are modular and highly customized to reach the goal of customization,
decrease the time-to-market and improve the flexibility of the development process, the
concept of agile product development is increasingly applied within manufacturing companies
(Schuh et al., 2018).

Also, improved visibility and value network optimization is becoming more important to
manufacturing companies. According to various studies, manufacturers are willing to invest in
new applications on improved value chain visibility, closely followed by risk control and
enhanced responsiveness. All these factors rank higher than cost control (65.4% of business
leaders rank value chain visibility as “very important” and 54.8% rank it higher than simply cost
control), and this is a major change in perspective for manufacturers (IDC, 2014). Real-time
value network optimization is shown to be a key factor able to reduce inventory costs by 20-50%
typically (McKinsey, 2015), while in other studies cross-organization data interoperability in the
manufacturing industry is recognized as the top trend (CGI, 2018).

Last, the need for resilience is critical and, given the COVID-19 experience, value networks need
to find means of responding to different situations by disrupting the whole model and ensuring
flexibility to changes. The need to ensure manufacturing and material flows require novel
approaches with real-time information sharing, collaboration, and simulation/optimization
models to assess alternative network setups, either on an ad-hoc basis, or even at the strategic
level.

In response to the above, the transition to agile and connected value networks is highly
dependent on the digital transformation of each participating actor. Whereas various ICT
solutions allow the monitoring and information of flows using digital models, they are still
compartmentalized and do not offer the full value network “visibility” and interoperability
envisaged by the paradigm. This can be achieved by a more holistic and “digitally smart”
approach through the application of a virtual, but realistic, digital equivalent to physical entities
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or the DT (Grieves Michael, 2015), which is slowly taking a central position in the digital
transformation (Tao, Qi, et al., 2019) and in the era of industrial internet (Cheng et al., 2020).

The usage of DTs and their benefits in the industry have not been fully realized yet. In fact, until
very recently, experts still identified DTs as one of the top 10 strategic trends organizations need
to explore (Gartner, 2018). In the context of connected agile supply networks, the usage of DTs
is especially important, since it allows a manufacturing company to virtualize its assets
holistically and fully simulate, monitor and control their performance at the factory level.
Moreover, DTs can potentially improve production planning and predictive maintenance (Qi &
Tao, 2018), monitor virtual production lines by connecting all involved stakeholders and
optimize packaging, materials and logistics (Heutger Matthias & Kueckelhaus Markus, 2019) or
even be used together with VR functionalities in circular economy practices through
disassembling and remanufacturing (Rocca et al., 2020).

However, the DT as an independent digital model is not sufficient to realize the dynamics and
the needs of value networks as described above. The need for synchronization, knowledge
sharing, responsiveness and optimization at the value network level requires inter-connected
DTs with cognition capabilities (cognitive Digital Twins - CDTs) able to share information, reason
on top of this, understand complexity and perform actions, which impact other actors in the
network.

Current approaches to the implementation of DTs in manufacturing lack a thorough
understanding of the CDT concept and, more importantly, a solid methodological framework.
This impedes the development of genuine cognitive applications. At the same time, there is no
systematic approach in scientific literature that applies the concepts of cognitive manufacturing
to the organizational characteristics of agile product development and the design of a product
development network.

Though early adopters demonstrated applications of DTs for manufacturing, current
implementation limitations are:

e Theinadequate understanding of the connotations of DT-driven cognitive manufacturing.
e Afocus mostly on operation and maintenance of production lines and not on the value chain.

e The lack of application frameworks and reference models for CDTs (Rojas & Rauch, 2019).

3.1.2 Understanding CDTs

There are numerous DT definitions, each one focusing on different domains. According to a
research study (Kritzinger et al.,, 2018), there are different levels of information integration
between the DT and the physical object as follows:

e A Digital Model is just a visualization of the object without any data flowing from and to the
object. In a Digital Model, we can simply run simulations without information exchange with
the physical object.

e A Digital Shadow is a Digital Model but with some information flowing from the object to the
model. In such cases, a change in the status of the physical object updates the status of the
digital model.

e A Digital Twin is a digital replica of the physical system (e.g., the entire value network) or
integral parts of it (e.g., a factory, a production line). It has a bilateral integration with the
physical object by both receiving information from the object and controlling the physical
object.
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The DT combines an advanced data-acquisition system, information technology and network
technologies to create a virtual, digital replica of a production system with various capabilities
in the manufacturing industry. Consequently, it must:

e Create and manage a virtual model of the system.
e Virtualize the behavior of the physical entity.
e Have different capabilities allowing to simulate, predict and optimize.

e Connect virtual (model) entities with physical ones, updating themselves in response to
known changes to the entity’s state condition or context.

An advanced functionality of the DT is “Cognition” (i.e., CDT): a DT able to “reason” and “act”
while taking into consideration the data, the states of the object and its behavior (Minerva et al.,
2020). This means that a CDT is able to understand, promptly detect and predict the impact of
different types of behavior observed (Grieves & Vickers, 2017):

e The Predictable Desired (PD), which is the desired (normal) behavior of the system.

e The Predictable Undesired (PU), which are issues that are anticipated but elude
comprehension regarding their occurrence.

e The Unpredictable Desired (UP), which is the “surprise” and benefits/good behavior of the
system that were not anticipated.

e The Unpredictable Undesired (UU), which is a serious occurrence and relates to behavior
that we did not expect, and we are unaware of the reasons behind their occurrence.

A key difference between DTs and CDTs is that while some cognitive functions are present in
DTs, such as simulations, those focus on solving a specific task but lack a holistic view of the
existing models and aspects addressed by the DT. The CDT provides such a view to relate
outcomes among different CDTs, learn how UP and UU events affect the physical counterpart,
taking cognition abilities to a higher abstraction level. CDTs address how to enhance cognition
overtime by providing means to improve a specific model through knowledge gathered from past
UP and UU events, or by relating different types of knowledge that are introduced to the CDT or
that emerge from different models or components present in a DT (Rozanec Joze et al., 2020) (J.
Lu et al., 2019). Besides the cognition capabilities, a CDT may have a more complex structure,
consisting of multiple subsystems each one having its own lifecycle (Zheng et al., 2022).

3.1.3 CDTs positioning in the Value network

CDTs have been studied in different applications. In manufacturing systems, (Liu et al., 2022)
proposed a multi-layered cognition knowledge graph model for CDT implementation and (Jinzhi
et al.,, 2022) suggested a conceptual framework for CDTs from the model-based system
engineering approach. Other research explored the implementation of CDTs in production
scheduling (Eirinakis et al., 2022) and predictive maintenance (D’Amico et al.,, 2022). In a
different domain, (Kor et al., 2022) investigated the contribution of deep learning-based DTs in
the construction industry.

In agile value network networks, connectivity among all factory assets and value network entities
is of the utmost importance. The RAMI industry 4.0 architecture (Plattform Industrie4.0, 2018)
emphasizes how to connect different hierarchies of the factory from an individual asset up to
connected processes, the enterprise level and the value network (connected enterprises). Such
“assets” are orchestrated along the different product lifecycle phases (from development to
product use and maintenance). Similarly, the Industrial Internet of Things Connectivity
Framework is based on a hybrid interconnection in all product lifecycle phases and on a vertical
(field device up to Service system) and horizontal level (value network) (Cheng et al., 2020). The
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common denominator of both approaches is the need for modelling all production assets in a
way that ensures that:

e There is an up-to-date representation of the operational behavior, which is fed by streamed
data from sensing devices or other supporting measurement systems.

e All possible interactions with other production assets are known, thus creating a virtual
representation of the factory/value network as a dynamic system.

e Combining the behavior and the networking of such assets we can monitor, simulate and
optimize its performance.

Large enterprises have already adopted the concept of DTs in different models and applications
(Grieves & Vickers, 2017; Qi et al., 2018). Furthermore, different DT scenarios are introduced in
the literature (Y. Lu et al., 2020; Minerva et al., 2020; Tao, Zhang, et al., 2019). In a literature study
about the research on value network DTs and their implementations, (van der Valk et al., 2022)
identified four main areas:

e Visibility & Monitoring: visualizing the process itself and benefiting from transparency.

e Optimization: analyzing data from the physical assets and optimizing the processes and
flows within the value network.

e Prediction: forecasting the value network's behavior based on various data sources.

e Simulation: forecasting the value network's behavior based on experiments done in virtual
models.

The importance of CDTs in the value network is that through their cognition capabilities we have
a holistic view of the entire context, relating entities and processes at various levels of
abstraction, and providing means to learn from them and their interactions. This is essential,
since we go beyond the typical boundaries of a physical object and through this interaction
concept, we can have a holistic approach of event detection, simulation, impact assessment
and optimization (actuation) in complex value network networks. With the recent evolution of
loT, Al and blockchain technology, digitization of the value network is becoming more realistic
as it provides the mechanisms for data capturing, understanding, and sharing in a decentralized
way (Agrawal & Narain, 2023). (Garay-Rondero et al., 2019) proposed a reference model for
digital value networks that use Cyber Physical Systems (CPS) technologies as main enablers for
data capturing and value creation through enhanced services such as analytics, product life
cycle management, information sharing, etc.

On the application areas (Bhandal et al., 2022) conducted a bibliographic study on articles
related to the application of DTs in value networks and identified five main areas of value
creation:

e Alternative manufacturing (e.g., additive or remanufacturing).

e Smart Manufacturing (production integration, prediction, simulation).
e Product development and lifecycle management.

e Value network resilience and risk management.

e Value network planning.

e Warehouse management.

These areas can also be utilized in material transportation management and last mile delivery
(Tozanli Ozden & Saénz Maria Jesus, 2023), where - for instance - different actors can form ad-
hoc networks of collaborative parties for merging deliveries and improving operational efficiency
(Miha Cimperman et al., 2021).
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3.1.4 Digital threads supporting connectivity among CDTs

According to the American Institute of Aeronautics and Astronautics (Arnold Steven et al., 2023)
adigitalthread is “a linked set of digital artifacts whose consistency is actively managed over the
life cycle of a product, process, or system”. It ensures that in each phase of its lifecycle all
artefacts are updated accordingly whenever there is a change in a specific phase. This ensures
that information is traceable and accessible by all stakeholders in the product design,
development and (re-) use. This comes in response to the trend that product lifecycle
information is no longer exchanged through documentation but rather as data models, following
Model Based Engineering (MBE) (J. Lu et al., 2022) (Lubell et al., 2012). Such information can be
3D models, CAD/CAM other specifications; all of them in electronic forms and format.

According to (Kwon et al., 2020) numerous commercial solutions for integrating data generated
across the product lifecycle exist. “However, these systems are typically expensive and tend to
not target a diverse group of users, especially small-to-medium sized enterprises.” This barrier
can be overcome by enriching the standards using Knowledge Graphs (KGs).

The need for common ontologies and knowledge graphs is not new. Many case studies and
models have been introduced for ontologies and KGs in different Product Lifecycle Management
(PLM) phases and domains: in the Automotive industry (Matsokis & Kiritsis, 2010), in fluid
transportation processes in process industries and mainly the oilfield industry (Yin et al., 2023)
and in the shipbuilding industry (Jagusch et al., 2021). Similar studies on the use of KGs in
process planning activities have been conducted. For instance, (T. D. Hedberg et al., 2020)
proposed a method and prototype implementation of KGs in product assembly between the
design, manufacturing, and quality domains of the product lifecycle. In a literature review, (Xiao
et al., 2023) classified them into different areas such as: machinery planning, CNC machinery,
production resource allocation and manufacturing safety.

We might consider that both concepts (digital twin and digital thread) are similar in action. In
principle we can say that the Digital Twin is the mean of a physical asset representation and
testing different scenarios and monitoring aspects on top of it, using a feedback loop between
the digital and the physical worlds, connected to a single stream of data called the Digital Thread
(Vickers Peter & Fojan Claudia, 2023) and with different stakeholders. This relationship is
illustrated in the following figure (Ramesh et al., 2020).

*Product Field Performance Data

ict Installatior

*Manufacturing Capabilities

As-Designed As-Planned Digital As-Built
Digital Twin Twin Digital Twin

As-Maintained
Digital Twin

* Alternate BOM & Manufacturing BOM *Final BOM in the Product

*Manufacturing Process Plan

*Production Schedule

Figure 2: Digital Twin and Digital Thread

Apart from digitization in information exchange there are many other benefits. (T. Hedberg et al.,
2016) tested the use of digital threads in three different cases using CAD/CAM/CIM models in
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both the model-based and drawing-based processes. They proved that using the digital thread,
savings on cycle times for the manufacturing and inspection were achieved as well as improved
the quality of specifications and models along the manufacturing phases. Business market
studies also point out the value of digital threads. According to the Accenture report (Warlick
John et al., 2021), businesses should develop a comprehensive thread strategy beyond narrow
function-specific definitions, where they combine digital twins at all levels, include all available
data sources and extend to the value network level. In this report Accenture reported (based on
their findings) the following typical value propositions (depending on the industry):

Cost Optimization

e 20% -40% reduction in costs for data duplication and overlapping toolsets.

e Upto 5xthe speed of data capture and curation through thread automation.

e 2 -3xdatare-use through cross-functional access to data.

e 15-40% improvement in time to market via enhanced design team coordination.
e 10-50% reduction in product renovation activities through data-driven design.
Post-sales revenue growth

o 30-45% increase in accuracy in predicting service or spare parts needs.

e 10-25% reduction in customer churn through more focused customer offerings.

e Up to 5xincrease in services revenue through new service offers targeted towards specific
consumers.

e 10-20% increase in market share through superior service offerings.

3.2 Governance in value network CDTs

In a value network CDT (VN-CDT), all involved actors (CDTs) can share information about
products and operations, collectively learn, ensure a proactive behavior and adapt to different
changes. Such alignment will come from commonly agreed upon collaboration rules and
conditions for CDT operations, while ensuring sustainability and resilience.

To realize this, existing governance approaches within value networks need to be reconsidered, a
comprehensive CDT Governance Model defined and deployed at both the whole (VN-CDT) and
each of the contributing CDTs.

With regards to SC governance, a lot of research is focused on operational aspects, and (?)
collaboration issues with various suggestions of applicable frameworks. From a VN-CDT
viewpoint, there are some studies focusing on cases of implementation, but little work on how
a holistic value network governance framework should apply. (Srai Jag et al., 2019) introduced
the main characteristics of a value network digital twin and key examples of future
implementations. There are also some suggestions for the deployment of the value network
digital twin model in risk management and resilience (lvanov & Dolgui, 2021) and planning (Y.
Wang et al., 2020). An interesting case is Cambridge as a Digital Twin (Nochta Timea et al., 2019)
with a governance framework, where allinvolved parties have been modelled and clear decision-
making policies, rules and conditions are defined.

Our governance approach assumes that in connected value networks, we have CDTs of all the
involved stakeholders, their critical processes and affecting assets, which are linked by sharing
information, and we apply decision-making (cognition) using specific norms, criteria, and other
operational conditions. In this way, a governance framework should first fulfil the United Nations
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generic principles of governance (Economic and Social Council, 2018): i) effectiveness; ii)
accountability and iii) inclusiveness.

In line with the above principles, we studied the background of the different pillars of CDT
operation, from:

e the business/sustainability view.
e the data governance aspects.

e the Al models governance applied to the embedded models of CDTs.

CDT value network governance enablers

UN governance principles

Business Collaboration Data Al models
& Sustainability Governance Governance

behind

Non-
discrimination

applicable norms/
policies in business
collaborations

Compliance with
Participation regulations and
guidelines

Subsidiarity

Inter-generation
equity

Effectiveness | Competence X
Sound policy X
making
Collaboration X
Accountability | Transparency X Explainable Al
Integrity X Neutral, non-biased
algorithms for
Independent knowledge
oversight extraction and fair
- decision-making
Inclusiveness | Leaving no-one TrHStf ethical respecting ethical
principles,

and societal issues

Table 1: Basic pillars for our proposed governance model in line with the principles of effective

governance
3.2.1 Business Perspectives in collaborative value networks
3.2.1.1 Operational and collaboration aspects

From an operational point of view, value network governance can be defined as a set of
coordination mechanisms, constructed for a specific purpose including policies, guidelines and
rules, monitoring, and verification procedures along with exercise of authority in decision making
(J. Wang & Ran, 2018). In this context, a plethora of studies can be found on SC governance.
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From a strategic and value chain creation point of view, new omni-channel networks are
introduced where customers and products complement each other and there is a fragile balance
between trust and conflict of interest (Gupta Sunil, 2018). Resilience and customer value
excellence are becoming increasingly critical, and are threatened by decoupling, i.e., when an
external entity breaks the value creation process and creates better value for the customer (S.
Teixeira Thales & Piechota Greg, 2019).

Given the nature, complexity and dynamics of the value network, there are different factors and
conditions that drive the interactions and governance among the involved entities in terms
of alighment of roles/responsibilities, information sharing, mechanisms for structuring the
collaboration and the dynamics of inter-dependency among its members (Richey et al., 2010).
The role of trust among entities is critical. (Y.-H. Chen et al., 2014) analyzed the factors that
affect trust in value network transactions and (Bachmann & Zaheer, 2008) studied the role of
trust from economic and sociological perspectives as a key element in inter-organizational
business relationships.

The structure of a value network can also be considered as centralized, where a single firm (i.e.
the focal company) makes decisions for the firms belonging to the value network, or
decentralized, where each company manages its own decisions (Giannoccaro, 2018). In a
comparative study, (Chiu & Kremer, 2014) concluded that a decentralized value network
scenario is advantageous for the time performance of the value network network, whereas the
centralized value network scenario demonstrates superiority on the cost performance. In line
with these structures, different approaches to governance frameworks have also been
introduced. (Ryciuk, 2020) classified them according to the drivers that force the entities
interrelations and trust, on the procedures and structures for formal/informal governance and
the level of power imposed on each value network member. (Garcia-Torres et al., 2019)
identified both formal and informal mechanisms that shape the structure of value network
governance: the formal are the ones that are imposed by regulations, compliance, and
certifications; informal are the ones that are based on trust supported by practices such as
campaigns, informal visits to suppliers/factories, etc.

However, the choice of an appropriate governance framework is not often a matter of selecting
one or another; it is rather a combination of those in a way that satisfies the particularities of the
interactions among the organizations in the value network networks (Alvarez et al., 2010).

3.2.1.2 Value network sustainability

Organizations operate in a broader context, and they need to engage their suppliers and
customers with a holistic approach to sustainability. For instance, in the consumer sector, the
incorporation of a sustainability plan throughout the entire value network results in a magnified
impact on environmental resources. (Bove Anne-Titia & Swartz Steven, 2016). On the other side
and from consumer’s point of view, there are studies showing the increasing interest towards
sustainable products and services (Nguyen Hoang & Dsouza Rishad, 2021; Simon Kucher &
Partners, 2021); however, in some cases, this does not mean that consumers indeed pay more
for such offerings (White Katherine et al., 2019). This is critical for the results of a sustainability
model: a careful examination of the most important factors at value network level with the right
interventions can ensure responsiveness to environment and societal challenges without any
price increase.

The evaluation of supply performance has been widely discussed, and various established
methods have been implemented. (Estampe et al., 2013). In a review paper, (Reddy. K et al.,
2019) found that the Value network Operations Reference model - SCOR (APICS, 2017) has
acquired the most attention by researchers.
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Longo et al., (2023) proposed a simulation-based decision-making framework for enhancing
resilience and sustainability focusing on a value network DT response to different COVID-19
scenarios. (Katiyar et al., 2018) identified five main value network functions (planning
performance, sourcing performance, manufacturing performance, delivery performance, and
sustainability performance) that positively affect value network performance and sustainability.

(Kaplan R.S. & Norton D.P., 1992) were the first to introduce a balanced scorecard approach in
organization performance by linking four main perspectives: financial, customer, internal
business, innovation, and learning. Based on this concept, various studies proposed BSC KPls
and performance criteria focusing on the value network context (De Sousa et al., 2020);
indicatively we mention the work from (Bhagwat & Sharma, 2007) and for the Agri-Food value
networks the study from (Cunha Callado & Jack, 2015).

Sustainability is also the focus of global and national policy initiatives. In line with the 17
Sustainability Development Goals (SDGs) (Sustainable Development Goals, 2015) we have the
EU Green Deal with specific actions and targets that organizations have to fulfil. In line with this,
Environmental, Society and Governance (ESG) is also getting more attention to sustainability by
optimizing assets (sustainable plants, equipment), resources (energy, water, etc.) leading to
optimized cost, reputation (social, environmental credibility) and less regulatory and level
interventions (Henisz Witold et al.,, 2019). The World Economic Forum (Moynihan Brian &
Schwab Klaus, 2020) has also adopted a 4-pillar metrics approach to organizations who want to
align their mainstream reporting on performance against environmental, social and governance
(ESG) indicators and track their contributions towards the SDGs on a consistent basis: Principles
of Governance, Planet, People and Prosperity.

The World Business Council for Sustainable Development - WBCSD (WBCSD, 2019) has also
underlined the importance of business climate resilience, i.e. a set of strategies focusing on first
assessing the dependencies of their operations and value to nature and society and then
develop a climate risk, mitigation, and continuity plan for resilience.

Linked with sustainability, circularity has also been a point of attention both from nations and
from businesses. There are various national (China, Japan, India, Brazil, Jordan) and broader (EU)
circularity programs with specific goals targeting key domain areas: cities, mobility,
construction, etc. (WBCSD, 2018). (Ellen Macarthur Foundation, n.d.) developed the Material
Circularity Index (MCI) which applies to organizations and value network contexts. This MCl is a
set of indicators associated with a toolkit to assess the circular effects of a product (reusability,
environmental issues, recyclability, etc.). WBCSD has also proposed a similar circularity
framework for value chains focusing on three main groups of indicators (WBCSD, 2020):

e Closing the loop (circularity inflow, outflow, water and energy circularity).
e Optimizing the loop (% of critical material, % of recovery type).
e Value the loop (Circular material productivity).

Various sustainability evaluation models have been introduced in the past, which, according to
a study can be tailored to different value network characteristics (Estampe et al., 2013). A very
good example is the Mars Company, which deployed a sustainability programme along its value
network supporting local farmers in more efficient and environmental-friendly production with
significant benefits: by improving farmerincome by 30%, they achieved a water reduction of 30%
and a cost structure reduction of 30% (Askew Katy, 2018).
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3.2.1.3 Value network traceability and information models

According to ISO Standards, traceability is the ability to trace the history, application, or location
of a product in relation to the origin of its materials and parts; the processing history; and the
distribution and location after delivery.

(J.-Y. Chen, 2022) explored via game theory strategies the implications and interactions between
responsible sourcing and traceability and their impact on buyers’ perspectives. Similarly to the
impact factor, in a literature study, (Razak et al., 2023) classified the benefits of introducing
traceability to value networks as follows:

Category Benefits of traceability

Impact on crisis management e |Improved monitoring and visibility
e Efficient recall management
e Assurance of product safety and quality

e Elimination of counterfeiting and fraud

Impact on firm & SC|e Reducedoperations cost
performance

e Reduced risk of SC disruption — stockouts, inventory
inaccuracy

e Real-time asset tracking

e Enhanced SC trust and confidence (collaboration)

e |Improved reliability and security

e |mproved brand image

Impact on consumers & society | ¢ Improved attraction and retainment of new customers

e Evidence of sustainable/ ethical production/ sourcing
methods

e Improved reverse logistics and remanufacturing

Table 2: Classification of Value network traceability benefits (Razak et al., 2023)

Different traceability information models have been introduced as guidelines for value networks
to track necessary information. Some examples are connected to the health value network
(Barbosa et al., 2018), the coffee value network (Bashiri et al., 2021) and waste from electrical
and electronic equipment (Li et al., 2023). Such models provide structures and semantics in
specific domains, which cannot be generalized horizontally due to the following challenges
(Maro et al., 2021):

e The complexity of the products and their related activities (e.g. tracking and maintenance,
progress monitoring).

e Complexity due to company size and their distribution.
e Complexity due to long lasting products and how to maintain their evolution and history.

A key driver that boosts the need for traceability, is the Digital Product Passport (DPP)
introduced by the European Commission, which will contain information about the product
sustainability (European Commission, 2023a). The information models and the structure of such
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DPP is stillunder consultation and a first implementation is expected in the battery domain. The
implementation of the DPP is anticipated to be an emerging necessity for critical value networks,
thus, the utilization of Value network Digital Twins is becoming increasingly crucial for
monitoring and traceability of the material/product flow along its lifecycle and its value chain.
Some first industrial initiatives on this are:

e The product circularity data sheet — a reference format document to be shared among
stakeholders in value networks ensuring common principles in product circularity capability
(PCDS, 2020).

e The pilotimplementation of the DPP in the battery sector from the global battery alliance and
in three proof-of-concept car model value networks (Global Battery Passport Pilot, 2023).

Developing an information data model in data sharing is not enough; for traceability and for the
DPP to work smoothly it is essential that all IDs are globally unique and, by design, fully
interoperable (Patorska Julia et al., 2022). Standards are very important because they align
information systems and organization processes in the attempt to achieve traceability.
Reference architecture standards for product identification and traceability have been
developed by GS1 (GS1 Institute, 2017), however, there are still obstacles from organizations to
adopt traceability solutions due to ICT maturity, trust in cloud storage of sensitive information
and lack of market maturity (Verzijl Diederik et al., 2015).

From the ICT perspective, the introduction of trust enabling technologies (e.g. blockchains)
addresses the issue in decentralized networks of ensuring secure information transaction
without concern about data manipulation when certain nodes within the network cannot be
trusted.(Khanna et al., 2020)(Feng Tian, 2016). In the literature we can find many applications of
blockchains in digital value networks ensuring trust and information security: in pharmaceutical
(Gruchmann et al., 2023), food (Pandey et al., 2022) and many other sectors/ industries (Risso
et al., 2023). Most of the studies on blockchain or related trust technologies conclude in terms of its
benefits in decentralized value networks as follows (Batwa & Norrman, 2021):

e They enable trust in the technology through trusting the records (e.g. contracts, agreements)
e They enhance trust in SC partners through openness in information sharing.

e They enhance trust in SC partners through credibility.

3.2.2 Data Governance and Sovereignty

Data governance refers to the entirety of decision rights and responsibilities regarding the
management of data assets (Otto Boris, 2011). The information to be shared in value network
data sharing differs per case. Data are heterogeneous from different sources that come either
from the actors’ systems (sensors, manufacturing applications) or the external environment
(social media, lifecycle inventory databases, standards, etc.). In such contexts, organizations
need not only to specify the roles and responsibilities regarding what information is shared with
value network partners, but also with which partners value network information is to be shared,
and via which methods it is to be exchanged (In et al., 2019).

In the literature, we find references to different models for data sharing and governance,
(Abraham et al., 2019) (Alhassan et al., 2016). (Micheli et al., 2020) analyzed four emerging data
governance models where data is shared for different purposes and conditions resulting in
different economic and social benefit. From an industrial perspective, we have suggestions from
leading organizations like Gartner (Judah Saul, 2019) and Deloitte (Sohail Omer et al., n.d.).

Data must be treated in line with the applicable regulation and norms such as the Data
Governance Act European Parliament (European Commission, 2023b) updated with the
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measures proposed in the Data Act (European Commission, 2022a) and the FAIR principles
(Force11, n.d.).

One of the most well-known approaches in the EU is the International Data Spaces (IDS)
reference architecture (IDSA, 2019), which describes the necessary blueprints, roles and
reference models for information annotation and sharing in a secure way. Data sovereignty in
IDS is ensured only when data owners decide, control and monitor what happens to their data,
who receives it and what the purpose of use is. For this purpose, IDS has defined the necessary
roles as presented in Figure 3:

—_—  ilata flow

===k metadata flow

= software flow

Core
Participant

Figure 3: Data governance and sovereignty: IDS roles and interactions (IDSA, 2019)

Core Participants:

Data Owner: the legal entity or person creating and/or controlling data

Data Provider: makes data available (public) in order to be exchanged between a Data Owner
and a Data Consumer

Data Consumer: the one receiving the data. The person/entity who can search for the data
by making an inquiry to a broker service provider.

Data User: the legal entity or person who has the legal right to use the data from the data
owner according to the usage policy or contract signed between them.

Application Provider: the one who creates data apps compliant to the system architecture
proposed by the IDS.

Intermediaries (Trusted entities)

Broker Service Provider: stores and manages information about the data sources available,
making them searchable by the data consumers.

Clearing House: is responsible for all settlement, financial and data exchange transactions.
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e |dentity Provider: Offers a service that creates, maintains, manages, monitors, and validates
identity information of and for participants in the data space.

e App Store Provider: the store that provides data apps.

e Vocabulary Provider: manages vocabularies (ontologies, models, etc.) that can be used to
annotate and describe the data sets.

Software/ Service Providers

e Service Provider: Offers infrastructure for data hosting or additional services on top of the
data shared (e.g. integration, cleansing, semantic enrichment)

e Software Provider: Offers software to implement the necessary functionalities proposed by
the IDS architecture.

Governance Bodies

e Certification Body and Evaluation Facilities: are in charge of the certification of the
participants and the core technical components applied in the data space.

e International Data Spaces Association: offers and supports the IDS reference architecture.

In line with the IDS development, the GAIA-X European initiative offers architecture guidelines
for data sharing in value networks through data spaces with the first deployments on
manufacturing, health, mobility, and other domains (GAIA-X, 2019). GAIA-X provides the data
and infrastructure ecosystem ensuring openness and transparency, interoperability, federation
as well as authenticity and trust. While in some parts these frameworks seem to overlap (as both
ensure sovereignty), in a technical report (Otto Boris et al., 2021) an integrated approach allows
data spaces operations and smart domain-specific services. More particularly, as illustrated in
Figure 4, GAIA-X focuses on cloud services sovereignty and cloud infrastructure with federated
data catalogues, while the IDS focuses on data sharing and data sovereignty.

Data Ecosystem

DATA PROVIDER DATA CONSUMER

| W———

Identity & Trust Sovereign Data Exchange

~ Identity provider - Data Usage Policies
« Certificate Authorities, PXI Services « Trusted Enviroment
Federated Catalogue Compliance
« Data Catalogue: Meta Data Broker ~ Certification Body
- Selt-Descriptions - Governance e —r
- Connector Ontologies CERTIFICATION
e o BO0Y
VOKABULARY | INFORMATION
o PROVIDER = MODEL e
M Interconnect | SERVICE
. PROVIDER
-
APP STORE APP
0% COMPONENTS, | PROVIDER PIOVlDtR"

Figure 4: Proposed integrated IDS and GAIA-X approach (Otto Boris et al., 2021)

In this section we described the existing approaches and focused mainly on the IDS and GAIA-X
data governance and sovereignty. If we extend this to the value network context, we assume that
data which is shared has the structure/ format and quality as agreed between the shared parties.
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This is a very important assumption and implies that at the inter-organizational level there must
be a lot of effort in harmonizing the data and ensuring quality. Data assurance is also noted by
McKinsey (Petzold Bryan et al., 2020), proposing that data governance should be associated with
data quality assurance mechanisms, which will result in significant savings in time and effort
from employees in non-value-added tasks. Such mechanisms should also include
organizational roles and assignments, data prioritization for governance (to avoid complexity)
and relevant policies.

3.2.3 Al Governance

Al governance focuses on ensuring the trustworthiness of Al models and establishing liability
directly on the models themselves. Trustworthiness is a combination of all technologies,
models, and applicable regulations (e.g., GDPR) to ensure that data are generated, transmitted,
and received among CDTs under a trustworthy holistic framework (Suhail et al., 2021). This
includes data security, traceability, transparency, confidentiality and integrity.

This section is organized around two main pillars:
e Existing frameworks and ethical principles in the use of Al.

e Mechanisms for Al model explainability, transparency and human engagement (human in
the loop).

3.2.3.1 Ethics and codes of use

Several initiatives and studies have proposed reference governance, social and ethics
frameworks of Al models, which need to be codified to regulate the behavior of Al systems
(Leenes & Lucivero, 2014). One of the most well-known cases is Singapore’s Al governance
framework (Personal Data Protection Commission, 2020) - a set of guidelines with the principles
for Al governance including stakeholder interaction and communication, incorporating
transparency and explainability, putting humans and all actors in the loop, and finally ethical
evaluation of the Al models. China is also adopting an Artificial Intelligence Development Plan
with a rollout plan from 2025 (Roberts et al., 2021).

(Gasser & Almeida, 2017) proposed a model for Al Governance in 3 different layers: i) Society
and legal; ii) Ethical aspects; iii) Technical, algorithm accountability and data governance.
Societal aspects (putting the human in the loop) can drive collective feedback and actively
participate in ethics and other Al models governance issues (Rahwan, 2018). Although the role
of society and human intervention is critical, there is a need for studies examining how these
can be implemented in practice (Taeihagh, 2021).

The role of ethics in Al governance has also been extensively examined. The European
Commission (European Commission, 2018) issued the ethics guidelines for trustworthy Al
highlighting the need to “develop, deploy and use Al systems in a way that adheres to the ethical
principles of: respect for human autonomy, prevention of harm, fairness and explicability”.

Many countries have also launched relevant ethical guidelines and initiatives. (Jobin et al., 2019)
studies 84 documents from various countries worldwide and clustered them around eleven
overarching ethical values (Table 3). However, these ethical initiatives are merely guidelines, and
they lack detailed procedural structures when compared to the law (Larsson, 2020).
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Ethical Principle Elements

Transparency Transparency, explainability, explicability, understandability,
interpretability, communication, disclosure, showing

Justice and Fairness | Justice, fairness, consistency, inclusion, equality, equity, (non-)bias,
(non-)discrimination, diversity, plurality, accessibility, reversibility,
remedy, redress, challenge, access, and distribution

Non-maleficence Non-maleficence, security, safety, harm, protection, precaution,
prevention, integrity (bodily or mental), non-subversion

Responsibility Responsibility, accountability, liability, acting with integrity

Privacy Privacy, personal or private information

Beneficence Benefits, beneficence, well-being, peace, social good, common
good

Freedom and Freedom, autonomy, consent, choice, self-determination, liberty,

autonomy empowerment

Trust Trust

Sustainability Sustainability, environment (nature), energy, resources (energy)

Dignity Dignity

Solidarity Solidarity, social security, cohesion

Table 3: Clustering of ethical principles in ethical guidelines and principles (Jobin et al., 2019)

3.2.3.2 Explainable Al (XAl) and Human in the Loop (HITL)

Trust in Al algorithms is a critical issue. In value networks, important actions are taken by
decision makers regarding operations. In various cases of operations monitoring (simulation,
process optimization, anomaly detection, etc.) there should be clear evidence about how any
alert, recommendation, or other result (coming from an Al-based system) has been generated.
The right level of trust depends on the explanations provided to humans about an Al’s prediction
or result because humans often fail to trust an Al when they should, and they often follow an Al
when they should not (Schmidt et al., 2020).

Transparency and explainability of Al systems is one of the main Al principles defined by OECD
(OECD.AI, 2019), which states that an Al system should “incorporate the necessary information,
appropriate to the context, and consistent with the state of art:

e tofoster a general understanding of Al systems,
e tomake stakeholders aware of their interactions with Al systems, including in the workplace,
e toenable those affected by an Al system to understand the outcome, and,

e toenable those adversely affected by an Al system to challenge its outcome based on plain
and easy-to-understand information on the factors, and the logic that served as the basis for
the prediction, recommendation, or decision.”

Page 36



Kostas Kalaboukas PhD Thesis

In line with the above, different goals for explainability have been introduced. (Barredo Arrieta et al.,
2020) suggested that the most common are:

e Understandability (being the most used): the ability of a model to make a human understand
its function — how it works —without any need for explaining its structure or how the algorithm
processes data.

e Comprehensibility: ability of a Machine Learning (ML) model to represent its learned
knowledge in a human understandable fashion.

e Interpretability: to explain the model in understandable terms to a human
e Transparency: a model is transparent if by itself it is understandable.

The need for explainability differs among actors participating in the development, training,
implementation and use of Al models. (Liao & Varshney, 2021) classified their needs as follows:

User group Need for XAl

Model developers Improve or debug the model

Business owners or administrators Assess an Al application’s capability, regulatory
compliance, etc. to determine its adoption and
usage.

Decision-makers, who are direct users | Form appropriate trust in the Al and make informed
of Al decision support applications decisions

Impacted groups, whose life could be | Seek recourse or contest the Al
impacted by the Al

Regulatory bodies Audit for legal or ethical compliance such as
fairness, safety, privacy, etc. by people

Table 4: Different user groups and needs for XAl (Liao & Varshney, 2021)

There are numerous XAl techniques available, each designed for specific purposes. (Barredo
Arrieta et al., 2020) classified the XAl approaches proposing a taxonomy of main challenges and
how they contribute to the principles of responsible Al. The results are shown in Figure 5.

Interpretability
versus

Fairness Privacy Accountability
Responsible
Al
: . Security &
Ethics Transparency Safety

Figure 5: Summary of XAl challenges impact on the principles for Responsible Al (Barredo Arrieta et
al., 2020)
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In the research domain, we can find applications of XAl in various domains. In a review study (A.
& R., 2023) found that the recent developments of XAl models referred mainly to healthcare,
fewer targeted financial social media, computer vision, signal processing and agriculture. On
industrial applications there are some studies of XAl mainly at the intra-factory level. (Terziyan
& Vitko, 2022) developed an XAl model demonstrated in condition monitoring, diagnostics and
predictive maintenance; (Rehse et al., 2019) conducted a test lab case study on XAl in process
prediction in the DFKI smart factory testbed; (Sun et al., 2020) used it for fault detection through
vision analysis in water pumps.

In a literature review paper (Mugurusi & Oluka, 2021), found that in the value network
management there is little development on XAl, which focus on Al models for demand
forecasting, logistics, transport, supplier selection, order fulfilment, vehicle routing, etc.

From the user perspective (the one who receives and uses the results of an Al model) the term
user centered XAl (UCXAI) is receiving more attention. More specifically, as XAl by default
targets —among others — end users, according to a socio-technical study by (Ehsan Upol & Reidl
Mark O., 2020), the UCXAI has better understanding of “who the human is”, the needs and how
to provide the information in a more interpretable and reliable way for them. In line with the
UCXAI, in a user field study, (Liao & Varshney, 2021) collected common questions users ask
across 16 ML applications and developed an XAl Question Bank, with more than 50 detailed user
questions organized in 9 categories:

e How (global model-wide): asking about the general logic or process the Al follows to have a
global view.

o Why (a given prediction): asking about the reason behind a specific prediction.

o Why Not (a different prediction): asking why the prediction is different from an expected or
desired outcome.

e How to be That (a different prediction): asking about ways to change the instance to get a
different prediction.

e How to Still Be This (the current prediction): asking what change is allowed for the instance
to still get the same prediction.

o What if: asking how the prediction changes if the input changes.

e Performance: asking about the performance of the Al.

e Data: asking about the training data.

e Qutput: asking what can be expected or done with the Al’s output.

Besides the various studies on Al explainability researchers also agree on putting the human in
the loop. (Meng, 2023) defined human-in-the-loop (HITL) as “the need for human interaction,
intervention, and judgment to control or change the outcome of a process, and it is a practice
that is being increasingly emphasized in machine learning, generative Al, and the like”.

(Mosqueira-Rey et al., 2023) in an HITL state of the art paper, classified the HITL approaches
based on the level of human control to an Al system as follows:

e Active Learning (AL): where the Al system remains in control of the learning process and
treats humans more as “oracles”, (i.e. a teacher who provides some initial training to the
model) to annotate unlabeled data.

e |nteractive Machine Learning (IML): there is a closer interaction between the Al system and
human, where humans interact in a more focused, frequent, and incremental way,
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compared to the AL.

e Machine Teaching (MT), where human domain experts have full control over the learning
process of the Al system.

With regards to the interaction process, a human in the IML or the MT process can interfere in
every step of the Al process: training, computation, explanation of result. This means that a
human can be active either in the process of suggesting a result and/or at the end of the process
by evaluating/correcting/improving the result of the Al model.

3.2.4 Standards supporting digital twin modelling and operation

Many standards have been proposed for the representation of physical entities, in terms of data
needed and other aspects of digital twins and value network digitization. (Kung Antonio et al.,
2023) and (K. Wang et al., 2022) created landscapes of all applicable standards that support
digital twin creation and operation at both the asset and value network level. The CircThread
European H2020 research project (CircThread H2020 Project, 2023) created a standardization
toolkit for all relevant standards, regulations and norms affecting circularity and information to
be monitored in both organizational and value network level.

An indicative list of well-known standards and initiatives in asset/product/value network digital
twins is presented below.

Asset administration shell: Following the RAMI4.0 reference architecture, the Asset
Administration Shell (AAS) provides submodules for modelling assets such as digital twins. The
models include information about its features, properties, statuses, data and capabilities,
among others. It originated in Germany and has been expanding throughout Europe, aided by
different European research funding programs.

https://www.plattform-i40.de/IP/Redaktion/DE/Downloads/Publikation/AAS-
ReadingGuide_202201.pdf?__blob=publicationFile&v=1

Industrial Ontologies Foundry (IOF) https://industrialontologies.org/welcome-to-the-iof/# :
The IOF is a group working to co-create a set of open reference ontologies to support the needs

of the manufacturing and engineering industry and to advance data interoperability.

The IOF ontology version 1 has been launched with the support of the value network working
group in February 2023 and includes a reference ontology for value networks

(https://github.com/iofoundry/ontology/tree/202301/supplychain)

Industrial Internet Consortium (lIC): The IIC has published a whitepaper (Industrial Internet
Consortium, 2020) providing guidelines for modelling digital twins related to:

e The defining characteristics of a digital twin.
e Relations among digital twins to form composite systems.

e Therole of digital twins in the lifecycle of entities, considering the scenarios with and without
digital twins and the business value of digital twins.

e Digital twin internal design.

e Adetailed description of various design decisions.
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e An overview of standards for digital twins, which could be considered in their design.
e Example of digital twin use in various industries.

https://www.iiconsortium.org/

OntoCommons: OntoCommons is a research project funded by the EU which focuses on the
standardization of data documentation in different domains. Through the Industrial Domain
Ontology, the project tries to implement mechanisms for intra- and inter- organization
interoperability on materials and manufacturing with respect to the FAIR principles.

(https://ontocommons.eu/)

ISO 23247: Automation systems and integration - Digital twin framework for
manufacturing: the standard for digital representation of assets along with an information
model and reference architecture.

https://www.iso.org/standard/75066.html

ISO 10303: Product data representation and exchange: ISO 10303 provides a representation
of product information along with the necessary mechanisms and definitions to enable product
data to be exchanged. It incorporates information about the product representation along its
lifecycle: from design to production, use, and final disposal.

https://www.iso.org/obp/ui/#iso:std:iso:10303:-1:ed-2:v1:en

IPC-2551: International Standard for Digital Twins: This data exchange and interoperability
standard has been in the works since 2022 before being officially released in 2023. IPC-2551 is
the first international standard on digital twins and targets the creation of smart value chains
with standardized data formats.

(https://shop.ipc.org/ipc-2551/ipc-2551-standard-only/Revision-0/english)

Digital Twin Consortium: Digital Twin Consortium brings together industry, academia and
governmental bodies to facilitate common vocabularies, reference architectures, security and
interoperability of digital twin technologies. There is an interesting work on common
vocabularies and a work-in-progress glossary for digital twins:

https://www.digitaltwinconsortium.org/about-us/
https://www.digitaltwinconsortium.org/glossary/glossary/

GS1 Standards (https://www.gs1.org/): Provides a common language and information models
to seamlessly share data about a product (key, location, code, etc.) among different
stakeholders. The main recommendations are briefly presented in Figure 6.
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GTIN

GS1 IDENTIFICATION KEYS AT YOUR FINGER TIPS

IDENTIFY

Global Trade Item Number
Products such as consumer goods, pharmaceuticals, medical devices, raw materialz at any packaging level (e.5.. consumer unit, inner pack, caze, pallet).
S«v-couuchumnpmmmw car rental,
dual trade item ) by ,mermw»thbuch/kxmm serial number.
Note: Compatible with ISO/IEC 15459 - part 4: individual products and product packages

GLN

Global Location Number

Physical Locations: An such as Ship From, Ship To, Read Point. In combination with the GLN extension also internal physical locations such as storage
bins, dock doors, b&moum/«.dpo-nu Partios Anwmmn:hgdwww“m:uwwmwmumm

Note: d 6523, | code de (ICD) for GLN is ‘0088"

S$SCC

Serial Shipping Container Code

Logistic units such as unit loads on paliets or roll cages, and parcels. The SSCC enables the unique i of any jon of trade items ged together for storage and/or
transport purposes.

Note: Compatible with ISO/IEC 15459 - part 1: unique identifiers for transport units (the 1SO licence plate)

GSIN

Global Shipment Identification Number

Shipments, comprised of one or more logistic units intended to be delivered together. The logistic units belonging to a particular shipment keep the same GSIN during all transport stages,
from origin to final destination

Note: Meets the WCO requirements for UCR (Unique Consignment Reference).

Compatible with ISO/IEC 15459 ~ part 8: grouping of transport units.

GINC

Global Identifi Number for Ce
Coasignmaents comprised of one or more logistic units (potentially balonging to differant shipmaents) intended to be transported togethar for part of thair journey. Logistic units may be
aszociated with different GINCs by carriers or freight forwarders during subsequent transport stages

GRAI

Global Returnable Assat identifier
Mestly used to identify Returnable Transport Items (RT1) such as pallets, roll Wn«x crates.
The GRA! identifies the type of returnable asset. and i needed also the of the ble asset via the optional serial numbar,

GIAI

Global Individual Asset Identifier
Fixed assets such as office equipmant. transport equipmaent, IT equipmant, vahicles. The GLA! identif: dual atset regarciess of the type of asset

GSRN

Global Service Relation Number

Service provider relationships of an crganisation and the peovider of the service. such as the doctors employed by a hospital
%-vnuocnpnmldmtmmxdwuthm:mwthmolmwvletsuchu!holeynkywtdammmamahf.&\ongulfnmahpnwu(l
hospital, the account of a customer with an electricity compa:

Inwnbvuwﬂwv\a&mﬂolwonmmmwbv(sﬁ!w«wndu\hfymv\ooumn such as the phases of a medical treatmant.

GDTI

Global Document Type Identifier
Physical documents such as certificates, mvoices, driving hcenses. Electronic documents such as digital images, ED! messages.
The GOTI identifies the type of the document, and if needed also the individual document instances via the optional serial number.

GCN

Global Coupon Numbaer
Coupons (paper or digital). The GCN identifies the coupon offer, and if needed the individually issued coupons via the optional serial component.

CPID

Component / Part Identifier

Componu\u and parts Mhud'm motor for washing machine. fan assembly for a jet engine. starter motor for vehicle, wheel axde.
s, by "9 CPID with a serial number.

Note: mmomuuumhwummmnummuomwwm

GMN

Global Model Number
The Global Model Number enables users to uniquely identify the product model through the entire life cycle of the product: design - production - procurement - use - maintenance -

cisposal
Note: The GMN has ly only been d for lated health identifi of medical devices. Other applications may be added in the future.

Figure 6: GS1 standards for asset identification (source GS7)
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4 Proposed solution framework

This section presents the findings of the main research questions (section 1.2).

4.1 A reference framework for modelling and operating VN-CDTS
All findings in this section have been published in the following papers:

o Kostas Kalaboukas, JoZze Rozanec, Aljaz KoSmerlj, Dimitris Kiritsis and George Arampatzis.
Implementation of Cognitive Digital Twins in Connected and Agile Supply Networks-An
Operational Model. Applied Science Volume 11, Issue 9, 2021.

https://doi.org/10.3390/app11094103

e Pavlos Eirinakis, Stavros Lounis, Stathis Plitsos, George Arampatzis, Kostas Kalaboukas,
Klemen Kenda, Jinzhi Lu, Joze RoZzanec and Nenad; Stojanovic. Cognitive Digital Twins for
Resilience in Production: A Conceptual Framework. Information, Volume 13, Issue1, 2022.
https://doi.org/10.3390/info13010033

and they have been utilized in the following European Union’s Research projects:

Energy aware factory analytics for process industries - European

QL"FACT Union’s Horizon 2020 research and innovation programme under
grant agreement no. 869951
lem Product Passport through Twinning of Circular Value Chains -
European Union’s Horizon 2020 research and innovation
programme under grant agreement no. 101092008
4.1.1 Modelling a CDT value network as a network of interconnected CDTs

To begin with our approach, it is necessary to explain the concept of a value network CDT (VN-
CDT). We consider a VN-CDT as a network of interconnected CDTs, each one representing the
main actors (stakeholder’s flow) and inputs/outputs (material flow) in the value network (Figure
7).

N Incoming S Incoming _ Incoming Final

Stakeholders’ Flow

Figure 7: Basic model of a value network CDT (material and stakeholders’ flows)

More specifically, in the above example, each Actor is a generic representation of the
stakeholder (Actor CDT), who in the context of the value network is transforming incoming
material (material CDT) into a specific output (output CDT).

Each CDT can share only the necessary with other CDTs based on the agreements among the
stakeholders. In this way we model also the information flow among the different CDTs. For
instance, Actor A can share information only about its production capacity or time needed to
deliver a particular quantity of Output A. Output A’s shared information is encapsulated in its
Output A CDT and may include various characteristics of the product: testing results, lot number
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and more, which in the real operation is shared through the documentation associated with the
delivery of the order.

Each CDT also has specific cognition capabilities: from basic understanding (e.g., information
transmitted through the Output A CDT) to autonomous decision making and actuation (e.g.,
Output A CDT understands an anomaly during its transportation and informing the affected
stakeholders about a potential quality failure).

In a similar way, each organization/actor can monitor its own assets and operations at
different hierarchies, from machines to processes, i.e. network of machines and inputs/outputs.
The organization has its own ICT systems where information is generated (e.g., SCADA, MES,
ERP, Sensors) and such information characterizes the performance of assets and process CDTs.
The organization aggregates this information and creates a shared set of data which is
transmitted in the value network.

Therefore, we have at both the intra-organizational and the inter-organizational (value network)
level a dynamic, living system of “cognitive digital twins” representing all assets, operations and
actors involved: factory, logistics service provider (LSP), trucks, warehouses, etc. as illustrated
in Figure 8.

Intra-Factory view Intra- and Inter-country materials flow Last Mile delivery / localization and support

Warehouse
/Hub COT

Truek COT
(Lsp3)

Crowd Public
delivery (car) transport
cor

T
o ruck COT

(Lspa)

o 66 o

Process level (production lines)

o & O
A ™ TS

Shop floor level

Figure 8: Agile value networks as network of interconnected CDTs

To deploy a VN-CDT we need first to get a detailed view of a CDT, how it works and how cognition
applies to its operation.

4.1.2 Basic enablers for CDTs and cognition process

A Cognitive Digital Twin is a DT which has specific cognition capabilities that are realized by Al
services. In more detail, a CDT has a set of enablers that characterize its identity, networking
and behavior as illustrated in Figure 9.
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| %

Computation

Cognition

-

Knowledge Graphs, Understand, Design, create, operate, Edge/ Fog/ Cloud
3d models, reason, predict end, recycle
Specifications and optimize

)Y S

Trustworthiness

T |

Dashboards, Security, Privacy Business and Operation rules
VR, MR, AR and Trust Data Governance

Governance

Digital twin with
Physical asset
DT with other DTs

Figure 9: Basic enablers of Cognitive Digital Twins

L Profiling: This provides the necessary knowledge about the physical asset’s status,
-1 .'.- behavior, specifications, and any other information that characterizes the asset. Besides
the textual information, the profile can also contain representation models of the asset

that is being twinned. Some model examples can be:
e Product CAD model
e Machine/robot 3d models

Cognition: The ability to understand context, reason on top of existing information,

predict and optimize behavior. This refers to all analytics and cognition services and each
Digital Twin can have different cognition capabilities (from basic sensing and understanding to
complex detection and optimization). The basic blocks of Cognition are the following:

a) Reasoning services, which are responsible for understanding a context and generating
knowledge based on data streams

b) Simulation and Prediction Services, which propagate the behavior of a DT in the future to
detect whether an anomaly is about to happen.

c) Optimization services.

I — Lifecycle: This refers to the ability and the actions to monitor and control DT behavior
through its entire lifecycle:

e Generation: how the CDT is being created and under which knowledge: which are the data
to be used to develop a baseline behavioral model that will evolve through its operation?
How are we testing and ensuring a robust twin with regards to the data flows and the
associated Al models?

e Operation: how is the CDT fed with new data and how does it update its behavior? how is
knowledge being generated and how does a cognition process apply to get the maximum
benefits of the CDT operation?

e [End of life: how can existing knowledge be formalized and transferred to the design and
operation of other CDTs with similar behavior?

Depending on the application, we might have different DT lifecycles from the creation, duration,
and end of life perspective.
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First, we have static DTs, e.g. in a production line inside a factory, a machine that has a long
lifetime and is part of a fixed process (the behavior of which can of course be upgraded but as
an entity remains essentially unchained). In such a case, the production line is a network of such
fixed DTs.

We might also have the case of an ad-hoc and more dynamic DT: This is a case where in existing
production of value network networks there is a disruptive event that needs to change the
structure and operation of the value network (e.g., need to find a local operator, a local producer,
a logistics provider). In this scenario, we are creating CDTs on an ad-hoc basis for temporary
actors, and it is crucial to evaluate if their actions align with the requirements and objectives of
the value network.

Ty Computation: Refers to the ability to carry out calculations, taking into account the
aionoio

functions and calculations that need to be performed. This capability is associated with

the capacity to operate certain services in either the cloud and/or edge.

= Communication: Is the ability of a CDT to communicate with its physical asset and with

other DTs as part of the network it belongs in (e.g., Workstation A with Workstation B,

which belong to the same production line). Communication services are supported
through a message bus responsible for the interoperation and information exchange.

(=Y Visualization: Refers to the ability to monitor the performance and lifecycle of a DT (using
dashboards, orimmerse technologies such as VR, MR, XR).

Trustworthiness: Refers to the security/privacy and trust services/policies applicable to
the operation of a DT and its ability to exchange information with other DTs.

Governance: Refers to all necessary agreements on business/sustainability goals,
ownership and liability on generated data and applicable Al models. Governance
frameworks are described in detail in section 4.2.

4.1.3 Coghnitive Digital Twins Operational Model

The above enablers function together in an integrated concept where for each of the DTs we can
monitor the flow of information from collection to understanding and behavioral alerting as
indicated in the figure below:

CDT Enablers Knowledge Flow/ Cognition Process

T

Factory/Supply chain as network of CDTs/
CDTs behavier model

New knowledge/ Datastreams

Map new knowledge into behavior model

Learning
Learning Learning I

©

Understand future system’s
behavior based on new knowledge

Cognition

wn
0
)
=
=
=
=
(=]
2
=
wn
=
(=

Governance
Visualizations
Lifecycle
Computation

Optimize system’s behavior

Validate optimized solution based on behavior
propagation (simulation & prediction)

¥

ManualfAutonomous actuation

Figure 10: CDT Operational Model
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The main steps are:

Step #1: Modelling: this is the configuration phase, where we can model a factory or any
hierarchical structure of a factory/ value network as a network of interconnected DTs.

Applicable Enablers:

Profiling: define the knowledge about the DT, assign relationships with other DTs (parent-
child) to create the structure of the network

Visualization: monitor the configuration phase and the different parameters/DT
characteristics

Lifecycle: Define the status of the DT, make ad-hoc or static DTs, etc.

Governance: Define governance and decision-making policies; rules of collaboration
among DTs.

Step #2: Collect data streams about the behavior of the DT: Each DT will collect information
about its behavior from sensors, systems, other DTs or external sources (standards, databases,
etc.).

Applicable Enablers:

Communication: Communication capabilities of the DT that define the sources of the data
streams (either from the physical assets and/or from other DTs that represent different
information sources).

Computation: refers to basic calculations and transformations that happen either at the
cloud and/or edge.

Trustworthiness: refers to the applicable security/privacy/trust services and policies that
apply in the process of collecting info from other physical assets/DTs.

Visualization: Data stream visualization
Lifecycle: Monitor status of the DT.

Governance: Apply governance policies.

Step #3: Understand Context: Once data is collected, this is mapped against the DT’s
behavioral model. Through cognition services, the DT will be able to understand potential trends,
anomalies or create new knowledge (in the form of new rules, associations, etc.).

Applicable Enablers:

Cognition: Analytics based on existing behavior models or data-driven knowledge extraction
that updates the existing model.

Computation: refers to whether cognition services will run at the cloud and/or edge.

Trustworthiness: refers to the applicable security/privacy/trust services and policies that
apply when processing info from other physical asset/DTs.

Visualization: Knowledge visualizations.
Lifecycle: Monitor status of the DT.

Governance: Apply governance policies.
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Step #4: Simulate and Prediction (S&P): Once an incident, trend or anomaly is identified (in
the Understand and Knowledge Generation phase), S&P should allow simulation of the behavior
of the DT in the future and should predict potential failures in the future. Simulation is performed
based on root-cause analysis and using the existing behavior model (propagating the behavior
of the system in the future using the new data).

Applicable Enablers:

e Cognition: simulation and prediction services propagating the system’s behavior with the
new knowledge to the near future to identify potential anomalies.

e Computation: refers to whether cognition services will run at the cloud and/or edge.

o Trustworthiness: refers to the applicable security/privacy/trust services and policies that
apply when processing info from other physical asset/DTs.

e Visualization: Simulation and prediction visualizations.
o Lifecycle: Monitor status of the DT.

e Governance: Apply governance policies.

Step #5: Decisions (optimization): after simulating and predicting the DT’s behavior, robust
optimization services will offer suggestions for improvements. Optimization services will
propose a new state of the DT’s behavior, which should be validated using the simulation and
prediction services. This feedback loop will consider the new DT’s behavior inputs, simulate and
predict its behavior in the system and assess the performance (is the problem solved? Is the
trend fixed? Other issues?). If the solution is not verified, the optimization services must be
rerun, and the feedback process will continue. Applicable Enablers:

e Cognition: Robust optimization services to identify new behavior parameters. Simulation
and prediction services propagating the new (proposed) system’s behavior in the near future
and potential anomalies identified.

e Computation: refers to whether cognition services will run at the cloud and/or edge.

e Trustworthiness: refers to the applicable security/privacy/trust services and policies that
apply when processing info from other physical assets/DTs.

e Visualization: Behavior visualization.
o Lifecycle: Monitor the status of the DT.

e Governance: Apply governance policies.

Step #6: Actuation: Once the optimized solution is validated, the actuation services will create
the necessary messages to the physical asset in order to alert the behavior accordingly.

e Communication: DT with Physical Asset communication.
e Computation: refers to whether services will run at the cloud and/or edge.

o Trustworthiness: refers to the applicable security/privacy/trust services and policies that
apply when actuation is performed from DT to the physical asset.

e Visualization: monitor the status of the actuation (confirmed or not, other).

o Lifecycle: Monitor status of the DT.
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e Governance: Apply governance policies.

4.1.4 Deploying the framework and operational model

In the previous sections we analyzed the concept of the VN-CDT model, the basic CDT enablers
and how CDTs operate in the VN-CDT context.

The methodology for deployment and configuration of the above into different value networks
depends on the context and is in line with the CDT lifecycle enabler.

1. Scope
Definition

2. System
Medelling

CDT
deployment
and
operation

3. Design and
operation

4. Rollout

U

Figure 11: VN-CDT framework deployment approach
More specifically, the main steps are:

#1: Scope Definition

This is the first phase in which we define the case for monitoring and improvement of the agile
value network. We need to analyze the challenges, problems, and areas of improvement we
expect to address with the CDT model. The basic questions to answer are:

e Whatis the overall operational flow of my value network?

e Why is it critical to monitor the value network? We need to justify our focus with KPIs and
other quantitative/qualitative metrics.

e Define the core stakeholders: Who are the ones that contribute most to the
challenge/problem defined above? At this point it is necessary to define our system
boundaries (either focusing on a specific supplier tier or selecting the most important
supplier in multiple tiers).

e Define and select the focus of the process: Depending on the challenge, we need to identify
the critical process(es), which will be the focus for modelling and operation.
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#2: System Modelling

Once the problem and the case are identified, we need to understand how the collaborative
value network processes work, where the needs for CDTs are and understand the different
capabilities/needs in relation to the CDT enablers. After that, we will be able to configure the
cognition operational model process (presented in Figure 10).

More particularly, the issues that must be addressed are:

e Operational/process modelling: Create the process workflows and map the stakeholders,
roles, inputs, and outputs.

e Define the needs for CDTs: Depending on the challenge, the workflows we need to
understand which asset/process or even entity in the value network has to be modelled as
CDT. We may establish either a 1-to-1 connection between CDT and entity or a collection of
interconnected CDTs.

e FElaborate on the CDT enablers: For each CDT identified, we need to understand how the
enablers apply. This is a time-consuming process since all actors have to agree on the
information to be monitored, governance issues, cognition levels of autonomy per CDT and
other parameters.

e Understand and model information needs: The focus is on the information to be
exchanged/collected which will be further used in the analytics/cognition models.

e Deploy and train the necessary cognition/analytics models: Different strategies are required
to train different types of models. To ensure the quality of the service exposing them, special
attention must be put on monitoring concept drift, and model performance over time.

e Deploy the necessary optimization algorithms for decision making.

In this phase we might result in some improvements in the scope and prioritization of the
processes/actors.

#3: Design and Operation

After the modelling phase, we move to the design and operation which involves the actual
implementation of the CDTs operation. Here, we create all inter-connectivity services (data
collectors, data exchange services, integration with existing stakeholder’s backend systems)
and necessary cognition/optimization services and visualizations. Initial deployment is done at
the different stakeholders and a first operational trial is performed for testing.

The trial phase can be on selected CDTs and a specific scenario. The main goal is to refine and
fix the models and enablers (configured in the modelling phase) and the overall CDT
performance.

#4: Rollout

In the rollout we extend the operation to the rest of the CDTs and scenarios in the operational
model (defined in the scope definition). It is a continuous and scalable process where we can
extend the scope of the implementation thus redefining and re-implementing the deployment
model.
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4.2 Governance Framework
All findings in this section have been published in the following paper:

e Kostas Kalaboukas, Dimitris Kiritsis and George Arampatzis. Governance framework for
autonomous and coghnitive digital twins in agile value networks. Computers in Industry,

Volume 146, 2023. https://doi.org/10.1016/j.compind.2023.103857
and they have been applied in the following European Union Research projects:
Energy aware factory analytics for process industries - European

Union’s Horizon 2020 research and innovation programme under grant
agreement no. 869951

Q:’FACTL OG

lem Product Passport through Twinning of Circular Value Chains -
European Union’s Horizon 2020 research and innovation programme
under grant agreement no. 107092008

4.2.1 Overall

Our model incorporates five basic blocks (Figure 12).

Data *  Privacy

s Security
Governance > Grrzramy

= Internal Policies / Values

Business ;
= Collaboration agreements
Governance | . Tpus

>
=
=
1]
=
©
=
17
>
v

Models - Ethics
Governance = Trustworthiness

Regulation/ Guidelines/ Standards

Figure 12: A holistic approach to CDT Governance Framework for Connected Value networks

The first is to define the Business Governance; to reach an agreement among the involved
stakeholders regarding the SC configuration:

e Agree on the stakeholders’ flow (see Figure 8): Define main actors and material flows.
e Define goals, conditions, and principles for the operation of the value network.

o Define the information that needs to be shared among the SC members and who will have
access to it.

e Agree on the structure of the data to be shared in the SC context.
e Understand which assets/ operations will be modelled as CDTs with cognition capabilities.

Information needs and applicable privacy/ confidentiality policies will be the input to the Data
Governance, which formalizes (as services on top of each CDT) the rules, policies, and
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transactional conditions where information is exchanged and processed. The main issues to be
addressed are:

e Role and responsibility definition for data generation and usage
e Access and usage policy definition of the data shared along the value network.

Al models’ governance incorporates all necessary steps for ensuring that data processing is
done with principles of Al FAIR treatment and explainability to the end users.

The Sustainability block defines the main priorities of value networks operation. These vary
depending on the nature of operations and can include circularity, social impact, economic
benefits, community wealth, etc. This incorporates applicable regulation, norms and
standards to which all SC operations and info sharing/processing need to adhere.

The below graph illustrates the main inter-relationships among the different blocks.

Sustainability Define priorities, specs, KPls

Norms/

directions/

policies Business
Governance

Norms/
directions/
policies

Info sharing needs,
privacy/confidentiality
policies

Applicable rules and
policies to model in
the CDT operation

Liability/ Privacy rules enforcing
Regulation/ Data trustworthiness
Guidelines/ Governance

HELLENH

Norms/ directions/ policies

Norms/ directions/ policies

Al Models
Governance

Figure 13: Governance Framework block inter-relations

In the sections below, we present each of the framework blocks along with the main issues to
consider. It should be noted that each SC has its own context and particularities, so there will
be different deployments depending on the agreements of the collaborative entities.

4.2.2 Business Governance

At this stage, the rules of collaboration in the value network must be agreed upon and modelled
in the CDT. These rules describe the operation of the physical entities which will then be
modelled as CDTs; a) input-output of each CDTs; b) inter-relation with other CDTs; c)
specifications and acceptance conditions; d) agreement of information to be shared, and
processing; €) ethical, legislation and other applicable rules and norms.

More specifically, such agreements will address the following:
e Understand the context: model operations, inputs, and outputs of the value network.

o Define involved actors, i.e. any entity involved in the operation of the value network such as
factories, machines, people, systems.
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Agree on the SC sustainability goals. These goals will reveal needs for monitoring, simulation
and common decision-making through the operation of CDTs. The goals need to be agreed
upon by all involved actors.

Identify the actors listed above who play a role in achieving the value network objectives and
requirements for operating CDTs. These actors will later be represented as CDTs. Define
roles for each CDT, i.e., the main functionalities in the context of the VN-CDT.

Define interactions among the involved CDTs (inputs/outputs), information sources,
constraints, and other conditions of operations.

Define decisions to be made by each CDT and needs for Al models for decision-making.

Decide the level of CDT autonomy in the decision-making and actuation processes. Will it
be assisted by humans and in which phases? For example, in a material flow optimization
problem, does the model perform autonomously or need some input from the end user?

Outline the rules and criteria for every decision made by the CDT: how these decisions align
with the value network objectives and current policies, norms, and Service Level Agreements
(SLA). Formalize how reputation and experience affect trust and future transactions. This will
be done through the necessary norms, rules and other criteria driving the decision-making
process at each node of the value network. For example, in a case of an ad-hoc outsourcing
scenario (Manufacturing as a Service) the organization needs to establish the rules/criteria
that adhere to the principles and SLA of the value network.

Agree on liability and legislation issues: this is done through the definition and monitoring of
an operational risk plan for the CDTs usage. The risks will come from information sharing,
data governance and model governance by addressing the following:

- Evaluate the trade-offs between specific risk and benefit: Understand how this risk
impacts the reliability, business objectives, and ethical aspects of the CDT
operation. In certain situations, the risk may escalate significantly for an
autonomous CDT operation, making human intervention more preferable. Agree on
liability: who is liable for any malfunction of the CDT? How is responsibility shared
with regards to the data acquisition, data processing and actuation?

- Agree on mitigation actions: How can we ensure a proactive approach to CDT
behavior assessment in line with the data and model governance principles?

The outputs of this stage are:

A list of entities’ involvement and identification of what is to be modelled as a CDT.

Value network interactions, which are translated into inputs-outputs in an inter-connected
VN-CDT.

The level of CDT autonomous decision-making and actuation.
The rules of collaboration to be considered in the applicable Al models.

Information sharing needs for monitoring and decision making (relevant to the data and
models governance).

4.2.3 Data Governance

Once the operational CDT agreements are established, a data governance plan will address the
following:

Define data inputs/ processing and outputs per individual CDT.
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e Agree on confidentiality/privacy and other data sharing policies/ principles.

e Agree on data authorization, ownership, and accountability per CDT with regards to raw data
(i.e., inputs in the CDT decision making process).

e Ensure a fair treatment of data from each CDT, according to the principles of security,
privacy and applicable regulations.

e Agree on meta-data ownership/liability with regards to the processed data of the CDT.

e Monitor a continuous risk management plan in the overall VN-CDT and their subsequent
inter-connected CDTs.

The output of this phase is a complete set of responsibilities, ownership and liability of both raw
data and meta-data processed by the CDTs, including a risk management plan.

4.2.4 Al Models Governance

Al models realize the cognition part of the CDT. In VN-CDTs the behavior and the information
processed by a CDT may affect the behavior of the rest and ultimately the value network.
Therefore, agreeing on the norms and rules of the model operations is crucial to ensuring liability
and compliance to the overall business collaboration agreement.

At each node of the value network and for the associated Al models there should exist ways to
ensure explainability, feedback loops and continuous improvement (learning actions) from the
usage to the model itself. In a VN-CDT we can have different Al models/systems, each serving
different purposes and functionalities. From the models’ development perspective, we believe
that the selection of the XAl technique is up to the model’s provider. When it comes to the VN-
CDT serving as a hub for Al services, we can create an XAl approach from the user perspective
of view by providing a clear explanation to end users on how the model operates, ultimately
building trust in the outcomes. This will be done through an Al certificate service in addition to
each CDT participating in the value network. The main functions of the Al certification will be:

e To provide the necessary (user-centric) explainability of how the models work and under
which assumptions/rules

e To ensure HITL feedback loops from the user to the Al model (new knowledge or even
updating existing knowledge)

Following the work by (Liao & Varshney, 2021) in the UC-XAI and the XAl questions repository,
the main elements of such certification were drafted and are presented in the figure below. It
should be noted that depending on the model, different questions and issues can be addressed
in this certificate.
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Maintenance and history - Owner, versioning, history of updates

Model Structure - How the model works: basic assumptions, rules, inputs/ outputs

Everything related to the data on which the model is trained &

Data Structure - updated

l How the model has been evaluated (Performance, Robustness)
including metrics

Evaluation info

Usage Requirements - How to use the model including tutorials (if needed)

Compliance Decleration - To norms/ legislation, EU Al Act, etc.

Figure 14: Al certificate elements

The output of this phase will be:

All necessary procedures for Al model construction, training and improvement (during
operation) by involving all actors (humans and/or other CDTs) in the value network.

The Al model passport associated with each CDT separately and shared among the affected
value network stakeholders.

4.2.5 Sustainability

Sustainability will define the basic criteria and KPIs which the value network will follow. Based
onthe business collaboration agreement, allinvolved stakeholders will have to agree on the KPlIs
that address not only economic but also environmental and societal perspectives. These KPls
will be translated into specific metrics/ KPls for the performance of each CDT and criteria for its
cognition process.

The output of this phase will be a set of agreed upon KPls at the global (value network CDT) and
local (materials and operation CDTs participating in the VN-CDT) scales.

4.2.6 Regulation/ guidelines/ standards

Each value network operates under a specific legal framework or supporting guidelines. These
dictate the rules, constraints, and specifications for all aspects that need to be monitored
(operations, product quality, etc.). In addition to business considerations, it is essential to also
take into account and adhere to regulations and standards related to data and Al model
governance, ensuring they are agreed upon, documented, and monitored for compliance across
all SC operations. Some examples are:

e Business Collaboration: standards and regulations affecting the product characteristics
(e.g., food treatment and transportation).

Data governance: Information sharing and knowledge extraction on the product from
production to retailer (Data Governance Act, GDPR with regards to consumer usage
information)

Al Model governance: declaring and ensuring compliance with ethics, the EU Al Act and other
directives addressing a FAIR treatment of data collected and processed).
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e Sustainability: circularity indexes based on ESG goals.
The output of this phase will be:
e Alist of applicable norms/ laws/ guidelines

e Documentation of compliance in different forms (Business agreements, Al certificates, etc.).

4.3 Reference modelling architecture for VN-CDTs

Allfindings in this section have been applied in the following European Union’s Research project:

lem Product Passport through Twinning of Circular Value Chains -
European Union’s Horizon 2020 research and innovation programme
under grant agreement no. 101092008

4.3.1 Overview - basic assumptions

In this chapter we will try to materialize the value network CDT framework and the governance
model into a reference ICT architecture and its main functionalities.

The main assumption for this was that since value networks are heterogeneous and in most
cases are not led by one company (power is distributed) we consider the network to be
distributed, having the following characteristics:

e The starting point for the implementation of such an ICT framework is the business
agreement among stakeholders involved, as described in section 4.2.2.

e Every company involved in the network operates with its own operating systems and sources
of information. These systems gather and process data in their own specific formats and
structures.. This means that such a framework should ensure interoperability of these
systems.

e |n line with the above assumption the ICT framework should consider a distributed - and
not centralized - approach to information sharing. This means that stakeholders should
share information using commonly agreed vocabularies and data structures.

The proposed model is presented below. And comprises two main pillars:

o The business perspective: this includes all “soft” commonly agreed aspects of the
collaboration that provide the input for the modelling and operation of the VN-CDT.

e The system perspective, which includes the main usage scenarios for modelling and
operation of the VN-CDT.
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assets/ networks . assets networks
Data sharing Models’
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Services/ Data Register Data Link with assets/ Asset/ network

Register Service

sources source networks metrics

RiEc=anlliandinopioring Model value € i Create shared Link shared Access Control

network collaboration Assets assets Policies

g™ tin ™ s o

Info Sharing/
Traceability

Al model passport Models User feedback

Monitoring monitoring eXplaninability loops

Figure 15: ICT Reference framework: from business to system modelling and operation

The main usage scenarios are detailed in the following sections.

4.3.2 Setup Organization

This is the organization configuration page. Here, each organization has its own instance of the
VN-CDT solution and proceeds with the necessary settings for:

e Creation of the organization profile

e User management: Monitoring internal users, roles and permissions per user.

4.3.3 Model Internal Assets/ Networks

This usage scenario incorporates all necessary activities for modelling the organization’s assets
and operations/processes as CDTs. The difference between an asset and a network CDT is the
following:

e By asset CDT, we refer to the entities, which represent the physical assets or a group of
assets that we need to monitor.

e By network CDT we refer to the group of asset CDTs (or group of network CDTs) and their
interactions within the network context.

As a reference case for the CDT model of an asset or operation, we propose the following
information entities (in the manufacturing case).
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Constraints/ Norms/ Models (production, GRI, EPD/ LCA, etc.)

\ 4

\ 4

Product Input
Productive

* Materials (Product Output)
* Semi-final product

I Scrap/ Defects
Consumables/ Utilities

Asset or network

Other assets/resources Waste
(unnecessary)

Machines
Toolings
People
Operations

Figure 16: Modelling Asset or Network CDT (information entities)

Inputs:

Product Inputs: Materials or semi-final products, which are used for the particular
production step.

Consumables/ Utilities: energy, water, soil, or other resources that are used or spent for the
operation of the step.

Operational Assets: these include the machines, toolings (tools associated or attached to
the machine), people, and operations (design, logistics, etc.) responsible for the proper
execution of this step.

Outputs:

Productive outputs: are the expected (semi-) final products according to the quality specs.

Scrap/ Defects: Failures/scrap in materials, semi- or final product. Defects can also be
located in a machine or toolings.

Waste (unnecessary): is the waste of product inputs, consumables/utilities and assets/other
resources which is caused by a defect/ failure in the inputs.

External factors: Are legal/ regulation/ norms or other constraints that impose rules of
operation. Furthermore, they include any KPIs pertaining to production steps: environmental
(e.g. Environmental Product Definition — EPD, Life Cycle Assessment - LCA), social (GRI
guidelines), etc.
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Using the entities mentioned above, we can moder an organization through various levels of
hierarchy, starting from the shop floor and moving up to individual production lines, grouped
lines, or the entire factory operation. (see example in Figure 17).

Factory level

®© OO O

Process level (production lines)

o7

1-/’,:33?{
Shop floor level ==

Figure 17: Intra-factory CDT modelling

In more detail, if we want to create a CDT profile in an application system, this will include the
following attributes:

Entity Description
Profile Basic (descriptive) info about the asset and its behavior
Properties Basic drivers that characterize the behavior of the particular asset:

Some examples are:

e environmental:incorporates all metrics that measure the environmental
performance of the asset

e machine performance: incorporates metrics that monitor the
performance of the particular asset (operating times, daily shift,
temperature of operation, etc.)

Metrics Are measures that belong to properties and come from different information
sources. Those metrics feed the asset CDT according to the cognition
scenario illustrated in Figure 10.

Information Here we define/ integrate the necessary information sources, which feed the
sources particular asset’s CDT metrics. These sources can be (indicatively):

e Sensor data (e.g., temperature)

e Data from specific services (e.g., predicted capacity of a machine)
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Entity

Description

o Data from existing solutions in the organization (SCADA, MES, ERP).

Services Any service (cognition or not) that runs on top of the data used by the
particular asset CDT
Location Location of the asset

Table 5: Basic entities of an asset CDT

In a similar way, a network CDT has the following entities

Entity Description
Profile Basic (descriptive) info about the network and its behavior
Properties Basic drivers that characterize the behavior of the network:

Some examples are:

e environmental:incorporates all metrics that measure the environmental
performance of the network (e.g. energy spent in a particular production
line per day)

e Operational: incorporates metrics that refer to the operation of the
network (e.g. daily production orders, total production cost).

Metrics Are measures that belong to properties and come from different information
sources. These metrics feed the network CDT according to the cognition

scenario illustrated in Figure 10.

Information Here we define/ integrate the necessary information sources, which feed the
sources network CDT. These sources can be (indicatively):

e Sensor data (e.g. an energy meter that shows the energy spent in the
area where the production line is located)

e Data from specific services (e.g. production scheduling)

e Data from existing solutions in the organization (ERP).

Network graph | Is a process model of the network where we link the assets to the network.

This is done through a workflow editor where we include the involved asset

CDTs and their inter-relations within the network context.

Services Any service (cognition or not) that runs on top of the data used by the
particular network CDT
Location Location of the network

Table 6: Basic entities of a network CDT
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4.3.4 Monitor Services/ Data Sources

In this scenario we need to register and monitor all information sources that feed the asset or
network CDT with data. The ICT solution should have a service registry where all information
sources are located, monitored, and then assigned to the asset or network CDTs.

Register service

In CDT create a metric

Link the metric with the
service data

- -
d d

Figure 18: Registering services/ data source into Asset or Network CDT

After registering the services/information sources we need to link them with the CDT and the
metric which will be fed into the CDT operation.

This is a very important step since we are defining how each metric will be fed with data by a
specific information source.

4.3.5 Model Value Network

Once each organization is configured along with its internal assets and networks, we need to
establish the value network CDT in terms of material and stakeholders’ flows. The main steps
are the following:

e Establish collaboration among the stakeholders.

o Create shared assets: Each organization creates a shared view of the asset CDTs
(representing the materials that are flown in the value network).

o Link shared assets: Stakeholders are linked in the context of the network by linking output
material (shared CDT) with input material (shared CDT).

In the following subsections we will present in detail the process for value network CDT
modelling. We will provide the main workflows considering the case of two partners (partner A
and Partner B). We also assume that these partners have their own internal systems.

4.3.5.1 Establish collaboration

Establishing collaboration is about agreeing on the business terms and principles for two
stakeholders to work together. In line with the business collaboration principle (see governance
framework on section 4.2.2), partners need to share principles, specifications, and they must
have a record of each other in their respective systems.
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Figure 19: Establishing collaboration

As illustrated in the figure above, partner B wants to establish a new collaboration with partner
A as the supplier. The process for this is the following:

e Partner B opens up aform in the system and puts all details of the collaboration including:
- Identity information (profile of partner A)

- A description of the collaboration including any terms, clauses, and goals to be
commonly agreed.

e Partner B sends this form as an invitation to Partner A.
e Partner Areceives the invitation and either accepts or rejects it.
e |[f the invitation is accepted, then the record of the collaborator is created in both systems.

There are also cases of various loops of negotiation (see highlighted box in Figure 19), where
both partners A and B request new terms of collaboration. In such cases, both parties need to
agree on them, and the process finishes either when there is an agreement (which means a new
record of collaboration is created) or not (in such case, nothing happens).

4.3.5.2 Create a shared asset

The main link in value network is the input/output as illustrated in the materials flow. This means
that organizations — once they model their internal assets/networks — should create a shared
view of the asset that will be offered as an output to another organization. A shared asset is
considered an asset only when specific permissions are granted to external organizations for
access.
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This is in line with the access control policies for all internal assets and operations which will be
described in section 4.3.5.3. Each organization should have a specific repository of its shared
assets in order to monitor:

e With whom do they share those assets.

e Inwhich value networks these assets are shared and under which conditions/ terms.

4.3.5.3 Access control policies

Access control policies are very important and ensure that the pertinent information is shared
to the appropriate stakeholders in the value network.

Dedicated permissions are given to the data which feeds the asset CDT. In line with the
International Data Spaces and GAIA-X frameworks, each organization needs to create its own
data space with other stakeholders by addressing the following:

e What data coming from the internal systems are generated within a particular CDT and are
aggregated in the data space.

e Which of these data will be shared with other external stakeholders.

e How those data will be treated and check if there are dedicated permissions for use. (e.g.
FAIR treatment. Specific rules may apply with regards to:

- Duration of data usage

- Constraints on data usage (how to process, ethics issues, etc.). Such constraints
will be formalized in the contract agreement during the shared asset exchange (see
section 4.3.5.3) as attachments or in the form of smart contracts.

Access control policies are given at the CDT level. This means that for a particular CDT, which
becomes shared in a value network, these functionalities will lie on top of the CDT and apply
only to this and to the value networks that they may refer to (we might have more than one value
network in which the asset is shared).

4.3.5.4 Link shared assets

This is the main step for establishing a bilateral collaboration in a specific value network and the
overall process is presented in Figure 20.

In this process, we have Partner B who needs an asset as incoming material for the value
network. Partner B invites Partner A to “connect” the particular asset from Partner A and the
latter accepts the invitation and assigns its shared asset to be connected in the value network.
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Partner B Partner A Stakeholder and material flow
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Figure 20: Linking shared assets in value network CDT (high-level view)

In more detail the activities for such connections are the following (Figure 21):

Partner B creates and sends an invitation

Partner B creates a network CDT.

Partner B assigns its shared asset CDT and relationship with the other stakeholder in the
network.

Partner B needs incoming material from Partner A. For this purpose, B chooses to create an
invitation to A? about the particular asset need.

Partner B selects the collaborator and fills in the details of the shared asset that need to be
connected as “input” to A. These details can be:

- Aspecific description of the asset.

- The network details (code, name, description).

- Terms of collaboration in the form of an attached document or textual description.
- Any specifications/ thresholds for the asset to be connected.

- The information/metrics to be shared from the external asset. Such metrics will
come from Partner A’s existing systems.

Partner B sends the invitation.

Partner A receives the invitation and assigns the shared asset

Partner A receives the invitation.

Partner A accepts the invitation. In such a case partner A has to assign a particular internal
shared asset in this invitation.

Partner A assigns the necessary access control policies (see section 4.3.5.3) for the shared
asset and for Partner B. This means that Partner A selects which information/metrics from
the CDT will be shared and how through Partner B and for the network that they are
connected to.
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e Partner A sends the confirmation together with the shared asset info.
Negotiation loops

In processes such as this there can be also negotiation loops in which partners B and A propose
alternative terms for the usage of the shared assets. These terms can be rules of usage or
characteristics of the material/product (Asset DT) to be shared. This is a iterative process which
might end in an agreement or a rejection and ultimately the termination of the shared asset
process.

Partner A and B create the same instance of the shared network
Once an invitation is accepted and shared asset info shared, then:

e Partner A has a new entry in the list of shared assets (external shared asset that is input to
A).

e |nPartner A there is a new shared asset as incoming material in the material flow.
e Partner B has the option for the particular asset:

- To create a new network CDT with the same network information received in the
invitation.

- Toputinan existing network. This is the case where we link or merge different shared
networks into an enlarged network (described in section 4.3.5.5).
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Figure 21: Detailed process for linking shared assets in value network CDT

4.3.5.5 Linking different networks

Another important aspect in value network CDT modelling is the complexity and scalability of
the network. More specifically, we might have cases where some partners are already part of
existing value networks and must be “merged” into an extended network. There are several

reasons for which this can happen:
[ ]

Traceability of the whole value network (which is the result of merging activities)

Specific services that need to understand the relations within the whole network. An
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example can be an optimization service, where a waste material - depending on its
characteristics - can go to different routes and paths inside the circular value network.

Let us take the example of Figure 22: We have partner B that is part of two networks:
o Network A->B with network id: A1

e Network B-=C with network id: A2

= Linked Network ID N1->N2

O -

Figure 22: Linking different network CDTs

In case Partner B wants to integrate these networks, it needs to be done in a way that the ICT
solution will understand that A gives input to B and its output goes to C. This can happen in two
ways:

e Both network ids should be the same: this is rather difficult since in a network of > 2
partners it requires that all partners must change the network id. The problem becomes
bigger in cases of large value networks.

o We create alinked code in the merged value networks: this means that we keep the original
id, and we establish a link to the value networks by a linked id. In our example B has value
network id as follows:

Value network ID Linked Network ID Relationship

A1 A2 A1 gives input to A2 (A1-=A2)

A2 A1 A2 gets input from A1 (A1-
>A2)

Table 7: Creating linked codes in value network CDTs

The concept of linked codes has an advantage as it does not require changes in different ICT
systems; it is simpler and can be replicated to more complex value networks where we have
either many nodes or multiple relationships as shown in Figure 23.
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Figure 23: Example: Linking complex networks (linked networks IDs)

4.3.6 Information sharing in Value network CDTs

One of the most important aspects of connected value networks is information sharing. This is
one of the main advantages of a value network CDT as it facilitates the execution of what-if
scenarios and various services on top of the value network (simulation, optimization,
traceability, etc.). Some examples are:

e Tracing the actual status of products in logistics processes (positioning, estimated time of
arrival, other related information).

e Tracing (backwards) the final product characteristics and specific attributes along its value
network. This is the case with the recently introduced Digital Product Passport (European
Commission, 2022b) according to which the product has to provide information to the
customers about specific characteristics from the whole value network.

In this section we will address how information can be shared among a CDT value network that
is modelled as both stakeholder and materials flow (Figure 7).

We assume that the issue of interoperability in the assets CDT codes among the different ICT
systems of the collaborative partners is resolved. In practice, this can be done through the
following:

e A unique identification code based on the GS1 standard and its architecture for product
traceability.

e Collaborative parties agreeing on common codes.
e Using the linked code approach in a similar way for the linked value networks.

We will examine the case of a value network CDT, illustrated in Figure 24:
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Figure 24: Traceability scenario in Value network CDTs
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In this case we have information that is monitored in each partner (organization) system.
Currently the way that information is sent and handled in each organization is the following:

e |nformation about incoming material is sent through an associated documentation (e.g., by
document dispatch or similarly).

e Apersonis entering (manually) this information into the existing application (ERP or similar).

e The material is stored in the warehouse.

e Fora specific production line there is always a production order which in principle describes

the following:

- Code of product to be produced.

- Production phases.

- Bill of materials (which material and how much is needed in each of the production

steps).

e |n each phase of the production — and for the specific production order - the following
information is recorded (either automatically through sensors or SCADA, MES system or

manually)

- Material consumptions (what and how much).

- Production conditions (e.g., temperature, shock levels, humidity, operation times).

- Output produced (what and how much).

With the use of a value network CDT the above process and information sharing is performed
using the concept of External Asset CDT and shared metrics. This means that in our case each
partner A has to extract the agreed set of metrics and information (following the process of
the Shared Asset 2 CDT in Figure 21). Then as the Asset 2 CDT is shared between Partner A and
B the information is sent through a messaging service to Partner B and is recorded automatically

into its existing systems.
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In a similar way, Partner B creates a production order, creates receiving partner uses the shared
Asset 3 CDT with the right information to be sent to Partner C.

Following the above approach, we ensure the following:
e Information is communicated among the partners and according to the agreements made.
o Traceability of the value network, which is achieved in two ways:

- First, at inter-organizational (network path) level, where knowing the network codes
(A1 and A2 linked to A1) we know the material flow (i.e., the path along the value
network).

- Second, at intra-organizational level we can track the conditions and other
information where a material (asset CDT) has been produced. Knowing the ID of the
Asset CDT (either lot number or unique ID or linked code) the producer of the asset
can query the necessary information from its internal systems, having in mind the
unique identification code used for its production (i.e., production order).

With regards to data extraction, we have a very complex landscape of heterogeneous
information sources at the intra-organizational level. These can vary from ERP, MES, Sensor data
or other external systems which produce data about operational conditions and the asset itself.
Interoperability in this case if a very know problem and we are adopting the paradigm of data
spaces where each organization creates data spaces with its collaborative partners where they
agree on the information to be shared, the correct data structures and access rights (those can
also be part of the collaboration agreement).

Ccmnector

m e

Unstructured Data Structured data IDS connector
» Data Space

data Harmonization

Connector

Connector
Other

Figure 25: Sharing information through Data Spaces and External Asset CDT

As Figure 25 depicts, using the data spaces, each organization is responsible for generating the
data (with internal connectors) from the information sources and for storing them as raw data
into a data lake. The organization also has to develop the necessary harmonization services
(including cleaning) where information is converted to the desired structure/format to be used
in the data space.

The above is an important assumption in organization and system interoperability. More
specifically, it compels the organization to generate the data in the format that is commonly
agreed. Then, the organization can create Data Spaces Connectors where these data (either raw
or structured) can be shared with other organizations. Data Space Connectors can be developed
using the reference framework and architecture proposed by IDS and GAIA-X (please refer to
section 3.2 - Governance in value network CDTs).

The data that are exposed by the organization and defined following the access control policies,
can then be integrated into specific asset metrics (please refer to the asset modelling approach
in section 4.3.3), thus ensuring the continuous flow and data streams that feeds the Asset
metric.
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In addition to the shared asset metrics, data spaces can also be used in the case where a value
network has global services that require information from all involved stakeholders
irrespective of their relations. Some indicative cases are:

e An actor needs to understand the impact on the value network of a potential anomaly or
deviation identified in the shared asset specifications (whether it is in line with the business
agreement or not).

¢ We might have a case of material optimal flow identification. wherein this case we have value
networks with different paths (stakeholder and material flows) and depending on the status
of the asset the stakeholder needs to call for an optimization, simulation, or impact
assessment service to identify the optimal forward path.

In conclusion, for the data sharing and information exchange governance we propose a hybrid
approach, in which access control policies and rules of usage can be defined either at the
shared asset level or the data space level. The main principles are the same, however they
differ in implementation.

Both approaches are correct, and it is up to an organization to decide the optimal path. For
example, for an organization that has an ICT platform that monitors internal asset operations
and external value networks, it is more convenient to use the shared asset permission-based
approach as there is only one point of defining rules of information sharing. Having a shared
asset, the organization can also use it for any internal process where it describes in more detail
how the incoming material is used to produce the desired output.

If the organization has no software for monitoring internal assets and processes, then the data
spaces approach is more convenient as the organization publishes a set of data with rules that
is accessible to other stakeholders.

The following table illustrates the potential usages for each of the models above.

Data Governance Applications

governance principles

Data spaces o Where we have global services on top of
value network CDTs

e For organizations that do not use any

In line with IDS and solution to monitor internal assets/
GAIA-X framework operations
External assets Where an organization also monitors internal

assets/ operations and integrates external Asset
CDTs into internal operations

Table 8: Data spaces and shared external asset usage in info sharing

4.4 Reference Framework Application areas

Our reference framework as described in the above sections is easy to be used in different
contexts as it ensures:

Modularity: we can model internal organization processes and value network CDTs with
different complexity levels.
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Configurability: we have provided the necessary configuration entities (e.g., how to model an
asset or operation as a CDT in section 4.3.3) which can include any type of information and
parameter that can be used in different cases/domains.

ICT Agnostic: the ICT reference framework is not bound to any technology. Rather, it
incorporates a more “agnostic approach”. This means that all ICT scenarios/storyboards can be
used by any software solution in the design and implementation of a new functionality for
modelling and monitoring the operations of value network CDTs.

The model is also applicable to many manufacturing and value network scenarios. Indicatively
we mention the following:

Optimizing Material Flows in Circular Value networks

Circular economy is becoming increasingly important, and many initiatives have been launched
in cities, manufacturing, and other areas. In such a context, all actors need to collaborate to
monitor the waste material flows in a reverse logistics model. We can model all actors involved
in the value network (waste producers, logistics operators and recycling or processing factories)
as a network of interconnected CDTs where they exchange information about the current or
predicted waste offer, to simulate and optimize logistics networks and factory planning. A more
detailed case is presented in the reference case study in section 5.

Virtual Value network Production Lines

This responds to the need of value network alignment. The main idea is to create a virtual
production line at the value network where all actors (supplier, manufacturer, warehouses) are
modelled as CDTs and planning is performed at the value network level similar to intra-factory.
Events such as machine breakdowns, maintenance activities and other potential delays are
shared throughout the value network and through the CDTs we can simulate the impact in
different individual production plans and re-optimize them.

Optimize Material Flows in the Value network

This situation deals with the logistical elements, focusing on optimizing the flow of products
from the factory (deliveries) and the incoming materials. This leads to enhanced demand
forecasting and coordinated planning. (World Manufacturing Forum, 2020).

We can model allinvolved actors (LSP, origin supplier, factory and other external LSPs) as CDTs
that can propagate information about their delivery status (delivery from the factory, load factor
during transportation, delivery destinations, SLA terms, etc.). Through a peer-to-peer network all
CDTs can assess potential alternatives (merging deliveries, exception management as a
response to an event) and negotiate with other CDTs for optimal solutions to minimize delivery
times and cost. To do this, the CDTs need to consider other stakeholders’ plans (delivery plans,
MRPs for the factories, etc.) so a more holistic view and approach is needed that extends beyond
each CDT status.

Localization: Ad-Hoc or Constant Collaborations with Local Manufacturers

One of the key factors for resilience in value network networks is the ability to make the best use
of local manufacturers. The deployment of flexible shop floors (3D printing, micro-scale
manufacturers, etc.) enables more agile and local manufacturing sites. Furthermore, smart
specialization platforms (S3P) (European Commission, n.d.) are local catalogues assisting
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companies to find local partners. To cope with the needs of personalization, customization and
production flexibility, responsiveness (time to market, time to fixing, time to replacing parts, etc.)
and cost effectiveness (inventory, production and other costs) are the key factors for
sustainability and resilience within the whole supply network. In such a model, we can have the
local manufacturers as CDTs where we assess various strategies for SLA management
(production or spare parts in response to customer claims).

In the long term, we can model different production networks, distribution and local support
centers as CDTs and perform various scenarios for optimal response taking into consideration
aspects such as: capacity, delivery times, historical customer claims data, etc. Each actor as a
CDT will have its own behavior and in such simulation scenarios, we can assess the behavior of
the network.

In the short term, we can also have ad-hoc decision making for a specific part that is not in the
production pipeline (e.g., for a part requested by a specific customer). Through the utilization of
CDTs, we can assess various alternatives depending on the real-time information about
availability, capacity, delivery times and other parameters.

Manufacturing as a Service/ Re-configurable value networks

In a broader sense of the localization, we have Manufacturing as a Service model, where
organizations can create an ad-hoc collaboration with an external partner and reconfigure the
value network. in such cases, organizations can digitize and servitize their manufacturing
processes, with mechanisms to supervise resource matching and service composition to be
indexed by others and establish collaboration for a particular problem (e.g. product
configuration, redesigning the value network to deal with disturbances, etc.)

Through our approach, a company can augment machine utilization, product availability as
shared assets, introduce sharing of resources to create products in a sustainable manner, and
support resilience in value chains.
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5 Pilot Study: Magnet Circular Value network

In this section we will implement the solution framework described in section 4 in a value
network where different stakeholders are connected to transform WEEE into bonded magnets
(pellets) and then use the pellets to produce magnetic products.

Allfindings in this section have been the output of Plooto Horizon 2020 research project

lem Product Passport through Twinning of Circular Value Chains -
European Union’s Horizon 2020 research and innovation programme
under grant agreement no. 101092008

5.1 Case Description
5.1.1 Background

There is a rapidly increasing demand for permanent magnets (PMs) in modern technological
applications with a 7% annual increase, mainly boosted by electric vehicles and green energy
technologies. One of several processes for making magnets is the injection in magnetic plastic.
Injection molding is a method employing a polymer as a solid blinder plus the magnetic material.
Plastics are first assembled in an injection unit and then injected into a high-pressure mold.
When the mold is cooled, the liquid plastic solidifies and can be removed from the mold. With
this technique, millions of magnets in a wide variety of shapes can be produced in an automated
way.

This type of magnet production typically makes use of Neodymium Iron Boron (NdFeB) as a raw
material. Neodymium is a light rare earth element (REEs) and is vital in building magnets for
motors and in many other applications. The main global supplier of Nd is China (86% of
extraction and 99% of processing). The produced magnets can serve the production of a wide
range of magnetic solutions for industrial magnetic systems (e.g., magnetic filtration, recycling,
transport systems), electromagnets and electrical systems with applications in sectors such as
automotive, electronics, motor and wind energy, aeronautics, medicine, recycling, mining,
robotics and building. At the end of life of these products, magnets and motors become part of
what is known as Waste from Electrical and Electronic Equipment (WEEE).

5.1.2 Overview

Our case focuses on a circular value network, aiming at increasing the reuse of NdFeB and
Strontium-ferrite (Sr-ferrite) permanent magnets (PMs), recovered by WEEE from magnet
products.

Page 73



Kostas Kalaboukas PhD Thesis

Gérf rmet\_) Bonded NdFeB Bonded Sr-ferrite Sintered Sr-ferrite

Recovery of magnets from scrap (electronics): bonded NdFeB, bonded Sr-ferrite and sintered Sr-ferrite

(For large magnets: Downsizing < 40 mm)
f =i dea

-

Sorting of the different types of magnet materials by visual inspection and
magnetic characterization.
For bonded magnets (NdFeB and Sr-ferrite): crushing to smaller particle size
+ repolymerization by IMDEA's methodology (solution casting-based) to provide
permanent magnet pellets for magnets fabrication (IMA).
For Sr-ferrite sintered magnets: crushing and grinding to reduce patrticle size
(micrometer size) followed by two alternative routes:

(i) Direct polymerization through IMDEA's compounding method.

(i) Improvement of permanent magnet properties through IMDEA's

Flash-milling method + polymerization by IMDEA's compounding method.

* Quality tests of the permanent magnet pellets and filament extruded out of them
(microstructural, morphological and magnetic tests).

-

IMd +  Fabrication of new bonded magnets from pellets provided by IMDEA.
Frscston In Wagnattc » Leftovers and disregarded magnets will be sent to IMDEA for reprocessing.

Figure 26: the process for WEEE transformation to permanent magnets

The possibility to recover NdFeB PMs from WEEE brings many competitive advantages such as
a decreased dependency on other countries for the obtention of Nd (a rare earth element, i.e., a
critical raw material) to manufacture magnets in Europe, the obtention of a competitive
secondary raw material source and the valorization and reduction of WEEE landfilled. Given the
unstable prices of rare earths over recent years, and together with the improved design of
devices by manufacturers making possible the substitution of NdFeB magnets by ferrites in more
and more applications, Sr-ferrite magnets have received a renewed interest from both the
scientific community and industry, including magnet manufacturers and end-users from
automobile, renewable energy technologies, home appliance and electronics.

Nowadays WEEE arrives mixed and crumbled. After arrival, different processes are applied
to sort ferrous and non-ferrous materials. However, the Nd found in the different electrical
motors is currently not recovered. IMDEA has developed a method for recycling permanent
magnet residue resulting from the manufacture of PMs at an industrial plant (Bollero et al.,
2017), which allows the recycled powder to be used for the fabrication of injected magnets.
Additionally, application of IMDEA'’s self-developed methodology (flash-milling) (Bollero A. et al.,
n.d.) to ferrite recycled powder has been demonstrated to increase the PM properties well
beyond those of the brand-new-commercial powder, thus creating the possibility of fabricating
an improved permanent magnet material. As for the fabrication of PM/polymer composites for
injection, IMDEA has developed a state-of-the-art scalable solution-casting method,
successfully applied to diverse permanent magnet materials (including NdFeB, ferrite and
MnAILC) (Palmero et al., 2018). This method allows the possibility of using solution-casting
in the preparation of a PM/polymer compound with a very high load of PM content (above
90 % PM content) to be used for injection and extrusion.

The above requires:

e accurate and reliable data concerning composition, quantity available and cost of the
recovered PM material,
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e an increase and optimization of the use of the secondary raw material in the magnets
production from the magnets’ producer perspective (IMA).

From the recycling plant perspective (FERIMET, IMDEA), it needs intelligent systems providing
recommendations and supporting decision-making tailored to the diversity of motors and
magnets found in WEEE to select which elements from WEEE are technically and economically
worth processing to extract Nd with conventional methods.

5.1.3 WEEE to magnet products transformation process description

The underlying scenario includes a magnet production process (IMA) from PM pellets, extracted
through a recycling process (IMDEA) of bonded (NdFeB and Sr-Ferrite) and Sr-Ferrite sintered
magnets recovered (FERIMET) from scrap, i.e., electrical motors or similar components. The
whole transformation process is presented in Figure 27.

Oaher sl
materisk

LTSI Y epep——

Figure 27: Detailed process for WEEE transformation to magnet products

The need is to create CDTs for each of the processes involved, such as processing WEEE to
extract PMs, recycling bonded (NdFeB and Sr-Ferrite) and Sr-Ferrite sintered magnets,
manufacturing bonded magnets (IMA) by fabricating new ones and re-processing disregarded
ones, in order to connect the secondary raw material supplier (FERIMET) with the raw material
consumer (IMA) while continuously assessing and evaluating the various steps in recovering PMs
from WEEE using conventional methods. In more detail, WEEE processing CDTs will select the
more profitable components and equipment from WEEE to extract magnets, assessing different
options e.g., the use of Hyperspectral Cameras or the use of magnetic sensors that can identify
which components contain magnetic materials. Once the potential WEEE component is
selected, WEEE processing CDTs will support the extraction of the magnetic component
from its housing. Motors and magnetic components can be found in many ways in many
different types of electrical and electronic equipment. Different automation strategies with
available technology for a mechanical extracting process of the magnets will be assessed for
different kinds of electrical and electronic equipment, and once the magnetic component is
accessible it will assess its composition in Ferrite and NdFeB PMs and recover both separately
and once the NdFeB component is recovered, the recycling CDT will process the crumbling to
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powder in a controlled atmosphere so as to prevent oxidation of the magnetic material and to
become a suitable raw material in IMA manufacturing process CDT. In the case of ferrite, the
complete process can be carried out in air.

The orchestration of the above CDTs will support the traceability and certifications
concerning policies and processes (e.g., determining whether the recycling technology
does what it is supposed to do) as well as outcomes and products (e.g., certifying the origin
of the NdFeb PMs) and will lead to the provision of a magnet passport containing all information
on raw material composition, origin and standards.

Cognition services within the process CDTs include predictive and prescriptive systems to
provide automated support to FERIMET’s decision on whether to recover or not WEEE
magnets depending on each electrical and electronic equipment. The developed tools will
use integrated sensors (hall sensors, multispectral cameras, etc.) in the recycling plant together
with external data from material prices and demand to establish the total revenue obtained from
extracting the neodymium. A forecast of the expected amount of neodymium, to be obtained
over a defined period (each week, month, etc.), will be shared with interested customers. As a
part of collective cognition, the CDT federation will allow potential customers to set
procurement orders in time for the moment in which a new batch of neodymium is
available for delivery. This process will increase the circularity index of WEEE.

Last, in line with the new EU Digital Product Passport, there is a need to ensure traceability and
information sharing along the value network in terms of specific information.

5.2 Implementation approach

Given the above case and needs, we will proceed with the configuration of our proposed
framework by:

e Modelling the value network CDT (stakeholder and material flows)
e Understanding the information needs

e Defining the applicable governance principles

5.2.1 Value network CDT modelling

To begin with our modelling approach, we need first to clarify the main flow and involved
stakeholders. This is presented in Table 9.

Stakeholders Process H Roles ‘
FERIMET WEEE Magnet | Starts the recycling value network. Receives WEEE to
Extraction extract the magnets present in different components.
IMDEA Magnet Pellet | Transformation of the raw material (extracted magnets)
production into a secondary product (pellets).
IMA Magnets Magnet production Tran.sformation of the secondary product (pellets) into
the final product (new magnets).

Table 9: Value network stakeholders and flow description

Therefore, we have three main assets (materials or products) that are processed and shared in
the value network (Figure 28):

e WEEE, which in our case are the starting point and may come from different organizations.
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o Extracted Magnets, which is the outcome of FERIMET and incoming material for IMDEA

e Magnetic Pellets, which are the outcome of the IMDEA transformation process and are used
as incoming material to IMA

e Magnetic Product, which is the final product from IMA.

Extracted Incoming Magnetic Incoming
Magnets Magnets Pellet Pellet

@ -@ -©

WEEE Magnet Extraction Magnetic Pellet Production Magnet Production

WEEE Magnets

Figure 28: VN-CDT Model: Materials and Stakeholders’ flows

The next step is to define the necessary configurations for assets or networks, following our
approach in section 4.3.3. Table 10 presents the overall modelling configuration, for an ICT
solution on value network DTs where for each step (entry in the solution) there are two concepts:

o Network/Asset: Means that the particular entry in the configuration table is characterized as
an:

- Asset, i.e., a material or a particular step in the process.
- Network: Representing the whole operation of a particular stakeholder.

e Shared or private: is whether the entry is monitored at the intra- (private) or Inter- (shared)
organization level.

Step or material Stakeholder | Network/ Name Shared or
Asset private

FERIMET (from WEEE to extracted magnet)

WEEE FERIMET Asset WEEE Private Material

Magnet Extraction from FERIMET Network Magnet Extraction from | Shared Operation

WEEE WEEE

Classification/ Extraction | FERIMET Asset Classification/ Private Operation
Extraction

Extracted Magnet FERIMET Asset Extracted Magnet Shared Material

IMDEA (from extracted magnet to magnet pellet)

Incoming magnets IMDEA Asset Incoming extracted Shared Material
magnet

Magnet Pellet Production | IMDEA Network Magnet Pellet Shared Operation
Production

Material selection IMDEA Asset Material selection Private Operation

Bonded material IMDEA Asset Bonded material Private Material

Coated or contaminated IMDEA Asset Coated or Private Material
contaminated
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Step or material Stakeholder | Network/ Name Shared or

Asset private
Demagnitizer IMDEA Asset Demagnetizer Private Operation
Crushing IMDEA Asset Crushing Private Operation
Homogenizer IMDEA Asset Homogenizer Private Operation
Extrusion IMDEA Asset Extrusion Private Operation
Morphological and IMDEA Asset Testing Private Operation
microstructural testing
Magnet Pellet IMDEA Asset Magnet Pellet Shared Material
IMA (from magnet pellet to magnet product)
Incoming pellet IMA Asset Incoming pellet Shared Material
Magnet production IMA Network Magnet production Shared Operation
Magnet IMA Asset Magnet Private Material

Table 10: Modelling shared and internal assets processes in the value network

Having the above configuration needs, we can proceed to the rest of the actions in the modelling
of the value network CDT as mentioned in section 4.3.5. Table 11 shows the different entries in
each stakeholders’ ICT solution.

VN-CDT Modelling Step FERIMET

New Collaborator:
IMDEA

Collaboration
establishment

(section 4.3.5.1)

New
IMDEA, IMA

Collaborators:

New
collaborator:
IMDEA

Create shared asset New outgoing | New incoming shared New incoming
(section 4.3.5.2) z_h?rec: n ass:,t: asset: Extracted Magnet i:aredta:s[([at:t
xtracted Magne New outgoing shared agnet Felle
asset: Magnet Pellet
Access control policies See Governance configuration in section 5.2.3
(section 4.3.5.3)
Link shared assets Linked shared | Linked shared asset: | Linked shared
(section 4.3.5.4) ;sase;;t Extracted | Extracted Magnet ijﬁ:; Magnet
g e Owner: FERIMET
e Owner: e Owner:
FERIMET * User:IMDEA IMDEA
Linked shared asset:
e User: IMDEA Magnet Pellet e User:IMA
e Owner: IMDEA
e User:IMA
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VN-CDT Modelling Step FERIMET IMDEA IMA
Linking different | Network id: A1 Network Id: A1 Network id: A2
networks FERIMET -> IMDEA | FERIMET -> IMDEA IMDEA -> IMA

(section 4.3.5.5) Network id: A2

Linked Network id: A1
IMDEA -= IMA

Table 11: Configuration entries in the stakeholders for the magnet VN-CDT

5.2.2 Information sharing needs and Digital Product Passport

Having all the VN-CDT configuration details, we need to understand and model the information
sharing needs. The main drivers in our value network are the following:

e The need to share the necessary information between the collaborating parties about the
shared asset (outgoing-incoming material). This is mainly for internal purposes, with a focus
on how to make the best use of this product from the quality (e.g. selection of different paths
based on the type of magnet received in IMDEA) and the operational point of view (e.g.
understanding magnetic properties and configuring the optimal parameters in the bonded
magnets transformation steps at IMDEA).

e The Digital Product Passport. This will define the information to be visible from the end point
of the value network (i.e., IMA) and some of the datasets will come from the previous WEEE
transformation processes and stakeholders.

5.2.2.1 Shared Asset information

For the first case, the following information is needed from FERIMET to IMDEA and from IMDEA
to FERIMET.

Data Type and metrics/units Owner Source Used in

FERIMET -> IMDEA

Type of Material Type: Text - FERIMET IMDEA, IMA
e NdFeB

e Sr-Ferrite

Quantity of raw magnet|Type: Number - Ferimet IMDEA

material Unit: Kg

Origin Type: Text - Ferimet IMDEA
Values:

e white appliances
e engines

e WEEE
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Type and metrics/units

IMDEA -> IMA

Type of Material Type: Text - FERIMET IMA
e NdFeB
e Sr-Ferrite

Quantity of pellets Type: Number IMDEA IMDEA IMA
Unit: Kg

Physical properties Dimension of the pellets|IMDEA IMDEA IMA
(shape, length, weight)

Magnetic properties Remanent magnetization|IMDEA IMDEA IMA
(emu/g), Coercivity (kOe),
strength of magnet (BH)max,
(kJ/m?3)

Chemical properties Chemical composition and|IMDEA IMDEA IMA
corrosion resistance of the
pellets.

Table 12: Information sharing overview

5.2.2.2 Digital Product Passport and Information Sharing needs

The digital product passport envisaged for this value network contains the following information
from all involved stakeholders:
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PARAMETERS UNITS (S.1.)/ text
- [
MCELSA™  (ferimet
(S GROUP AL Physical Quantities Quantity
Source of the * WEEE Category (Nd or FeB)
- WeEE cotegory magnet *  Origin (supplier)
- Quantity (kg) o e *  Region of origin
: Material Safety Data Sheet (MSDS) Data Sheet (MSDS)
minstituto
@i dea %
)
. . Material Name Nd or FeB (FERIMET) N ot
nanociencia oot . o Required drying time s
- olymer Base Pre-drying Temperature °C
+  Quantity (kg) Magnetic Powder Y%wt N
+ WEEE category . R Maximum Temperature °C
+  Origin Magnetic Properties
-+ Region Temperature to Decompose 2C
* Br T
* See table * He kA/m Temperatures for each injection 2C
* BHmax ki/m? zones
Material density kg/m? Temperatures nozzle °C
. See table Maximum Temperature  2C Fe.qui‘redtirne for each H
Personal Protective EPIs (Safety needs) Injection zone
Equipment Required time wait before open s
Temperature to eC the mold
Decompose
PARAMETERS UNITS (S.1.)/ text
Informative message “In order to improve the sustainability of the

magnets, IMA is using magnetic material
recovered from different EOL WEE. In this magnet
contains magnetic materials from different
recycled sources.”

Sustainability data

+  See table in document

Material certificate % wt Of reCVCIed %Wt
+ See table in document
material
Source of the magnet Nd or FeB (FERIMET)

Figure 29: Decomposition of the DPP from end point to origin

The DPP will be included in the lot number of each shared asset. This means that the tagging
method for the material flow will be the lot number.

As can be seen, the common information along the value network is the type of magnet material
(Nd or FeB) that is shared among the three stakeholders.

5.2.2.3 Traceability through the VN-CDT

In this section we will configure the information to be shared through the external assets. The
basic configuration setting for the shared assets is the following:
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Shared asset Name i Linked id Tagging method
FERIMET

WEEE WEEE - N/A

Extracted Magnet Extr-Magnet - Lot

IMDEA

Incoming extracted magnet Extr-Magnet - Lot

Magnet Pellet Mag-Pellet - Lot

FERIMET

Incoming pellet Mag-Pellet - Lot

Magnet Magnet - Lot

Table 13: Shared Asset codification and tagging methods

For the sake of simplicity, we made the following assumptions:

e We consider that the codification of incoming and outgoing assets is the same, which
means that there will be no linked ID in the asset code.

e The tagging method is the lot number

Figure 30 shows the flow of information sharing among the external assets in the stakeholders’
and materials flow. We have added the “system” entity to illustrate how this information is
stored in a value network DT solution.

The detailed data tables for information monitoring per production asset and materials that
support the flow below are presented in Annex A.
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System
. Network name: Magnet Extraction
Network id: A

. Asset id:Extr-Magnet
e Asset name: Extracted Magnet

|

tem ext. asset id: Extr-Magnet
. R101

System ext asset id: Extr-Magnet
Lot: R101

System
(incoming) Asset id: Extr-Magnet
(incoming) Asset name: Extr-Magnet

Network name: Magnet Pellet Production
Network id: Mag-pell

Asset name: Magnet pellet
Asset id: Pell

System asset id: Pell
Lot: Pell103

System
(incoming) Asset name: Magnet Pellet
(incoming) Asset id: Pell

Network name: Magnet Pellet Production

Network id: Mag-Productionl - Stakeholders’ flow
Asset name: Magnet Product
Asset id: Magnet
- Materials flow
System asset id: Magnet
Lot: M2023
- Systemrecords

Figure 30: Digital Product Passport information sharing in the circular magnet value network

Based on this flow, the operational and system steps are the following:

FERIMET
Magnet extraction from WEEE by FERIMET

Operational Step #1: Magnet Extraction - Create production order ID: WEEE-06 (From ERP)
System gets data sources/ telemetries (from sources)
e Production conditions (sensors, time,....).

- Timestamp
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- Production ID
- Conditions

e Material ID consumed.
- Timestamp
- Production ID
- Conditions

System stores them as data sources/telemetries in network ID “A”.

Operational Step #2: Create outgoing Asset lot and DPP
System creates a DPP for the asset “Extracted Magnet” with info:
e |D: Extr-Magnet

e Lot: R101

e Textual descriptions

e Telemetries referenced to the order ID from which the Lot ID: R101 is created

System already has the link between Lot: R101 and Production ID: WEEE-06

IMDEA
Magnet Pellet is generated by IMDEA

Operational Step #1: Material receipt: Record incoming material ID (manually, ERP, reader, ...)
System gets a DPP in shared asset ID Extr-Magnet

e Timestamp

e AssetlotR101

e DPPinfo of the asset Lot R101

Operational Step #2: Production - Create production order id: Pell-2023-04 (From ERP)
System Gets data sources/ telemetries (from sources)
e Production conditions (sensors, time, ....).

- Timestamp

- Production id

- Conditions (see Material Safety Data Sheet and Data Sheet in IMDEA DPP - Figure
29)

e Material ID consumed.
- Timestamp

- Production id
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- Conditions

System stores them as data sources/telemetries in network id Mag-Pell.

Operational Step #3: Create DPP

System creates a DPP for the Asset id: Pell103 with info:
e Lot: Pell103

e Textual descriptions

e Telemetries referenced to the order ID from which the Lot id: Pell103 is created

System has already the link between Lot: Pell103 and Production ID: Pell-2023-04

IMA

Magnet Pellet is used by IMA to generate magnet product.

Operational Step #1: Material receipt: Record incoming material id (manually, ERP, reader,...)
System gets a DPP in Asset code M1

e Timestamp

e Assetlot Pell103

e DPP of the Asset Lot Pell103

Operational Step #2: Production - Create production order id: M-prod-2023 (From ERP)
System Gets data sources/ telemetries (from sources)
e Production conditions (sensors, time, ....).

- Timestamp

- Productionid

- Conditions (data measured for the sustainability: CO2, see IMA DPP format in Figure
29)

e Material ID consumed.
- Timestamp
- Productionid
- Conditions

System stores them as data sources/telemetries in Network id: Mag-Prod.

Operational Step #3: create output: final product.
e OQOutput Lot: M2023.

e Link ID with production order ID (in ERP or manually).
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e DPP of the Asset Lot M2023

System already has the link between Lot M2023 and Production ID: M-prod-2023

In summary, the main connection points between the modelled assets and networks are
presented in Table 14.

Asset/Network Name id Lot number | Reference Info to monitor
Production ID

FERIMET
WEEE WEEE - WEEE-06 Quantity/type
Network: Extracted A WEEE-06 Production
Magnet conditions
Extracted Magnet Extr-Magnet R101 WEEE-06 DPP
IMDEA
Incoming extracted Extr-Magnet R101 Pell-2023-04 Quantity/type
magnet
Network: Magnet Pellet Mag-Pell Pell-2023-04 Production
Production conditions
Magnet Pellet Mag-Pellet Pell103 Pell-2023-04 DPP
FERIMET
Incoming pellet Mag-Pellet Pell103 M-prod-2023-04 | Quantity/type
Network: Magnet Mag-Production M-prod-2023-04 | Production
production conditions
Magnet Magnet M2023 M-prod-2023-04 | DPP

Table 14: Overview of main connection points in magnet SC traceability

5.2.3 Applicable governance framework

In line with the Governance framework (section 4.2) the main elements to be configured are:

5.2.3.1

Business Collaboration

At the business collaboration we have all the agreements for the information sharing and DPP

described above.

In any system this can be formalized with a contract (collaboration Agreement file) that is shared

at two levels:

e The high level of collaboration among the two patrties.

e Shared asset-specific collaboration agreement (information to be shared in the shared

asset).

In both cases, when the agreement is finalized, we can transform it into a smart contract through
ablockchain infrastructure, where all agreements will be stored and can be retrieved at any time
by the collaborating parties.
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5.2.3.2 Decision making at the CDT level

In our case apart from monitoring and information sharing functionalities, each partner in the
value network has different cognition needs to optimize its performance.

For IMDEA the case is to have an optimal configuration of the internal extracted magnet-to-pellet
process. This applies to the following steps in IMDEA (see Table 10):

o Demagnitizer

e Crushing

e Homogenizer

e Extrusion

Such a cognition functionality is realized through 2 different services:

e A behavioural model is established to enable continuous learning, in which various
configurations can be achieved in the aforementioned steps based on the characteristics of
the magnet extracted through the material selection process.

e An optimizer, where for a particular extracted magnet lot we will define the optimal
configuration of the pellet production process (configurations in the four above cases). Such
configurations have to do with defining the optimal set of parameters used in each phase.
This is crucial because the setup relies heavily on the magnetic characteristics of the
extracted magnet and the measurements obtained during the process selection phase (at
the start of IMDEA where the extracted magnet is analyzed

5.2.3.3 Data and Al Model’ Governance

For the data and model governance, we will extend the configuration matrix (Table 70), where for
each asset and/or network we will define ownership levels and liabilities. The governance
configuration matrices are presented in Annex A.

From a functional point of view, as the services are not “global” but run at local (asset CDT) level,
we can define sharing principles at the shared asset level without a data space implementation.
This means that when the asset is shared, an agreement (following the process in Figure 21) will
be established among the collaborative partners.
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6 Discussion

The evolution of value network digitization creates opportunities for new business and
operational models. With the adoption of digital twin concepts, value networks can transform
from isolated partners into dynamic, living networks sharing information and knowledge with
mutual benefits for all involved stakeholders.

The principal idea of our approach is that value networks are networks of inter-connected
digital twins with different levels of cognition. With this in mind, we are able to design various
kinds of networks, such as value networks (consisting of connected DTs with a particular form
orrelationship) or even clusters of DTs that have no interaction with each other. The latteris also
the case for smart cities where in a city context, different entities belong to, without having any
formalized collaboration with each other. The core enablers or network CDT modelling are
generic, which means that are applicable to any network formation. Of course — depending on
the network particularities —in our modelling not all are needed; forinstance, in our magnet value
network we do not consider the edge/fog/cloud as critical; but there are cases where the value
network actors should pay strong attention to. Let us take for example the case of a refrigerator;
we might have a model where the smart fridge consists of critical parts and there is a need for
each part to have a high enough level of cognition so as to understand the optimal point of
withdrawal or maintenance (Kalaboukas et al., 2023). In this scenario, the processing power
plays a crucial role in enabling decisions to be made at the individual component level, even
when they are situated in distinct locations. In all value network cases, governance plays a very
important role. But even with the current attempts at digitization the focus is on each individual
organization as a separate entity. We proposed a new governance framework that encapsulates
all stakeholders, not as isolated entities but rather as a part of a global virtual entity (value
network CDT) in which they establish collaborations (stakeholders view) and share materials
and information contained therein (material flow). In such a virtual entity and as material and
informationis shared at different levels/tiers, liability is critical. We have extended the traditional
business collaboration with data and model governance. In a material flow (where materials are
shared both as physical entities and as Digital Twins) the information of the material CDT is
critical and must be shared in the right way with the right actors. Data Governance plays this
role, and we have proposed a hybrid approach using widely accepted practices (Data Spaces)
and inherited (at the shared asset level) access control policies.

Furthermore, data may come from a specific algorithm. Al model governance is very important,
since it contains all aspects of liability, ethics considerations and FAIR principles, ensuring
trustworthiness to the end users through explainability and feedback loops. Our approach to Al
governance was also generic. We recognize that a value network can utilize different analytics,
optimization or any other service that runs using, for example, an ML algorithm. We cannot limit
the number of potential Al services applicable to value networks although we can consider some
common elements (e.g., planning, forecasting, etc.) Therefore, we preferred to concentrate on
the common needs (user centered explainability and trust) and based on these we defined the
basic requirements to ensure a minimum level of trust in the data generated by a cognition
service. It is up to the Al service provider to choose the appropriate method to ensure
explainability and how the model will learn from the user. Our approach addressed the necessity
that the end user comprehends and trusts a model (via the Al model certificate), enhancing it
through feedback and user engagement loops. Finally, we have defined the main ICT functional
blocks and usage scenarios to implement the concept of value network CDTs. A plethora of
ICT solutions to support digitization already exists in the industry. However, most of them focus
on optimizing internal operations and with small glimpse to interoperability and per case. It
might be seen that we do not propose a concrete application solution; this is done intentionally
because the author believes that this approach should be used by ICT companies to create new
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functionalities or solutions on top of existing applications. This means that we do not propose a
new solution; rather a roadmap and architectural concepts to implement functionalities that
can serve value networks operating in different domains with each one having their own
characteristics. This roadmap was demonstrated in the magnet value network making use of the
deployment approach (section 4.1.4) through the configuration files presented in Annex A.

However, the implementation of the proposed framework has some limitations/risks:

From a business perspective, the success of such an implementation is highly dependent on
the commitment of the value network actors. This is a critical success factor, and all involved
stakeholders need to put lot of effort into discussions, business agreements on the
collaboration rules (i.e., the business governance) which will then give the principles for
deploying the CDT concept in the whole VN-CDT and each separate CDT.

From an ICT perspective, there are some technical particularities. First, although it provides a
comprehensive approach to information sharing, interoperability among the systems operated
by all stakeholders is still an issue. In fact, there is not a unified codification system for
materials/ products, which necessitates additional effort to map codes in shared asset CDTs.
Many attempts have been made through standardization and other initiatives to develop
vocabularies; yet the problem persists.

Further, we have assumed that information is extracted and structured in a way that is easily
accessible by the collaborating parties. In practice, this is a more complex process and requires
effort for data harmonization. Each organization has different systems that store data that might
be needed for information sharing. Wherever data spaces or the shared external asset principle
are used, the organization needs to ensure that the commonly agreed information is extracted
from the systems and is available for sharing. This is not an easy task, and in some cases (where
complex systems operate) it can also be time-consuming.

Lastly, this approach is novel and there are not many reference implementations/cases to
understand its limitations and areas for improvement in practice. While this is justified by the
novelty of the thesis, we still need to apply it to more value network cases, learn from them and
improve our approach with new additions.
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7 Conclusions - Future Research

Agility and resilience in value networks is becoming a critical factor for sustainability. Through
CDTs we can model all entities in the value network and achieve collaborative monitoring,
autonomous decision making and improvement through a reference cognition process.

In this thesis we have presented a holistic approach to the configuration and operation of CDTs
in agile and resilient value networks. Our proposed model is built on the fundamentals of inter-
connectivity, cognition, information sharing and governance of Digital Twins. Through the
cognition process we can understand failures and trends, simulate different scenarios, predict
impact, and assess different optimization solutions in the whole value network context.

Our approach has many implementations; it addresses the need for agility and resilience due to
the continuously changing environment that value networks operate within. Also, it is in line with
the recent developments and trends in digital transformation and more specifically to circularity
(reverse value networks and waste value chains), digital product passport and improved
productivity/costs.

Deployment and operation of the model require collaboration at the design phase. All actors in
the value network need to work together and agree on a very detailed configuration scheme
addressing not only the cognition process, but also all enablers that support the information
exchange, processing, and actuation. This is an exercise that takes time and requires trust and
transparency among stakeholders. IT alignment is a challenge, but the most crucial aspect is
change management: the ability to re-engineer both intra- and inter-organization processes
involving people, systems, reinforcing collaborative culture, supporting decentralizing decision-
making and a mindset towards adaptation and improvement.

Future work on this topic will be on different aspects.

First, we need more implementations and lessons learnt. This will come through measuring the
effectiveness of the model deployment in different value network contexts with quantitative
KPIs. The evaluation targets need to be set on a per case basis. This means that different value
networks will have their own operational needs, requirements, and processes to be monitored
and improved. Some generic (and indicative) criteria can be improved time-to-market (for a new
product development), early detection of a defect in the value network (early warnings, response
times along the value network actors-CDTs), improvements due to the optimization model
applied, etc. In addition, we will conduct a qualitative analysis to evaluate intangible factors like
satisfaction, growth, and enhanced trust and cooperation among various stakeholders.

Secondly, research is needed on how to create improved mechanisms for data extraction and
harmonization from existing systems and make them available through data spaces or shared
asset data. Similarly, we need more work on the models’ integration. For example, let's consider
the scenario of a global network perspective, where decisions need to take into account the
results from various services and Al models (e.g., predictive maintenance in one factory
producer that affects the production planning in the interactive collaborator). This “global” view
requires model alighment looking both at each CDT behavior as well as the aggregate (whole
value network).

Lastly, we need research on the mechanisms for liability sharing and reputation schemes in CDT
operation. The framework needs to be enriched with such concepts and how they can be
materialized into ICT functionalities and usage scenarios.
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Annex A - Magnets Value network Governance tables

The below tables present the data and models’ governance for each of the modelled CDT in the
magnets value network case.

Table 15 presents the elaborated value network configuration with the following information:

Decision-making capabilities per CDT
Applicable Al models/services

Model ownership

Identification for an Al passport need

Ethics or GDPR considerations of the CDT (with regards to the data monitored)

Table 16 and Table 17: Data monitoring — IMDEA Magnet Pell present in detail the data to be
monitored per asset or network CDT, and different levels of ownership and usage.
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Step Network/  Asset Name Type Tagging Data to be Decisions Applicable Al Model Need for Ethics? GDPR?
(operation) Asset (Operation/ method monitored taken services Ownership Al model
name Material) models Passport?
FERIMET
WEEE Asset WEEE Material WEEE N/A N/A N/A N/A
Magnet Network Magnet Extraction | Operation A
Extraction from WEEE
from WEEE
Classification/ | Asset Classification/ Operation N/A N/A
Extraction (internal) Extraction
Extracted Asset Extracted Magnet Material Extr-Magnet | Lot Table 16: N/A N/A
Magnet Data
monitoring:
FERIMET -
Extracted
Magnet
IMDEA
Incoming Asset Incoming Material Extr-Magnet | Lot N/A N/A
magnets extracted magnet
Magnet Pellet Network Magnet Pellet Operation Mag-Pell
Production Production
Demagnitizer Asset Demagnitizer Operation Optimal e Behavioral IMDEA Yes N/A N/A
(internal) configuration model
e Optimizer
Crushing Asset Crushing Operation Optimal e Behavioral IMDEA Yes N/A N/A
(internal) configuration model
e Optimizer
Homogenizer Asset Homogenizer Operation Optimal e Behavioral IMDEA Yes N/A N/A
(internal) configuration model
e Optimizer
Extrusion Asset Extrusion Operation Optimal e Behavioral IMDEA Yes N/A N/A
(internal) configuration model
e Optimizer
Testing Asset Testing Operation N/A N/A
(internal)
Magnet Pellet Asset Magnet Pellet Material Pell Lot Table 17: N/A N/A
Data
monitoring
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Step Network/  Asset Name Type i Tagging Data to be Decisions Applicable Al Model Need for Ethics? GDPR?
(operation) Asset (Operation/ method monitored taken services Ownership Al model
name Material) models Passport?
- IMDEA
Magnet Pell
IMA
Incoming Asset Incoming pellet Material Pell Lot N/A N/A
pellet
Magnet Network Magnet Operation Mag- N/A N/A
production production Production
Magnet Asset Magnet Material Magnet Lot Digital N/A N/A
Product
Passport

Table 15: Detailed magnets value network modelling and governance
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Table: Data - Ferimet — Extracted Magnet

Group of Metris Is metric public who Who Who has
(as external)? creates/ process access to
owns it? it? it?
Properties Type (NdFeB/Strontium or Sr-Ferrite) Yes FERIMET FERIMET IMDEA
Properties Quantity Kg Yes FERIMET FERIMET IMDEA
Properties Origin (device from which the magnet was Yes FERIMET FERIMET IMDEA

extracted (home appliance, washing machine,

electronics or other type of WEEE)

Table 16: Data monitoring: FERIMET - Extracted Magnet
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Table: Data - IMDEA - Magnet Pellet

Group of Metris

Is metric public

(as external)?

who

creates/

owns it?

Who
process

it?

it?

Who has
access to

Type of Material NdFeB/Strontium or Sr-Ferrite Yes FERIMET IMDEA IMA
Quantity Quantity Kg Yes IMDEA IMDEA IMA
Pellet Dimension Shape Yes IMDEA IMDEA IMA
Length Yes IMDEA IMDEA IMA
Weight Kg Yes IMDEA IMDEA IMA
Magnetic properties Remanent magnetization emu/g | Yes IMDEA IMDEA IMA
Magnetic properties Coercivity (kOe), Yes IMDEA IMDEA IMA
Magnetic properties Strength of magnet (BH)max, kJ/m3 Yes IMDEA IMDEA IMA
Chemical properties Chemical composition of the pellets. Yes IMDEA IMDEA IMA
Physical properties Weight Kg Yes IMDEA IMDEA IMA
Physical properties Diameters mm Yes IMDEA IMDEA IMA
Physical properties Thickness mm Yes IMDEA IMDEA IMA
Physical properties Other specs Yes IMDEA IMDEA IMA
Magnetic properties Remanent magnetization (emu/g), emu/g | Yes IMDEA IMDEA IMA
Magnetic properties Coercivity (kOe), Yes IMDEA IMDEA IMA
Magnetic properties strength of magnet (BH)max kJ/m3 Yes IMDEA IMDEA IMA
Magnetic properties polarity (isotropic, axial, diametrical, Yes IMDEA IMDEA IMA
multipolar)
Chemical properties Chemical properties of the final magnets Yes IMDEA IMDEA IMA

Table 17: Data monitoring - IMDEA Magnet Pell
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