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Abstract

Cryptography is the primary tool used to secure our data in public environ-
ments, where possible malicious adversaries may desire to intercept or tamper it.
Encryption is the cryptographic technique used against eavesdropping adversaries.
The newly arising concept of homomorphic encryption encompasses techniques for
encrypting data in a way such that a desired algebraic structure is preserved, hence
allowing to perform “blind computations”, i.e., to perform operations directly on
encrypted data, without the need for decryption first; the operand(s) and the re-
sult remain encrypted throughout the process. This diploma thesis is focused on
lattice-based cryptosystems (i.e., the underlying mathematical problems ensuring
security are problems on lattices), with lattice-based cryptography forming the new
NIST post-quantum cryptography standard. We explore (a part of) the deep theory
of lattice-based cryptography and study thoroughly the potentials and constraints
of homomorphic encryption, which enables to design and implement efficiently a
small suite of algorithms for encrypted computations. The programming library
(written in C++) that we used for the implementation part is the Microsoft Simple
Encrypted Arithmetic Library (SEAL), which provides some very basic encrypted
math operations (like addition, subtraction, and multiplication). Using SEAL,
some of the encrypted operations that we implemented are encrypted number in-
version, encrypted square root, encrypted absolute value, encrypted linear algebra
operations, encrypted fast Fourier transform (FFT), and an encrypted version of

the if-else statement.
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1 Introduction

Cryptography is the science of securing data in the presence of adversaries. More specif-
ically, at its core, cryptography addresses the “confidentiality” and “integrity” principles
from the CIA triad:

« Confidentiality: Protect data against unauthorized read access.
o Integrity: Protect data against unauthorized tampering.

o Availability: Ensure data is accessible on demand by authorized users.

Confidentiality is achieved through encryption.
Integrity is achieved through cryptographic hashing and digital signatures.

The primary purpose of encryption is to make data impossible to be interpreted by
unauthorized parties. This is achieved via the encryption process that transforms the
initial data that need protection into data that look like “garbage”, namely, impossible
to extract any information from it when accessing it. The encryption process should be
reversible, of course, else, it is just a useless process that converts data to “garbage”.
However, the encryption process reversibility should be easy only for the authorized
parties. For everyone else, it should be extremely hard to reverse encryption. So, in this
encrypted form, data can safely travel across public channels or be stored in third party

hosts.

This inaccessible form of data, though, could be an obstacle if one needs to process
it. Both (mathematically guaranteed instead of policy-based) data privacy and data

processing, one cannot have it all, right? Well, ...

The emerging, rapidly evolving, and fascinating field of Homomorphic Encryption (HE),

which remains at the forefront of active research today, is here to say otherwise.

Homomorphic encryption enables data to be processed while encrypted. Even if one

cannot “see” the data, one is able to process them, “blindly”, but, of course, correctly.

The term “homomorphic” in “homomorphic encryption” comes from a mathematical
concept known as “homomorphism”. Generally speaking, a homomorphism is a structure-

preserving map between two algebraic structures, such as groups, rings, or vector spaces.
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2 Background

2.1 Introduction to Cryptography Theory

This chapter is based on the book [1]. The basic concepts in cryptography theory are

mentioned here, skipping the proofs.

We begin by giving the definition of a cryptosystem.

Definition 2.1 (Cryptosystem or encryption scheme). A cryptosystem (or encryption

scheme) can be defined as a family of algorithms ¥ = (Gen, Enc, Dec),! where:

e Kg is a finite set with the keys used for encryption,

e Kp is a finite set with the keys used for decryption,

e P is a set with the plaintexts,

e (C is a set with the ciphertexts,

e Gen: @ — Kg x Kp generates randomly encryption and decryption keys,

e Enc: g x P — C encrypts the given plaintext under the given encryption key; it

may be randomized,

e Dec: Kp x C — P decrypts the given ciphertext under the given decryption key.

It makes sense to assume that [P| > 1, else there is no point in communicating,.

A simplifying convention (that also makes sense to assume) is that all the elements of P

and C have nonzero probabilities.

This is a very general definition of a cryptosystem. For example, the above definition,
being so general, allows a scheme to have keys, plaintexts, and ciphertexts with different
sizes. Sometimes, it is needed that the cryptosystem adheres to certain specifications.
This can be achieved through an extra parameter, the security parameter A, which is used
to configure things, like the key sizes, plaintext and ciphertext sizes, and the probabilistic
behavior of Gen and Enc; i.e., the elements of the scheme follow some specifications based

on A. For now, we ignore the sizes. Later, they will be taken into consideration.

One thing to note here is that Gen is sometimes presented in bibliography with an input
parameter, the security parameter. Here, it is considered as a scheme parameter, instead

of a Gen parameter.

!The sets Kg, Kp, P, C may not appear in the ¥ = (Gen, Enc, Dec) tuple (just for notation conciseness),

but they are part of the cryptosystem, of course.
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Notation: If the cryptosystem is parameterized by a security parameter A, then it will

be denoted as 3.y instead of just 3.

Notation: At Enc, Dec, the first argument will appear in subscript style, e.g., Enc(p) =
Enc(k, p).

For a cryptosystem to work properly, one must be able to retrieve the information that

was previously encrypted.

Definition 2.2 (Correctness). For the correctness of the cryptosystem, it must hold that

V(e,d) € Gen(@),Vp € P, Pr[Decy(Enc.(p)) = p| = 1.

From the correctness definition, it is easily implied that |C| > [P].

Cryptosystems are divided into two categories: secret-key (or symmetric) and public-key

(or asymmetric) cryptosystems.

o Secret-key cryptosystems use the same key for both encryption and decryption.
Hence, in the case of secret-key cryptosystems Kg = Kp and Gen returns just one
key.

o Public-key cryptosystems use two keys; one is used for encryption and the other

one for decryption.

Now, we are ready to state formally the security of a cryptosystem, the perfect secrecy

definition.

Definition 2.3 (Perfect Secrecy). A cryptosystem with plaintext set P and ciphertext
set C is perfectly secret if and only if for every probability distribution over P, every

plaintext p € P and every ciphertext ¢ € C:
Pr[P=p|C =] =Pr[P = p],
with P, C being random variables over P and C, respectively.
A cryptosystem is perfectly secret if and only if the distributions over plaintexts and
ciphertexts are independent. In terms of Information Theory, this means that their

mutual information is zero, so, no plaintext information is leaked after knowing the

ciphertext.
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There is a very important theorem which states that a secret-key cryptosystem is perfectly
secret if and only if an attacker, given a ciphertext encrypting one of two arbitrary

plaintexts, is unable to distinguish which plaintext of those two was encrypted.

In order to be able to state that theorem, we first define the following eavesdropper game

A,
Bavs.:

Definition 2.4 (Eavesdropping attack). For a cryptosystem ¥ = (Gen, Enc, Dec) and an

adversary A.2

1. An encryption key is generated:
o (k,ignore) < Gen()

2. If ¥ is a public-key scheme, then k is given to A, else, it is kept secret.

3. A chooses two distinct plaintexts, pg, p1 € P, po # p1.

4. Without A knowing, a plaintext is chosen randomly (uniformly) between the two,
and a ciphertext encrypting this plaintext under the generated key is computed:

o« p< {po,pi}
e ¢+ Enci(p)

5. A, having only the knowledge that was given to him in the above steps (i.e., po, p1
and k if and only if ¥ is a public-key scheme, no usage of the ¥ algorithms), is
given the ciphertext ¢, from which tries to retrieve the original plaintext:

o cis given to A;
o A outputs a plaintext p’ € {po, p1};
o if p’ = p, then A succeeded, and it is denoted as Eav“é =1,

o else A failed, and it is denoted as Eave = 0.

Theorem 2.5 (Adversarial indistinguishability). A secret-key cryptosystem ¥ is perfectly
secret if and only if for every adversary A it holds that

Pr{Eav“g = 1} = ;

The above theorem shows the security of a secret-key cryptosystem from an attacker
point of view, which is a more intuitive way to think of it. It states that a cryptosystem

is perfectly secret if and only if any adversary can guess the original plaintext with the

2 A can be thought as an algorithm that tries to “break” the system.



Implementation of Homomorphic Encryption Techniques

probability of a total random guess. No matter how sophisticated the algorithm A may
be, the probability of success will be the same as in a random coin toss. It is a very
important theorem, since it states that adversarial indistinguishability between any two

(but just two) plaintexts is equivalent to perfect secrecy.

Note that we have assumed no limitation on the computational power of A.

One such perfectly secret cryptosystem is the One-Time Pad.
For a plaintext length parameter ¢ € Z=!:

o« K=P=C=1{0,1}* (all the binary strings of length ¢)
o Gen chooses a key k from K according to the uniform distribution
o Ency(p) = k @ p, where @ denotes the bitwise XOR

e Dec = Enc

For the correctness proof, we have that Vk € K and Vp € P:

Decy(Enck(p)) = k @ Ency(p) =k Sk d p = p.

Intuitively, the One-Time Pad is perfectly secret because every bit is changing or not,
totally randomly and independently of the other ones. The attacker has nothing to help

him make a better guess than choosing at random.

However, perfect secrecy (or adversarial indistinguishability) comes with an inherent over-
head.

Theorem 2.6 (Perfect secrecy key size). Let a perfectly secret cryptosystem with key set
K plaintext set P. Then |K| > |P].

For the problem to become more evident, imagine the case where K contains fixed-length
bit-strings for keys and P contains fixed-length bit-strings for plaintexts. This implies
that the key must be at least as long as the message. So, this is not just the case for the

One-Time Pad, but for every perfectly secret cryptosystem.

To address this, we must relax the strict security requirements. It is unrealistic to aim
for security against adversaries with unlimited computational power. In the real world,
there are limitations, and taking those into consideration enables more feasible key sizes

at the expense of perfect secrecy.
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To begin with, we constrain the computational power of adversaries to probabilistic
polynomial-time (PPT) algorithms. This means that A terminates after a polynomial
number of steps with respect to some parameter. This parameter will be the cryptosystem

security parameter A\, and the PPT adversary will be denoted as A,.

The new relaxed eavesdropping attack game will be the same as above, but with the

security parameterized cryptosystem X, and the PPT adversary Ay, namely Eavéj.

Since the computational power is not taken into consideration, we will also consider the
elements of the sets IC, P,C to be bit-strings of some length determined by the security
parameter A\ (each set having its own length); more specifically, the aforementioned bit-

string lengths are polynomial in \.

To proceed with the definition of the computationally relaxed definition of security, we
first define the notion of negligible success probability. In the same way that we consider
polynomial running times to be feasible, we consider inverse-polynomial probabilities to
be significant. Probabilities that are asymptotically smaller than any inverse polynomial

are what we will define as negligible probabilities.

Definition 2.7. A function f is negligible if and only if for every polynomial p(-) there
exists an N such that for all integers n > N it holds that f(n) < -1

p(n)’
Lemma 2.8. Let negl; and negl, be negligible functions.

o The function negly defined by negly(n) = negl,(n) 4+ negly(n) is negligible.
o« For any positive polynomial p, the function negl, defined by negl,(n) = p(n)-negl, (n)
is negligible.

Now we are ready to proceed to the computationally relaxed definition of security.

Definition 2.9 (PPT eavesdropper indistinguishability). A secret-key cryptosystem X
has indistinguishable encryptions in the presence of a PPT eavesdropper if and only if

for all PPT adversaries A, there exists a negligible function negl such that

1
Pr {Eav“;;i = } < 5 + negl(A).

In the above scenarios, the attacker may be the one who chooses which two plaintexts

will be involved in the experiment, but beyond that, they remain completely passive.
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For this reason, we introduce two additional experiments where the attacker it actively
involved in the encryption and decryption processes. These experiments are known as
the Chosen Plaintext Attack (CPA) and the Chosen Ciphertext Attack (CCA).

Before proceeding to the definitions of CPA and CCA, it is essential to introduce the

notion of “oracle” in cryptography.

In cryptography, an oracle is an abstract entity or algorithm that provides answers to
specific queries. It is a black-box function that given an input returns an output. The
potential of an oracle does not have to be realistic. Often, it is assumed that an ad-
versary has access to an oracle capable of solving in O(1) a problem, even if no known
efficient algorithm exists for that problem. This assumption allows us to overestimate the
adversary’s capabilities and show that the system is secure in these conditions, ensuring
its security even when the adversary has less potential. Moreover, if the problem that
the oracle is assumed to solve is an open problem, we can ensure security, even if future

research discovers an efficient algorithm for it.

We begin with CPA.

Definition 2.10 (Chosen Plaintext Attack (CPA)). For a cryptosystem ¥ = (Gen, Enc,
Dec) and an adversary A.
1. An encryption key is generated:
o (k,ignore) < Gen()
If ¥ is a public-key scheme, then k is given to A, else, it is kept secret.
A is given oracle access to Ency(+).

A chooses two distinct plaintexts of the same length, pg, p1 € P, po # p1-

A

Without A knowing, a plaintext is chosen randomly (uniformly) between the two,

and a ciphertext encrypting this plaintext under the generated key is computed:
R
« p< {po,p}
e ¢ <+ Ency(p)
6. A continues to have oracle access to Ency(+).

7. A, having only the knowledge and access that was given to him in the above steps,

is given the ciphertext ¢, from which tries to retrieve the original plaintext:
o cis given to A,
« A outputs a plaintext p’ € {po, p1};
o if p’ = p, then A succeeded, and it is denoted as CPAZ =1,
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o else A failed, and it is denoted as CPAZ = 0.

In a nutshell, this attack looks a lot like the eavesdropping attack, but the adversary now
also has access to the Enc; algorithm to use it as they wish. Note that in this attack A
has access to the encryptor even in the scenario of a secret-key cryptosystem, though, in

this case, A does not have access to the key.

In bibliography, the above attack scenario is often called CPA2 or adaptive-CPA, since
the attacker is given oracle access to the encryptor even after knowing the challenge

ciphertext. In this thesis, we call it just CPA, ignoring the other more restrictive variant.

The following definition formalizes when a cryptosystem is considered secure against
CPA.

Definition 2.11 (PPT CPA indistinguishability). An either secret-key or public-key
cryptosystem >, has indistinguishable encryptions under a PPT chosen-plaintext attack
(or is CPA-secure) if for all PPT adversaries A, there exists a negligible function negl

such that

Pr[CPAZ = 1] < 5 +negl()).

N | —

We continue with CCA. Roughly, CCA is like CPA but with 4 having access to a decryp-
tion oracle, too. The only thing that A is not permitted to request from the decryption
oracle is the decryption of the challenge ciphertext. CCA is the strongest notion of

security in encryption schemes.

Definition 2.12 (Chosen Ciphertext Attack (CCA)). For a cryptosystem ¥ = (Gen, Enc,

Dec) and an adversary A.

1. An encryption key and a decryption key are generated:
o (k,K') < Gen()
2. If ¥ is a public-key scheme, then k is given to A, else, it is kept secret. (Of course,
if 3 is a secret-key cryptosystem, then k& = k'.)
3. A is given oracle access to Enci(-) and Decy(-).
4. A chooses two distinct plaintexts of the same length, pg, p1 € P, po # p1-

5. Without A knowing, a plaintext is chosen randomly (uniformly) between the two,

and a ciphertext encrypting this plaintext under the generated key is computed:
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* P<5 {po, p1}
e ¢+ Enck(p)

6. A continues to have oracle access to Enci(-) and Decy (-), but it is forbidden to

query the decryption oracle for c.

7. A, having only the knowledge and access that was given to him in the above steps,

is given the ciphertext ¢, from which tries to retrieve the original plaintext:

c is given to A;

A outputs a plaintext p’ € {po, p1};

if p’ = p, then A succeeded, and it is denoted as CCAQ =1,
else A failed, and it is denoted as CCAZ = 0.

Again, in bibliography, the above attack scenario is often called CCA2 or adaptive-CCA,
since the attacker is given oracle access to the decryptor even after knowing the challenge

ciphertext. In this thesis, we call it just CCA, ignoring the other more restrictive variant.

Similarly to CPA, the following definition formalizes when a cryptosystem is considered

secure against CCA.

Definition 2.13 (PPT CCA indistinguishability). An either secret-key or public-key
cryptosystem Y, has indistinguishable encryptions under a PPT chosen-ciphertext attack
(or is CCA-secure) if for all PPT adversaries A, there exists a negligible function negl
such that

Pr[CCA“E‘l; = 1| < = +negl(N).

DO | —

2.2 Useful Tools from Number Theory and Abstract Algebra

In this section, we introduce just some basic and useful tools from Number Theory and

Abstract Algebra that are going to be used in the following theory of this thesis.

We begin with number theory.

Definition 2.14. For any n € Z=!, define Z, = {0,...,n — 1}.

Definition 2.15. For any n,d € Z with d # 0, define 74[n] to to be the remainder of the
division of n by d, i.e., n = gd + r4[n] for some ¢ € Z such that r4[n] € Zj,.
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Definition 2.16. For any n,d € Z with d # 0, if d divides n, denote it as d | n, otherwise,
dtn.

Definition 2.17. For any a,b,n € Z, a and b are congruent modulo n if and only if n

divides a — b; in symbols, it is denoted as
a=b (modn) <= nl|a—0b.

Otherwise, if n does not divide a — b, it is denoted as a # b (mod n).

Definition 2.18 (Primitive n-th root of unity). Let ¢,n,w € Z. w is a primitive n-th

root of unity in Z, if and only if

n

w'=1 (mod q),
and for all k € Z,,

WwF#£ 1 (mod q).

Now, we proceed to abstract algebra.

Definition 2.19 (Group). Let a set G and a binary operation x : G x G — G. (G, %) is
called a group if and only if:

e Va,b,ce G:(axb)xc=ax(bxc)

o dee Gsuchthat Va € G: exa=axe=a (eis called the identity element of the
group)

e Va € G: db € G such that a xb = b* a = e, where e is the identity element as
defined above (b is called the inverse of a with respect to *; the expression “w.r.t.

«” will be omitted if the operation is implicitly implied)

The (G, %) group is called an abelian group if and only if its operation is also commutative,
ie,Va,be G: axb="bxa.

Definition 2.20 (Subgroup). Let G, H be two sets with H C G. Let (G, %), (H, %) be two
groups that have the same operation, but, in the second group, the operation is restricted

to the elements of H. Then (H,x) is called a subgroup of (G,*), and it is denoted as
(H,*) < (G, *).

10
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Definition 2.21 (Left and right cosets). Let two groups (G, %), (H, *) such that (H, ) <
(G,*). For any g € G define the left coset of (H,*) in (G, *) as the set containing the
elements g x h for all h € H, and denote it as g x H, i.e.,

gxH={g*h|hecH}.
For any g € G, the right coset of (H,x*) in (G, ) is

Hxg={h*g|hecH}.

Definition 2.22 (Normal subgroup). Let two groups (G, ), (IV,*) such that (IV,*) <
(G,*). N,x is called a normal subgroup of (G,x), and it is denoted as (N, *) < (G, *), if
and only if for all g € G

gx Nxg'=N.

Definition 2.23 (Quotient group). Let two groups (G, ), (IV,*) such that (N,x*) is a
normal subgroup of (G,*). Define G/N to be the set of all the left cosets of (N, x*) in
(G, %), i.e.,

G/Né{g*N’geG}.
Define the x operation® for the elements of G/N like this: for g; * N, g * N € G/N,
(g1 % N) (g2 % N) = (g1 % g2)  N.

Let e € N be the identity element of (N,x). Then, e * N is the identity element of
(G/N, ).

Let g € G, and g~! € G be its inverse in (G, *). Then, the inverse of g * N in (G/N, x)
is gt * N.

Hence, (G/N, ) is a group, and it is called the quotient group of (G, *) by (IV, ).

3Careful: we may use the same symbol to denote the operation in order to show the connection with
the operation of the initial group. However, the context of the operations is different, hence, strictly

speaking, the operation is different.

11
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Definition 2.24 (Group homomorphism). Let two groups (G, %), (H,¢). Let a function
f:G— H. fiscalled a group homomorphism from (G, %) to (H,¢) if and only if for all
u,v € G

fluxv) = f(u)o f(v).

Two immediate corollaries of the above definition are that a group homomorphism maps

identities to identities and inverses to inverses:

e f(eg) = en , where eq, ey are the identity elements of (G, ), (H, ©), respectively.

e Vg € G it holds that f(g~") = f(g)~*

Definition 2.25 (Group isomorphism). Let f be a group homomorphism from one group

to another one. f is a group isomorphism if and only if f is a bijection.

Definition 2.26 (Kernel of a group homomorphism). Let two groups (G, %), (H,©). Let
a group homomorphism f from (G,x) to (H,). The kernel of f is defined as the set of
elements of G that f maps to the identity element of (H,9), i.e.,

ker(f) ={9€ G| f(g) =en}

Three immediate corollaries of the above definition are:

« ker(f) 2 {ec}
o fisnot an injection <= kef(f) D eq
o (ker(f), ) < (G, %)

Definition 2.27 (Ring). Let a set R and the binary operations + : R x R — R and
-:Rx R— R. (R,+,-) is called a ring if and only if:

e (R,+) is an abelian group

e Ya,bce R:(a-b)-c=a-(b-c)
Va,bce R:a-(b+c)=(a-b)+ (a-c)
Va,bce R: (b+c¢)-a=(b-a)+ (c-a)

The ring (R,+,-) is called a commutative ring if and only if the - operation is also

commutative, i.e., Va,b € R: a-b=0-a.

The ring (R, +, -) is called a ring with identity if and only if the - operation has an identity
element, i.e., 31 € Rsuchthat Va e R: 1-a=a-1=a.

12
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In ring theory, as concepts, “ideals” correspond to “subgroups” in group theory, “ideal

7

cosets” or “residue classes” correspond to “cosets,” and “quotient rings” correspond to

“quotient groups.”

Definition 2.28 (Left and right ideal). Let a ring (R, +, ) and a set I such that I C R.
(I,+,-) is called a left ideal of (R,+,-) if and only if:

e (I,+) is a subgroup of (R, +)
e Vr € R,Vi eI it holds that -4 € I (or, more concisely expressed, R-1 C I)

A right ideal is defined similarly, with the only difference being that the last condition is
replaced by i -7 € I (or, more concisely, [ - R C I).

A two-sided ideal is a left ideal that is also a right ideal.

Definition 2.29 (Residue class). Let a ring (R, +,-) and a (left or right) ideal (I, +,-)
of (R,+,+). The residue class of an element r € R is defined as

r+I&{r+iliel}

This residue class is also sometimes written as r mod [ or as [r] if I is implicitly implied.

Definition 2.30 (Quotient ring). Let a ring (R, +,-) and a (left or right) ideal (1, +,-)
of (R,+,-). Define R/I to be the set of all the residue classes generated by (I, +,-), i.e.,

R/I={r+1|re€ R}
Define the +, - operations? for the elements of R/I like this: for ry + I, 7y + 1 € R/I,

e (m+D)+(ro+I1)=(r1+r)+1
. (7’1+[>-(7’2+I):(T1'T2)+[

The additive identity element of R/I is (0 + I). The multiplicative identity element of
R/Iis (1+1).

Hence, (R/I,+,-) is a ring, and it is called the quotient ring of (R, +,-) modulo (I, +,-).

Definition 2.31 (Field). Let a set I’ and the binary operations + : F' x F' — F and
-t Fx F— F. (F,+,-) is called a field if and only if:

4About the notation of the operations, the same thing that was highlighted in the quotient group

definition applies here, too.
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e (F,+) is an abelian group
e (F\{0},") is an abelian group

Definition 2.32 (Polynomial). Let S be a set. A polynomial of degree n (for n € Z=0)

with coefficients in S is an expression
ap + arx + - - - + apx”,

where a; € S for i € {0,...,n}. Denote as S[z| the set of all the polynomials with

coefficients in S with finite degree, i.e.,

Sla] & {goax

a; € S,n € ZZO}.

Two polynomials f(z) and g(z) are considered equal, even if they are of different degrees,
as long as their corresponding coefficients are equal and the higher-degree terms of the
longer polynomial are zero. In other words, f(x) = g(x) if and only if there exists a
degree n such that f(z) = Y, a;z' and g(z) = S, bz’ with m < n, where a; = b; for

all  <m and a; = 0 for all 7 > m.

A polynomial in abstract algebra is just an ordered sequence of elements. x is called
indeterminant and has clearly symbolic role, it is not used for the “classical” polynomial

evaluation.

Sometimes, for conciseness, when it is clear from the context that f(x) is a polynomial,
and it is not useful that the indeterminant x appears in the expression, f(x) will be

denoted as just f.

A polynomial of any degree may have leading zeros. Define the deg operator such that

it ignores the leading zeros and returns the “effective” degree of a polynomial.

Definition 2.33 (“Effective” degree of a polynomial). Let a polynomial f(z) = >, a;z"
of degree n.
n if a,#0
deg(f(z)) = { —o0 if a;=0 Vi€ Zyyy

min{k: € Zy, ‘ a; =0 Vie Zfﬁrl} otherwise

14
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Definition 2.34 (Monic polynomials). A polynomial f(x) = Y1 a2’ is called monic if

and only if ageg(r) = 1.

Definition 2.35 (Polynomial ring). Let a ring (R, +,-). Then, (R[z],®,®) is a ring of
polynomials (or a polynomial ring), where the operations are defined as follows. For any

two polynomials f(z) = X" a;zt, g(z) = X0, bir' € R[z]:

o The @ operation is just the elementwise + operation between the corresponding

coefficients (like the “classical” polynomial addition):

max(m,n)

f@)®gl@)= > (a+b)a’

1=0

o The ® operation is the convolution between the vectors of coefficients (like the

“classical” polynomial multiplication):

=0 \j=0

f(x) ©g(z "i"(i:a] 1])

Definition 2.36 (Polynomial quotient ring). For a ring (R, +, -), let the polynomial ring
(R[x],®,®). Let a polynomial f(z) € R[x] and define the left ideal® (I[z], ®, ®) where

I[2] = R[z] © f(x) = {r(2) © f(z) | r(2) € Rz]}.

Then, the polynomial quotient ring is defined as the quotient ring (R[x]/I[z], ®,®). The
above may be denoted in the simpler notation R[x]/f(x).

Informally, the polynomial quotient ring is constructed by taking the set of all polynomials
in R[z] and imposing the relation f(z) = 0, hence, R[z]/ f(x) contains all the polynomials
with degree less than deg(f).5

For example, let R = Z,, the operations being the classical addition and multiplication

modulo 2, and f(z) = 2? + 1. Then, some examples for Z[z|/(z* + 1) are:

o 0,1,2,1+z € Zsfz]/(x* + 1)
e 24+1=0

5Tt could also be the right ideal; however, in most cases in cryptography that does not matter since,

usually, the ring is commutative.
6Strictly speaking, R[z]/f(z) is isomorphic to the set that contains all the polynomials with degree

less than deg(f); however, we will ignore this theoretical technicality henceforth.
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e PHrx=(2"+1)0r=00x=0
e B=+(1+)r=+2)Br=001r=1

In the following chapters, when referring to a group/ring/field where the endowed oper-
ations are implicitly implied, the full notation may be simplified; e.g., for a ring, instead

of (R,+,"), we may write it just R.

In addition, the notation in operations will be relaxed, e.g., the multiplication symbol
may be completely omitted, and the polynomial addition and multiplication symbols will

be the same with the underlying ring.

2.3 Introduction to Lattice Theory

This chapter is primarily based on the lectures from Regev’s course [2] and [3]. Again,

the basic concepts in lattice theory are mentioned here, skipping the proofs.

In this chapter, when referring to the length of a vector x € R"™, we mean the Euclidean
norm, or the f; norm, defined as [|x||; = />I~; 7. For notational clarity, we drop the

index, and denote this norm simply by ||x]|.

In addition, for v € R® and r > 0, B(v,r) = {x € R" | ||x|| < r} is the closed ball of

radius r around v.
2.3.1 Basic Definitions and Theorems

We begin by defining and understanding the concept of a lattice.

Informally, it is a set of discrete points in m-dimensional space with a periodic structure,

for example, such as the one illustrated in Figure 1.

Formally, a lattice is defined as a discrete additive subgroup of R™.

Definition 2.37 (Lattice). £ is an m-dimensional lattice (or, a lattice in R™) if and only
if:
e L is an additive subgroup of R™:
0cLl,and —x,x+ye€ L forall x,y € L,
o L is discrete:

Every x € L has a neighborhood in R™ in which x is the only lattice point,
i.e., there exists some € > 0 such that B(x,r) N L = {x} forall z € L.7

"That means that there exists some £ > 0 such that ||x — y|| > ¢ for all x,y € £ with x # y; this is

important for defining the minimum distance of a lattice below.
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Figure 1: A lattice in R2.
An alternative and equivalent way to define a lattice is through its basis.

Definition 2.38 (Lattice). Let by,...,b, € R™ be linearly independent vectors. The

ZL}GZ}

We refer to by, ..., b, as a basis of the lattice. Equivalently, if we define B as the m x n

lattice generated by them is defined as

i=1

matrix whose columns are by, ..., b,, then the lattice generated by B is

L(B) 2 L(by,...,b,) ={Bx | xcZ"}.

We proceed with the definition of the rank and the dimension of a lattice.

Definition 2.39 (Lattice rank and dimension). Let £ be a lattice in R™. Let by,..., b, €
R™ be a basis (namely, b; are linearly independent) of £. The rank of £ is n, and it is
denoted as rank(L£). The dimension of £ is m, and it is denoted as dim(L).

It is easily understandable that, since the b; vectors in the above definitions are linearly
independent, n cannot be greater than m, i.e., rank(£) < dim(L£). Informally, when the
rank of a lattice achieves its maximum value, i.e., rank(L) = dim(L), then the lattice is

“expanded” to all the possible dimensions. See Figure 2.

Definition 2.40 (Full-rank lattice). A lattice £ is called a full-rank lattice, if and only
if rank(£) = dim(L).
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(a) A full-rank lattice in R2. (b) A non-full-rank lattice in R2.
Figure 2: Lattices in R? with their bases.
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(a) A basis of Z2. (b) Another basis of Z2. (c) Not a basis of Z2.

Figure 3: The Z? lattice and some candidate bases.

Henceforth, we will focus on full-rank lattices, as the more general case does not differ

significantly.

Definition 2.41 (Lattice span). Let B € R™*™. The span of a lattice £(B) is the linear

space spanned by its vectors,

span(£(B)) £ span(B) = {Bx | x € R"}.

It is easy to see that a basis of a lattice may not be unique. There may be another
basis generating the same lattice, i.e., £L(B;) = £(B,). However, given a lattice £ with
n = rank(L), not every set of n linearly independent vectors in L is a basis of L. See

Figure 3.
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(a) A basis for the underlying (b) This is a basis, too. (c) Not a basis for the under-

lattice, no point in the funda- lying lattice, a point (circled)

mental parallelepiped. is in the fundamental paral-
lelepiped.

Figure 4: The fundamental parallelepiped of a basis.

The first question we address is: how can we determine if a given set of vectors forms a

basis for a lattice?

To answer this question, we first introduce the definition of the fundamental paral-

lelepiped. Then, the following theorem provides a solution to this. See Figure 4

Definition 2.42 (Fundamental parallelepiped). For any lattice basis by, . .., b, we define

i=1

Vi:0<x < 1}.
Equivalently, if by, ..., b, are the columns of B, then

P(B) 2 P(by,...,b,) = {Bx|x€[0,1)"}.

In bibliography, in the above definition, sometimes the z; interval is [—%, %), but this

does not change anything in the following analysis.

Theorem 2.43. Let L be a lattice of rank n, and let by, ..., b, € L be n linearly inde-
pendent lattice vectors. Then by, ..., b, form a basis of L if and only if

P(by,....,b,)NL=2.
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The second question we address is: how can we determine if two given bases By, B, are

equivalent, meaning that they generate the same lattice, i.e., £L(B;) = L(B).

To answer this question, we introduce the definition of the unimodular matrix. Then,

the following theorem provides a solution.

Definition 2.44 (Unimodular matrix). A matrix U € Z™*" is called unimodular if and

only if det(U) = £1.

Lemma 2.45. If U is unimodular, then U~! is also unimodular, and in particular U=t €
ZnXTL.

Theorem 2.46. Two bases B1, By € R™ " are equivalent if and only if Bo = B1U for

some unimodular matriz U.
An equivalent solution to the bases equivalence is the following theorem.

Theorem 2.47. Two bases are equivalent if and only if one can be obtained from the

other by the following operations on columns:

e b; < b; +kb; for some k € Z
. b1<—>bj
° bz<——b2

Another basic notion of lattices is the determinant of a lattice.

Definition 2.48 (Lattice determinant). Let £ = £(B) be a lattice of rank n. We define
the determinant of £, denoted det(L), as the n-dimensional volume of P(B). In symbols,

this can be written as

det(L£) £ \/det(BTB).

In the special case that £ is a full-rank lattice, B is a square matrix, and we have
det(L) = |det(B)].

Although the determinant of a lattice is defined through a basis of it, it is an invariant

of the lattice. It is not dependent on the lattice base.
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If we have a lattice £ and two equivalent bases By, By generating it, i.e., £L = L(B;) =
L(B,), then by Theorem 2.46 we have that there exists some unimodular matrix U such
that Bo = B, U, hence

\/det(BIB,) = /det(UTBTB,U) = \/det(BYBy)

The determinant of a lattice is a metric of its sparsity, or equivalently, the inverse of the

determinant of a lattice is a metric of its density.

Every lattice is intrinsically connected to another lattice called its dual. Dual lattices
are a very useful tool, as certain concepts or problems are better interpreted through the

dual lattice.

Definition 2.49 (Dual lattice). For a full-rank lattice £ in R™, we define its dual lattice

(sometimes known as the reciprocal lattice)

L2 {yeR™"|V¥xe L, (x,y)€Z}.

The above definition could be more general, involving non-full-rank lattices, if y € R™

was changed to y € span(L).

Based on the above definition, we can derive the following geometric interpretation of
the dual lattice. For any vector x, the set of points whose inner product with x is an
integer, forms a series of hyperplanes, each perpendicular to x and spaced by a distance
of 1/||x||. Therefore, any vector x in the lattice £ imposes a condition that all points in

the dual lattice £* must lie on one of the hyperplanes defined by x. See Figure 5 for an

illustration.
Definition 2.50 (Dual basis). For a basis B = |b; --- bn} € R™*", define the dual
basis D = [dl e dn} € R™*™ as the unique basis that satisfies

 span(B) = span(D)
« BTD=1

The condition BTD = I can be interpreted in terms of inner product as (b;,d;) = ¢; ,
where 9; ; is the Kronecker delta function, i.e.,

1 it i=y
(S' j —

2,

0 otherwise.

21



Implementation of Homomorphic Encryption Techniques

< w

Figure 5: A lattice and its dual.

In the case where B is full-rank, then D = B~7. In the general case, D = B(BTB)_1

Theorem 2.51. Let D be the dual basis of a basis B. If L = L(B), then L* = L(D).
Theorem 2.52. For any lattice £ in R™, (L*)* = L.
Theorem 2.53. For any lattice £ in R™, det(L*) = 1/ det(L).

One basic parameter of a lattice is the length of its shortest nonzero vector.® This

parameter is denoted by A;.

Definition 2.54 (Minimum distance of a lattice). The minimum distance of a lattice £

is the length of a shortest nonzero lattice vector:

A(L) £ min ||v].

veL\o

Ai(L) is the smallest r such that £ has i linearly independent vectors of norm at most 7.

8We specify a nonzero vector; otherwise, the zero vector would be a trivial solution.

22



Implementation of Homomorphic Encryption Techniques

Figure 6: Lattice A;.

Definition 2.55 (i-th successive minimum of a lattice). Let £ be a lattice of rank n.

For i € {1,...,n} we define the i-th successive minimum as

(L) £ inf{r € R | dim(span(£ N B(0,7))) > i}.

See Figure 6 for an illustration.

For a full-rank lattice £, there is an upper bound on the length of the shortest nonzero

vector of £, which is an invariant of L.
Theorem 2.56 (Minkowski’s first theorem). For any full-rank lattice L of rank n,

M(L) < V/n(det(£))"".

Minkowski’s first theorem provides a bound on A;(£). Minkowski’s second theorem
strengthens that bound by considering the geometric mean of all \;(£), instead of just

A1(L), which is clearly at least A (L).

Theorem 2.57 (Minkowski’s second theorem). For any full-rank lattice L of rank n,

(Hl MO)W < V/n(det(L£))/™.

A last notion to mention in lattice theory that is used in the LWE problem that is

described in a following chapter, is the concept of probabilistic noise over a lattice.
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Definition 2.58 (Gaussian function). For any positive integer n and real s > 0, which
is taken to be s = 1 when omitted, define the Gaussian function p, : R* — R2? of

parameter (or width) s as

ps(x) & lx|?/s® p(x/s).

The normalization factor 7 in the exponent is selected so that p is its own Fourier trans-

form.
Observe that ps is invariant under rotations of R".
Furthermore, ps(x) = [T, ps(z:).

The continuous Gaussian distribution D, over R" is defined to have a probability density
function ps, but normalized, i.e., proportional to ps such that the probability of the entire

sample space (in this case R") is equal to 1:

A pS(X) — X Sn
fx) = Jrn ps(y) dy po(x)/s"-

Since a lattice £ is an additive subgroup of R", the quotient group R"/L of cosets is
well-defined:

c+L={c+v:veL}ceR"

with the usual induced addition operation (¢; + £) + (ca + £) = (¢1 + ¢2) + L.

Definition 2.59 (Discrete Gaussian distribution). For a lattice coset ¢ + £ C R™ and
parameter s > 0, the discrete Gaussian probability distribution Dy, s is simply the

Gaussian distribution restricted to the coset:

ps(x) if xec+L
DchL,s(X) (S8
0 otherwise

Of course, there is much more theory behind discrete Gaussians than what has been

mentioned above.

2.3.2 Computational Problems

At this point, we introduce some computational problems on lattices. The most basic

computational problem involving lattices is the Shortest Vector Problem, or SVP for
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(a) A “good” and a “bad” basis for a lattice. The fundamental parallelepiped of the “bad”

basis is also depicted to show that {vi,va} is indeed a basis of the lattice.

(b) A solution using the “good” (c) A solution using the “bad” basis.

basis.

Figure 7: “Good” vs “bad” lattice basis.

short. Minkowski’s first theorem provides an upper bound for A\ (L), however, actually,
it may be hard to find it if the given basis of £ is a “bad” basis. There is no known
efficient algorithm for finding such short vectors. A “bad” lattice basis can be thought
as a basis that is far away from being orthogonal, e.g., long vectors “barely keeping the
rank” of the lattice. See Figure 7 for an illustration of how it becomes harder to solve a

system given a lattice point using the “bad” basis.

There are three variants of the SVP, in which a lattice basis is given as input:

o Search SVP: Find the shortest nonzero vector.
« Optimization SVP: Find the shortest nonzero vector length.

o Decisional SVP: Infer if the shortest nonzero vector is shorter than a given length.

Definition 2.60 (Search SVP). Given a lattice basis B € Z™*™, find v € £(B) such that
vl = A (L(B)).
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Definition 2.61 (Optimization SVP). Given a lattice basis B € Z™*", find A (L(B)).

Definition 2.62 (Decisional SVP). Given a lattice basis B € Z™*" and a rational r € Q,
determine whether A\ (£(B)) < r or not.

The lattice bases in the above problems are restricted to integer vectors to ensure the
input can be represented in finitely many bits, allowing SVP to be treated as a standard
computational problem. Allowing rational basis vectors instead of integer ones would
result in an essentially equivalent definition, as scaling can convert all rational coordinates

to integers.
Two easy relations among the three variants above are:

o Decision SVP is no harder than Optimization SVP.
o Optimization SVP is no harder than Search SVP.

In fact, it can be shown that the converse is also true:

o Optimization SVP is no harder than Decision SVP.
o Search SVP is no harder than Optimization SVP.

In summary, the three variants are essentially equivalent.

Additionally, there are the approximation variants of SVP which keep the basic concept,
but, also, parameterized by some approximation factor parameter v > 1; instead of

finding the shortest vector, these approximation variants find a ~-approximation of it

Definition 2.63 (Search SVP.). Given a lattice basis B € Z™*", find v € £(B) such
that v # 0 and ||v|| < - A (L£(B)).

Definition 2.64 (Optimization SVP.,). Given a lattice basis B € Z™*", find d such that
d < M\ (L(B)) <vd.

Definition 2.65 (Promise SVP,). An instance of the problem is given by a pair (B, r)

where B € Z™*™ is a lattice basis and r € Q. Infer which is the case:

o Case 1: \{(L(B)) <r
o Case 2: \(L(B)) > r
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In bibliography, the latter variant of the approximate-SVP, Promise SVP., is usually
called GapSVP and denoted as GapSVP. .

It is a promise problem, meaning that it is defined by two disjoint sets of inputs (in the
above definition those are “Case 1”7 and “Case 2”). Unlike decision problems, the union
of these sets does not have to contain all possible inputs, namely, there are illegal inputs
on which the algorithm’s behavior is undefined. The term “Promise” derives from the

fact that it is promised the input not to be an illegal one.
As before, we have that for any v > 1:

 Decision SVP, is no harder than Optimization SVP,.

« Optimization SVP,, is no harder than Search SVP,.

« Optimization SVP, is no harder than Decision SVP,.

« (Open question) Is Search SVP., no harder than Optimization SVP,?

Decision SVP,, and Optimization SVP,, are equivalent.

One more problem similar to the approximate SVP is the approximate SIVP (Shortest
Independent Vectors Problem). The difference is that the approximate SIVP asks for n

linearly independent lattice vectors, where the norm of each one is bounded by - A, (£).

Definition 2.66 (Search SIVP.). Given a lattice basis B € Z™*", find linearly indepen-
dent vy,...,v, € L(B) such that ||v;]| <~ -\, (L(B)) for all i € {1,...,n}.

Another fundamental lattice problem is the Closest Vector Problem (CVP). The goal is
to find the lattice point closest to a given point in space. As with the previous problems,

for any approximation factor v > 1, we can define three variants.

Definition 2.67 (Search CVP,). Given a lattice basis B € Z™*" and a vector t € Z™,
find v € £(B) such that ||v — t|| <~ - dist(t, £(B)).

Definition 2.68 (Optimization CVP,). Given a lattice basis B € Z™*" and a vector
t € Z™, find d such that d < dist(t,L(B)) < ~d.

Definition 2.69 (Promise CVP,). An instance of the problem is given by a triple (B, t, r)
where B € Z™*" is a lattice basis, t € Z™, and r € Q. Infer which is the case:
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r

. dist(t, £(B))
. dist(t, £(B))

IN

V

yr

SVP, SIVP and CVP are considered hard computational problems on lattices.

In the case of Search CVP,, if the result vector is promised to be unique, the problem is

named BDD,, (Bounded Distance Decoding).

When referring to one of the aforementioned lattice problems without specifying the

variant (search, optimization, decisional, promise), the search variant is implied.

28



Implementation of Homomorphic Encryption Techniques

3 The Concept of Homomorphic Encryption

Homomorphic encryption is a special cryptographic technique that enables computations
to be performed on encrypted data without the need to decrypt it first. This property
is especially helpful in a case where several privacy-preserving computations of data are
to be done and one does not want to provide data in plaintext. Examples include cloud
computing and secure multi-party computation. In these cases, homomorphic encryption
enables operations to be performed on the encrypted data, hence avoiding exposure to

sensitive information during computation and securing data privacy.

The technique is based on the mathematical (more specifically, algebraic) structure of var-
ious encryption schemes, whereby certain operations on ciphertext correspond to mean-
ingful operations on the underlying plaintext. In this regard, homomorphic encryption
can be either partially homomorphic, fully homomorphic, or somewhere in-between, that
is, systems that can allow either addition or multiplication over the encrypted data to

systems that support arbitrary operations.

The idea of homomorphic encryption, conceptually-speaking, goes back to the 1970s.
However, it turned out that in practice it faced severe challenges due to inherent compu-
tational inefficiency. However, recent breakthroughs made fully homomorphic encryption
effective; hence, applications such as privacy-preserving machine learning, secure data
outsourcing, and encrypted databases opened up. In this chapter, we will discuss the

basics of homomorphic encryption and the types of schemes.

At a high level, a homomorphic encryption scheme contains one more algorithm in its
algorithm family (Gen, Enc, Dec); this is the Eval algorithm (which may be randomized).
Eval takes as input an extra kind of key (denoted in subscript) named the evaluation
key (which can be shared publically), a list of ciphertexts (all encrypted under the same
encryption key, public or secret key, depending on the kind of the cryptosystem) and
the kind of evaluation that is going to be performed. Finally, it returns a ciphertext

encrypting the result of this evaluation under the same key with the input ciphertexts.

Mathematically speaking, let pq,...,p, be some plaintexts, and let cq,..., ¢, be some
ciphertexts encrypting the aforementioned plaintexts, respectively, under the same en-
cryption key. More specifically, let (for a public-key cryptosystem) pk, sk, ek be the en-
cryption key, the decryption key and the evaluation key, respectively. For the secret-key

cryptosystem scenario, pk = sk would be the case. So,

¢ + Encok(pi), fori=1,... n.
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Let us say that one desires to compute f(py,...,p,) for any desired function f as long
as f can be efficiently computed. What the Eval algorithm does is that it takes as input
this function f and the ciphertexts encrypting the input plaintexts of f and it returns a

ciphertext that upon decryption will be equal to f(p1,...,pn), i€,

¢ < Evale(f,c1,...,¢,) such that f(pi,...,pn) = Decg(c).

One simple example of a homomorphic cryptosystem is RSA with multiplication. Let

two plaintexts pi, po and their encryptions ¢; = ry[pS], c2 = ry[p5]. Then,

rnleica] = ryl(pip2)©]-

Of course, it is quite easy to understand that a homomorphic cryptosystem is inherently
not CCA-secure. The ability to perform homomorphic operations on ciphertexts gives
to attackers a way to bypass the restriction of the CCA experiment that forbids the
decryption of the challenge ciphertext.

The homomorphic encryption schemes can be categorized based on the capability of the

encrypted operations that these can perform. Some basic categories are:

o Partially Homomorphic Encryption: Schemes that support the evaluation of
circuits consisting of only one type of gate, e.g., addition or multiplication.
e Somewhat Homomorphic Encryption: Schemes that support the evaluation

of circuits consisting of two types of gates, but only for a subset of circuits.

e Leveled Fully Homomorphic Encryption: Schemes that support the evalu-
ation of arbitrary circuits composed of multiple types of gates of bounded (pre-
determined) depth.

o Fully Homomorphic Encryption: Schemes that support the evaluation of arbi-

trary circuits composed of multiple types of gates of unbounded depth.

The strongest notion of homomorphic encryption is the last category, Fully Homomorphic
Encryption (FHE), and the first FHE scheme was introduced by Craig Gentry in his PhD
thesis in 2009 [4].

Gentry introduced a technique called bootstrapping. Consider the following simple exam-
ple in order to understand it. Let a homomorphic encryption scheme that can perform
both encrypted addition and multiplication operations, but, the depth of those opera-

tions is finite (and known), which means that it may not be able to perform as many
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consequent encrypted operations as the user may desire. Bootstrapping is a process that
“resets” the depth consumed by the encrypted operations already performed on a cipher-
text; not only that, everything remains encrypted the whole time of the bootstrapping

procedure, the data encrypted in the ciphertext is never exposed.

Assume that the bootstrapping as a procedure needs depth n. Then, if the cryptosystem
supports depth n + m (for m > 1), then the user can perform m encrypted operations
on this ciphertext, then they perform bootstrapping. Now, the user has again depth
n + m available. Bootstrapping turned a finite-depth homomorphic encryption scheme
to a infinite-depth one. In a nutshell, bootstrapping “refreshes” the available encrypted
operation depth of a ciphertext while that ciphertext is encrypted the whole time during

that procedure.

At a high level, to understand how bootstrapping works, the first thing to understand is
that it acts on top of an encryption scheme that can evaluate its own decryption circuit.
Using the terms introduced above, this means that the Eval algorithm of this scheme

must be able to perform in its input ciphertexts the function f = Dec.

To be more specific, a high level outline of how the bootstrapping procedure works is
presented here. Let a somewhat homomorphic encryption scheme that can evaluate its
own decryption circuit. Let a plaintext p. Assume, for simplicity but without loss of
generality, that Enc is able of encrypting a ciphertext and a secret key; in the general
case it may be needed that those are broken into bits and encoded somehow as plaintexts,

so as they match the Enc specification.

» Generate keys: (pk, sk, ek)

o Encrypt p: ¢ < Encu(p)

o Perform as many encrypted operations as permitted on ¢ using Eval

« Generate new keys: (pk’, sk’, ek’)

+ Add a second encryption layer to ¢ under the new keys: ¢’ <— Enc,u(c)
 Encrypt the initial secret key under the new keys: cq <= Ency(sk)

« Evaluate decryption on cg, ¢: ¢ < Evalge(Dec, ¢y, )

e (' is an encryption of p under the new keys

What Evalg(Dec, cg, ) do is that it removes the inner encryption layer, and this is

possible thanks to the homomorphic encryption property of the scheme.

Let us verify the result:

Decy (c") = Decg(c) = p.
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4 Lattice-Based Cryptography

This chapter is based on [5].

Lattice-based cryptography comprises all those varieties of cryptography based on com-
putational problems that involve lattices in high-dimensional space. Basic problems are
to find the most short vector (SVP) in a lattice and variants, including the Short Integer
Solution (SIS) and the Learning With Errors (LWE) problem. These are thought to be
resistant even against quantum attacks; therefore, such cryptosystems are considered a
promising candidate for post-quantum cryptography. In this vein, several lattice-based
schemes for a variety of cryptographic primitives have been suggested, among others,
encryption schemes, digital signatures, and fully homomorphic encryption directly, by

relying on worst-case hardness assumptions on lattices.

In this chapter, SIS and LWE are introduced, and it is shown how their hardness de-
pends on the hardness of the more “primitive” lattice problems like approximate-SVP,
approximate-SIVP. Being a slightly more specific, worst-case “primitive” lattice problems
(like those mentioned above) are reducible to average-case SIS and LWE, (worst to av-
erage case reduction), which means that solving average-case SIS and LWE is at least as
hard as solving worst-case “primitive” lattice problems, for appropriate parameters, of

course.

After SIS and LWE, their ring variants are also introduced.

4.1 The Short Integer Solution (SIS) Problem

The Short Integer Solution (SIS) problem, initially introduced in Ajtai’s influential work
in 1996 [6], has formed the basis for one-way and collision-resistant hash functions, iden-
tification schemes, digital signatures, and other “minicrypt” primitives, though not for
public-key encryption. Roughly, the reason for the last one is that Ajtai’s function has
“highly surjective” behavior, meaning that it generally “shrinks” the size of its input, i.e.,
the output size is smaller than the input size, implying non-invertibility due to possible

collisions (pigeonhole principle).

Informally, the SIS problem can be described as follows: given many uniformly random
elements of a certain large finite additive group, find a sufficiently “short” nontrivial

integer combination of them that sums to zero.

Definition 4.1 (SISyns). Given m uniformly random vectors a; € Z; , forming the

columns of a matrix A € Z7*™ , find a nonzero integer vector x € Z™ of norm |[|x|| < 3
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,,,,,,,,,

Figure 8: Average-case SIS problem viewed as an average-case SVP problem.

such that

fA<X) =S Ax = inal- =0¢ ZZ,

=1

where the operations are done modulo q.

Here, we emphasize a few simple yet valuable observations regarding the SIS problem:

« Without the constraint on ||x||, it is easy to find a solution via Gaussian elimination.

Similarly, one must take 5 < ¢ because, otherwise, x = (¢,0,...,0) € Z™ would

always be a legitimate (but trivial) solution.

e The norm bound S and the number m of vectors a; must be large enough that

a solution is guaranteed to exist. This is the case whenever § > /[nlgq] and

m > [nlgq]. Hence, a good setup for the problem would be /[nlgq] < < q.

o Any solution for a matrix A can trivially be converted to one for any extension

[A A’], simply by appending the solution vector with zeros, leaving the norm of

the solution as is. In other words, one can ignore columns a; as desired, so, the

SIS problem can only become easier as m increases. Similarly, it can only become

harder as n increases.

The SIS problem can be viewed as an average-case SVP problem on a specific class of

m-~dimensional integer lattices, called “g-ary” lattices, specifically the lattices

LY(A) 2 {xe€Z™ | Ax =0 (mod q)} D ¢Z™.

See Figure 8 for an illustration.
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An essentially equivalent (for typical parameters) variant of SIS, is the inhomogeneous
version of it. Inhomogeneous SIS is almost the same, with the only difference being that
the short integer solutions refer to the equation Ax = u € Z7, where A, u are uniformly

distributed and independent.

The SIS problem allows for a small but significant optimization, known as the Hermite
normal form (HNF). This technique reduces the size of the instance A by n columns,
without sacrificing any cryptographic functionality or hardness. Without loss of gener-
ality, we can assume that the leftmost n columns A; € Zy*" of A = [Al AQ} € Zy*™
form an invertible matrix over Z,. The reason for that is (as it has been observed above),

one can ignore columns as desired. Then, replace A with
ATTA = {In A}, where A 2 AT'A,

and treat the identity n x n submatrix as implicit. Observe that A is uniformly random,
because Aj is uniform and independent of A; . In addition to that, A and [I,, | A] have
exactly the same set of (short) SIS solutions. Hence, SIS instances of the HNF form are

at least as hard to solve as those of the initial form.

On the hardness of the SIS problem, the following theorem, from Ajtai’s work in 1996
containing strengthening hardness improvements from a sequence of works that have
followed, formulates that worst-case GapSVP and approximate-SIVP are no harder than

average-case SIS.

Theorem 4.2. For any m = poly(n), any 5 > 0, and any sufficiently large ¢ > n® for
any constant € > 0, solving SIS, ;n s with non-negligible probability is at least as hard
as solving GapSVP., and SIVP, (among others) on arbitrary n-dimensional lattices (i.e.,

in the worst case) with overwhelming probability (i.e., negligibly less than 1), for some

v=p3-0(/n).

4.2 The Learning With Errors (LWE) Problem

The Learning With Errors (LWE) problem, initially introduced in Regev’s influential
work in 2005 [7], is the “encryption enabling” analogue of the SIS problem. In contrast
to Ajtai’s function, Regev’s function is “highly injective”, hence, increasing the size of its

input and avoiding collisions.

Before we provide the definition for the LWE problem, we need to define the LWE dis-

tribution first.
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Definition 4.3 (LWE distribution). For a vector s € Zj called the secret, the LWE
distribution A, over Zy X Z, is sampled by choosing a € Z; uniformly at random,

choosing e < x, and outputting (a,b = r,[(a,s) + €]).

There are two important variants of the LWE problem: a search version, namely, to find
the secret from the LWE samples, and a decision version that needs to differentiate the
LWE samples from the uniformly random ones. These problems are parameterized by the
parameters ¢, m,n (same to the corresponding ones in SIS), and by an error distribution

x over Z, usually taken to be a discrete Gaussian.

Definition 4.4 (Search LWE,,, ). Given m independent samples (a;,b;) € Z] x Z,

drawn from As, for a uniformly random s € Z (fixed for all samples), find s.

Definition 4.5 (Decision LWE, ;, .., ). Given m independent samples (a;, b;) € Zj X Z,
where every sample is distributed according to either:
o Ag, for a uniformly random s € Z7 (fixed for all samples), or

o the uniform distribution,

distinguish which is the case (with non-negligible advantage).

Here, we emphasize a few simple yet valuable observations regarding both the LWE

problem variants:

o Without the error terms from y, both problems become simple to solve, as we can
efficiently recover s from the LWE samples using Gaussian elimination. In the case
of uniform decision-LWE, no solution s will likely exist with high probability.

 Combining the LWE samples into a matrix A € Z7*™ (whose columns are the
vectors a; € Zy ) and a vector b € Z7 (whose entries are the b; € Z,), and the

corresponding error terms into a vector e, we get that

b=A's+tec Zy"  (operations modulo g).

As in the case with SIS, Search LWE can be viewed as an average-case BDD problem on
the family of g-ary m-dimensional integer lattices: for LWE samples, the vector b lies

relatively close to a single vector in the LWE lattice

L(A) 2 {ATx|x ez} +qz™, (4.2)
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Figure 9: Average-case LWE problem viewed as an average-case BDD problem.

and the goal is to find that lattice vector. In the uniform case, b is far from all points in
L(A) with very high probability.

See Figure 9 for an illustration.

It is easy to verify that the SIS and LWE problems as defined through g-ary lattices in
equations (4.1) and (4.2) are dual to each other, up to a scaling factor of ¢, meaning that

L(A) =g L(A).

Like the SIS problem, the LWE problem has a normal form, too, where the coordinates of

the normal form secret are independently selected from the error distribution x (modulo
q)-

For A = {Al A2:| € Zy~™ with Ay € Zy*" being invertible, we have
~AT'A = [, A], where A2 -A['A,

As in SIS normal form, A is uniformly random since Aj is independent of A;.

b
' e Zy' with by € Zy (observe that b; = ATs + e; for i = 1,2) we have

b,

Forb:[

b= A"b; + b,
= AT (A{S + el) + Ags + e

= ATel + es.

That is, the normal form LWE instance (A,b) comes from an LWE distribution, with
secret e, which is distributed according to the distribution x. Finding e; yields the
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original secret s through

S = A;T(bl — el).

Moreover, for the uniform distribution case of the decision problem, when b is uniformly
random and independent of A, it immediately follows that b is uniformly random and

independent of A.

On the hardness of the LWE problem, the following theorem, from Regev’s work in 2005
(stated strengthened from following works on it), (similarly to SIS, but using a quantum

reduction) formulates that worst-case GapSVP, and SIVP, are no harder than average-
case LWE.

Theorem 4.6. For any m = poly(n), any modulus ¢ < 2P°Y™  and any (discretized)
Gaussian error distribution x of parameter aq > 2v/n, where 0 < a < 1, solving the
decision LWE , n problem is at least as hard as quantumly solving GapSVP._ and SIVP.,

on arbitrary n-dimensional lattices (i.e., in the worst case), for some v = O(n/a).

This theorem provides a quantum polynomial-time reduction for worst-case GapSVP and
approximate-SIVP to average-case LWE, effectively turning any LWE-solving algorithm
(classical or quantum) into a quantum algorithm for lattice problems. The quantum as-
pect or the reduction is relevant because, except from general quantum speedups, there
are no known quantum algorithms for GapSVP,, or SIVP,, that significantly improve clas-

sical ones.

In addition to the above theorem, for any modulus ¢, decision LWE has been shown to
be equivalent to search LWE (with a polynomial increase in the number of samples m),

through a classical reduction.

Furthermore, a classical reduction, further strengthening the hardness of LWE, was in-
troduced by Peikert in 2009. In the classical reduction, the factor v is the same as in the
above quantum-reduction theorem, but only GapSVP is involved, not SIVP. Nonethe-
less, the classical reduction requires an exponentially large modulus ¢ > 2"/2 for the LWE
problem, whereas the quantum reduction works for any modulus ¢ > 2v/n/a. A large
modulus increases the number of bits needed to represent LWE samples, leading to larger

key sizes and less efficient cryptosystems.
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4.3 The Ring Short Integer Solution (RSIS) Problem

On this section and on the following one, the ring variants of the SIS and LWE problems
are introduced. The ring variants are neither a special case or a generalization of the
non-ring ones. These are different problems, though, each ring variant is syntactically
very similar to its corresponding non-ring one. These two sections will be briefer and the

above ones, skipping the hardness results.

Beginning with the RSIS problem, there are some subtle changes to the parameters

compared to SIS. Those are:

e Risaring, which is usually taken to be a polynomial quotient ring of degree n. More
specifically, R = Z[z]|/ f(x), where f(x) € Z|z] could be, for example f(z) = 2" —1,
or f(xz) = 2™+ 1 for a power-of-two n.

e R is also endowed with a norm ||-|| which, for a vector ¥ € R, is defined as ||Z|| =
V/2illzil|2, where ||z could (though not necessarily) be the L? norm of the w;

polynomial coefficients. There are different variants here.

« For a positive integer modulus ¢, we define R, = R/qR = Z,[v]/f(x).

Definition 4.7 (RSIS, g ). Given m uniformly random elements a; € R,, defining a

vector @ € Ry, find a nonzero vector & € R™ of norm ||| < 8 such that

flE) 2 (@ 7) = Y awm = 0 € B,

=1

An important point to highlight is that the number m of elements a; € R, required
to guarantee the existence of a sufficiently short solution, in the case of RSIS is only

m & lgq, in contrast to m ~ nlgq for SIS.

On the hardness of the RSIS problem, things are somewhat similar to the SIS, but not
entirely. There is in this case a worst to average case reduction to “primitive” lattice

problems, but, on a family of lattices called ideal lattices.

4.4 The Ring Learning With Errors (RLWE) Problem

For the RLWE, the new parameters are similar to RSIS, as explained previously: R =
Z[z]/ f(z), where f(x) € Z[z] is a polynomial of degree n, and R, = R/qR = Z,[x]/ f(x).
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Definition 4.8 (RLWE distribution). For an s € R, called the “secret”, the RLWE
distribution As, over R, x R, is sampled by choosing a € R, uniformly at random,

choosing e < y, and outputting (a,b = sa + e mod q).

Definition 4.9 (Search RLWE, g, ). Given m independent samples (a;,b;) € R, X R,

drawn from A, for a uniformly random s € R, (fixed for all samples), find s.

Definition 4.10 (Decision RLWE, g ., ). Given m independent samples (a;, b;) € Ry X R,

where every sample is distributed according to either:

o A,, for a uniformly random s € R, (fixed for all samples), or

e the uniform distribution,

distinguish which is the case (with non-negligible advantage).

On the hardness of the RLWE problem (as mentioned in the RSIS section above), there
is in this case, too, a worst to average case reduction to “primitive” lattice problems, but,

on ideal lattices.

4.5 Why are RSIS and RLWE Preferred in Cryptography?
Short answer: due to smaller key sizes and faster multiplication.

RSIS and RLWE do not have the matrix that SIS and LWE had. Hence, RSIS and RLWE
keys are roughly the square root of keys in SIS and LWE, respectively.

Although, if each polynomial has n coefficients, and we have many polynomials, then
it is like the case with the matrix. However, as noted above, we do not have many

polynomials; quite the opposite, actually.

In the multiplication case, in a matrix-vector multiplication, we have a complexity of
O(n?). However, in the case of multiplying polynomials, FFT-like techniques can be
leveraged reducing the complexity to quasi-linear, O(n) For example, in RSIS, compute
each z;a; € R, in quasi-linear O(n) time, so the total time to compute fz(Z) is also

quasi-linear for typical choices of ¢ and m.

FFT-like techniques usually are a variant of FF'T that work on integral elements. Those
techniques use a DFT-variant called Number Theoretic Transform (NTT). NTT substi-

tutes the DFT complex exponential with an element with similar properties on integer
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modular arithmetic. To be more specific, that element is an n-th root of unity
w'=1 (mod q).
and NTT is

1=0

n—1
NTT(x) = [Z zw" mod q] :
j=[n]

The similar properties of n-th roots of unity to complex roots of unity allows similar
factorizations with DF'T of the above formula, leading to an algorithm for NTT that run

in quasi-linear time, O(n).
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5 A Simple LWE-Based Cryptosystem

In this chapter, we will introduce an example cryptosystem based on the LWE problem, in
order to understand the basics (encryption, decryption, homomorphic operations). Since
this is just a silly toy example just for demonstration, we will keep things as simple as
possible, ignoring smart techniques and optimizations. So, it may seem that there is a
huge overhead. Indeed, homomorphic encryption introduces space and time complexity,

but not as big as in our example; there have been significant optimizations over time.

5.1 LWOoE-Cryptosystem

It will be easier and notationally cleaner to understand how encryption-decryption and
the homomorphic operations work if we start by ignoring the error in the LWE problem.
After grasping the core ideas, we will introduce the error and see how does it affect the

computations.

5.1.1 Definition
So, let us start by introducing the Learning Without Errors public-key cryptosystem
LWoE — PKCS, ;.n 5-

The parameters of the scheme are:

e ¢ € Z=* A number to create the finite ring Z,.
« m,n € Z=": The dimensions of a tall (m > n) matrix A € Z"".

o B€Zy\{0}: A fixed number used in the encryption of the bit.

Having those parameters fixed, we are ready to define the scheme.

Note: The subsequent operations in Gen, Enc, Dec correspond to those defined within the

ring Z,, addition and multiplication modulo q.

Definition 5.1 (LWoE — PKCS,,,, ,.5)-

o Gen: @ — (Z7" X L7') X Ly,
Gen() = ((A,b),s),

where A & L™, s & Zy, b= As € 7.
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o Encyy: Zy — 7 X Zg, with pk = (A, b),?
Encan(p) £ (ATW . blw + Bp),

R
where w < Z7'.

e Decy : ZZ X Lg — Lo,
Decs(c, o) £ not[c’s = o],

where [-] is the Iverson bracket.

Definition 5.2 (Iverson bracket). The Iverson bracket is defined as

1 if s€§

[s € S] = :
0 if s¢8

Observe that information is hidden in the last element of the ciphertext. The remaining

ciphertext contains key-dependent data used in the decryption process.

Some notes on w used during encryption:

e W is no longer needed elsewhere after the encryption process, so, the party that

encrypts can (and must) discard it after finishing the encryption.
o w must be kept secret and must not be reused. If the adversary finds the quantity
b?w, then they can find p. b is already available, as it is part of the public key.
— If w is compromised, then b”w can be computed.
— If w was reused, then b”w can be found by running Enc(0).
o If an adversary tries to run a brute-force attack on w, since w € Z7', an exhaustive

search on its values would need 2™ steps. Moreover, w was chosen uniformly, so,

no value has any probability advantage over any other value.

Another important aspect to highlight regarding the security of this scheme is that in some
corner cases the ciphertext may be transparent, meaning that the plaintext is obvious
just from the ciphertext. E.g., if A was zero or if w was zero, then the ciphertext of the

plaintext p would be (0, 8p); or, another more general example is if, for any reason, b

“When (A,b) is used as index to Enc, the surrounding parentheses are intentionally omitted for

notational clarity.
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was zero (which b is known to everyone), then the ciphertext of the plaintext p would be
(ATw, Bp). Normally, we would like to prevent such cases from happening by ruling out
such possibilities from the distributions under the cryptosystem algorithms, but for now
we will keep it as is for simplicity, as it does not affect the homomorphic properties that

we are trying to demonstrate.

Since the plaintext that is being encrypted with this scheme is a bit, the operations that
we will try to compute homomorphically are the addition and multiplication modulo 2,
or, in binary gates, XOR and AND, respectively. XOR and AND gates can create the
NAND gate, which is a universal gate; that means that if we can evaluate the XOR and

AND gates homomorphically, then we can evaluate any binary circuit that we want.

5.1.2 Correctness & Security

Now, let us proceed with the correctness proof, by starting the algebraic steps in the

decryption function: (Reminder: As =b and (c,0) = (ATW, blw + Bp))

cls=s"c=s"ATw

=b'w =bTw + Bp—pFp
——

o

=0 — fp.

So,cls=0 < p=0,
cl'sto < p#£0 < p=1

Reminder: g € Z, \ {0}.

} <~ p:not[[cTs:a]].

Note that, since w is eliminated in the above operations, decryption works just fine even
for w € Z7", i.e., for w with non-binary elements. The reason for trying to keep w small
is that w contributes to error amplification after each homomorphic operation, as we will

see when we introduce the error to the scheme.

Sometimes, for notational clarity, we will denote the whole ciphertext as c,

:H

and the “extended” secret key as s,
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o fI[;

So, we have

= —cTs+a
=—(0c—pp)+o
= fBp.

Based on that, the decryption function can be rewritten as

Decs(c) £ not[c’s = 0],

Let us now turn our attention to the security analysis of the cryptosystem.

From the point of view of an attacker, in order to “break” the cryptosystem, namely
to extract the plaintext from the ciphertext, they need to find the b”w quantity that
obfuscates the bit p. For this, there are two things that they can try: either find w (and

then compute b”w) or find some s’ € s + ker(A) (and then compute b’w = s”¢).

For the first case (finding w), we have mentioned that brute-force attack has high com-
plexity, O(2™).

One other way would be to observe that the attacker knows ¢ and A, and also knows
that w satisfies ATw = c. But, this is only a necessary condition, not a sufficient one;
there are many solutions to the system ATx = c since A7 is fat, hence the system
is underdetermined. One more condition that is necessary on w that the attacker can
assume (if there haven’t any homomorphic operations taken place on this ciphertext)!®
to help him narrow down the solutions of ATx = c is that w € ZJ'. But, even then, the
problem is hard. Those conditions together form a problem to which Inhomogeneous SIS

can be reduced; and still these are just necessary but not sufficient conditions for the true

value of w. Attacking on w is hard.

For the second case (finding s € s + ker(A)), in most cases ker(A) = {0}, since A is
tall and randomly generated, hence, most probably A is full-column rank and the system
Ax = b will be overdeterminded. However, s was created such that As = b. According

to those, s’ = s most probably is the unique solution. In order to find s" € Zj, the

10Below, we will see that if homomorphic operations have been performed on the ciphertext, then w

may go beyond Z3*.
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attacker has to solve the system Ax = b. For this, the Gaussian elimination algorithm

can be used, which has polynomial time complexity.

However, the Gaussian elimination algorithm is extremely brittle. Errors tend to be

amplified when equations are combined.

The problem becomes hard to solve when we add some small error to the equations:
Ax =~ b. This is why the error makes the problem extremely hard. For now, we have

supposed that there is no error; we will deal with it afterward.

On the following two chapters that focus on the homomorphic operations of the cryp-

tosystem defined here, we will consider, for simplicity, that 3 = 1, hence ¢’s = p.

5.1.3 Homomorphic Addition

Let (pk,sk) = ((A,b),s) and (c;,0;) < Enca p(p;), for i = 1,2.

From the encryptor point of view, if those two ciphertexts were added, we have

(c3,03) = (c1 + C2,01 + 02)

A"w, + ATwy,b"w, +p +b W2+P2>

(
(AT wi + W2 bT(Wl + Wg) + (p1 +p2))
(

ATws, bTws + (py —|—p2)), where w3 = w; + wo.

As we can see, the result ciphertext almost has the known format, with ws € Zs, and

b?w; obfuscating the value p; + ps € Zg. Mt

From the decryptor point of view, we have
cis=(c;+¢)'s
=cls+cls
= p1 + po,

but, the decryptor must return a result in Z,, so we can modify it to return the correct

result, which is p; @ p», like that:

Decs(c) £ notc’s =0 (mod p)].

"'Note that + here is the addition modulo g.

45



Implementation of Homomorphic Encryption Techniques

5.1.4 Homomorphic Multiplication
Let again (pk,sk) = ((A,b),s) and (c;, 0;) < Enca p(p;), for i =1, 2.

Homomorphic multiplication works with Kronecker product under an alternative “ex-
tended” secret key, which is the Kronecker product of the initial “extended” secret key

with itself.
What that means is that p;p, = Decg/(¢; ® €3), with 8 =S ® s.

In order to continue, we remind the Kronecker mixed-product property that homomorphic
multiplication takes advantage of: (A ® B)(C® D) = (AC) ® (BD). Using this and the
Kronecker transpose property (A @ B)T = AT @ BT, for vectors we have

(a®@b)(c®d) = (aTc) (de>.
We will analyze it just from the decryptor point of view:
cis =(ci®ey) ' (s®8)

= (efs) (e33)

= DP1P2.
The last thing to point out is that after an encrypted multiplication, the ciphertext length
has grown. this ciphertext length expansion doesn’t happen only in this toy example; it
also happens in real-world homomorphic encryption schemes, but not with such expansion

rate. to encounter this issue, a procedure called relinearization follows after an encrypted

multiplication, in order to bring the ciphertext back to the initial size.

5.2 LWE-Cryptosystem

The problem Ax = b (where A is tall, a solution x exists, A, x are uniformly distributed
with elements from Z,) becomes hard to solve when we add some small error to the

equations: Ax =~ b.

The error term e € Z;" is random and small, from the error distribution y, which usually

is some kind of discrete Gaussian.

Notation: Denote as e <— x the sampling procedure from the distribution y.

5.2.1 Definition

The definition of LWE — PKCS, ;. » 5,y is almost identical to LWoE — PKCS,,,, , 3 above.

The only thing that changed is that now we have an error distribution from which an
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error value will be sampled during key generation, and that error will be added to b. So,
now, instead of sharing the actual b as part of the public key, we share an erroneous b.

Everything is exactly as in Definition 5.1, except Gen and Dec.

Gen is defined as
Gen() £ ((A,b),s),

where A & 2 s & 7r e« x, b= As +ec Z.

Dec can be defined in various ways based on 3 and Yy.

If 6 = [%W and x a distribution such that ||e||; <  for all e < x, then Dec can be defined

as

4
Decs(c, o) = not[c’s e o],

q/4
where a =~ b means that a,b are at most 1 close.

In order to define that formally, we first define the absolute value in Z, as follows: for

a € Zg, define |a|z, = min{a, ¢ — a}. The property |a|z, = |—alz, holds.
For a,b € Z,,r € R, define (a ézq b) = (\a —blz, < 7").
The Z, subscript will be omitted from the relation ézq for notational clarity.

In our case, where r = ¢/4, / denotes the classical real numbers division.

If 5 =1 and y is a distribution over even numbers, then Dec can be defined as

Decs(c) £ notc’s = 0 (mod 2)].

5.2.2 Correctness & Security

We proceed as we did in the non-erroneous case:

cl's=s"c=s"ATw

=(b-e)w=blw+8p—8p—e'w

=0—fp—elw.

So,cl's=0c—e'w < p=0,
b <~ p:not[[cTs:a—eTw]].
cls#o0—elw < p#£0 <= p=1
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For the first version of Dec (where = {%W and ||e[|; < %), we have that

’ T

| an AT
Zq_‘ Pp ewzq

[ rers,

So,

T _|aT _
cs—a‘zq—‘e W‘quHe”1<%<:>p—O’ /4

T 4
<~ p:not[[c S%U]].
Ta _ T q —
‘cs a’z —’ﬁ+e W’Z >1 < p=1
q q

For the second version of Dec (where 3 = 1 and e € (Z,N2Z)™), since e’w = 0 (mod 2),

we have that
cls=0—pp—elw

=o0—f0p (mod2).

So, cf’'s =0 (mod 2) <= p=0

" b <= p=not[c’s=0 (mod 2)].
c’s# 0 (mod2) < p=1

For the security analysis, we have covered everything in the corresponding section of
the non-erroneous case. The attacker must solve the underlying LWE problem, which

involves solving the erroneous linear equation system Ax =~ b.

On the following two chapters, we will consider again that 5 = 1, hence ¢’'s = p + eTw.

We use the second variant of Dec. We will denote the error term e’w as e, hence

cls=p+e.

5.2.3 Homomorphic Addition

We repeat the same algebra steps as in the non-erroneous case, and we observe how the
error affects the computations.

Let (pk,sk) = ((A,b),s) and (c;,0;) < Encap(p;), for i = 1,2.

From the encryptor point of view, nothing changes since the error is within b. Everything
is the same:

(c3,03) = (c1 + C2,01 + 09)

ATw, + ATWQ, blw, + p1 + b’ wy —l—pQ)

(
(A wi + WQ bT(Wl + W2) + (p1 +p2))
(

ATws, b ws + (p1 —I—p2)>, where ws = w; + ws.
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From the decryptor point of view, though, we have
cis=(c; +¢)'s
=cis+cis
=prter+pte

=P +p2 + 53, where ég = él + ég.

We can notice that the error accumulates after the encrypted addition.

At a first glance, that seems not to be a problem in our toy cryptosystem, since if ey, e;
are even, then es is even. But, if we perform consecutive encrypted additions, the error
may overflow ¢ and mess with our information bit. One can think that this is going not
happen if ¢ is even, and that seems to be correct. However, in real-world homomorphic
encryption schemes, error accumulates with the encrypted operations performed, and if

it exceeds a bound, then we may not be able to decrypt correctly.

In a nutshell, the error limits the depth of operations that can be performed on the en-

crypted data.

5.2.4 Homomorphic Multiplication
Let again (pk,sk) = ((A,b),s) and (c;, 0;) < Enca p(p;), for i =1, 2.
We remind how encrypted multiplication works: p;p; = Decg (¢ ® ¢€3), with 8’ =s® s.

From the decryptor point of view:

= p1p2 + p1€2 + paeq + €1€3.

Now, we notice that the error accumulates even faster after the encrypted multiplication.

The same thing holds for real-world homomorphic encryption schemes.

Encrypted multiplication accumulates the error much faster than encrypted addition.
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5.3 A Secret-Key Variant

A secret key variant of the above public-key cryptosystem merely changes the encryption
procedure. The secret key is the same as above, and there is no public key. The ciphertext

format does not change, i.e., it is still an element of Zj x Z,.

What changes in the public-key encryption function
Encan(p) £ (ATW , b'w + ﬁp), where w & 7y

is that instead of choosing a random subset sum of the rows of A, we generate a random
vector a € Z!, and instead of b"w (= (As +e)"w) we have a”s + e.

Mathematically expressed, the secret-key encryption function is

A

Encs(p) = (a ,als+ e+ Bp), where a & Zy and e + X/,
for an appropriate y’ error distribution.
The decryption still works the same. Knowing the secret key s and using the first part of

the ciphertext (namely, a) it computes the term a’s that obfuscates the encrypted bit.

Then, based on the variant, decryptor used the appropriate decision rule.

For § =1 (and e is even), if an attacker collects many ciphertexts

(ar,a7s + 1 + )

(ak, als+ e, + pk)

then, they have created an LWE problem where the information bit is embedded in the

error, i.e.,
Ax=Db+e
where
al al's e1 +
A=|:],b= , e = :
T
a;, a;s €k + Dk
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6 Implementation of Algorithms for Secure Compu-

tation

Microsoft SEAL [8] is an open-source homomorphic encryption library that enables se-
cure computation directly on encrypted data, without requiring decryption. Developed
by Microsoft, it offers a variety of encryption schemes, including the BFV and CKKS
schemes, for working with integers and real numbers, respectively. Developed by Mi-
crosoft, it offers a variety of encryption schemes, including the BFV, BGV, and CKKS
schemes, for working with integers and real numbers, which are commonly used for secure

computations.

In this thesis project, the most recent version of SEAL, version 4.1.2 (as of the time of

completion), was used.

6.1 Introduction to Microsoft SEAL

We proceed introducing the basic notions and specifications that one needs to know in

order to design and develop algorithms using SEAL.

Microsoft SEAL provides low-level primitives for encrypted arithmetic. Those are:

e negate

e add

e sub

e multiply

e square

e exponentiate

o rotate_(rows|columns|vector)

e complex_conjugate
All the functions mentioned above, have an inplace variant, where the result is stored
in one of the input operands. The inplace variant of a function is a somewhat more

performant than the non-inplace one (avoids a ciphertext copy). If such behavior is

needed, it is suggested that we use the inplace variant.

square is for the multiplication of a ciphertext with itself once and exponentiate is for
the same thing but for the given (integer non-encrypted) exponent. Those functions are

more performant than using multiply and they should be prefered to the latter.
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Additionally, there are the functions add_many, multiply_many, for more performant ad-
dition/multiplication on many ciphertexts. “Performance” in Homomorphic Encryption,
except from time and space resources, also takes into account the depth of the encrypted

computations. More on that later.

Furthermore, for add, sub, multiply functions, there are the add_plain, sub_plain,
multiply_plain variants, where one of the operants is a plaintext. The former functions
(i.e., the non-plain variants) are ciphertext-ciphertext operations, i.e., both their input
operands are ciphertexts. On the other hand, the latter functions (i.e., the plain variants)
are plaintext-ciphertext operations, i.e., one input operand is a plaintext while the other
one is a ciphertext. The plain variants of the aforementioned functions are much more
performant and, in the case of multiplication, no relinearization is needed afterward a
plaintext-ciphertext multiplication, in contrast to a ciphertext-ciphertext multiplication.

About relinearization, see below.

In addition to the above functions, there are also these operating on a single ciphertext

(that also have an inplace variant):

e relinearize
e rescale

e mod_switch
rescale is used just in CKKS.

Those functions are used to regulate a ciphertext in some way. We will explain how are

those used in the course of this chapter.

SEAL encrypts vectors of numbers, namely, many numbers at a time, and the encrypted
operations offered by the library mentioned above (except rotate operations) operate
in an SIMD (Single Instruction Multiple Data) manner on the encrypted data, i.e., they
act elementwise on the vector of numbers encoded in each plaintext/ciphertext. rotate

operation changes the order of the numbers within a ciphertext by rotating them.

SEAL offers a serialization functionality for the encrypted data and the different kind of
keys, enabling easy network communication.
SEAL supports three leveled fully homomorphic encryption schemes:

« BFV, BGV: performing encrypted integer modular arithmetic

« CKKS: performing encrypted real or complex number arithmetic (approximate com-

putations)
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— CKKS is much more performant than BFV, BGV

Using SEAL, shallow and wide computations are more feasible than deep computations.

For example, let x,y € C" be two n-dimensional complex vectors and ay, ..., a,11 € C be

n+ 1 complex numbers. Both the products x ®y and [[71}' a; perform n multiplications,

but computing the first one is more feasible.

In SEAL, before we start encrypting-computing-decrypting, some encryption parameters

need to be set. These parameters configure various things as described below:

e poly_modulus_degree: Number of slots (data per plaintext)
— Increasing it, increases security, but decreases computational performance.
e coeff modulus: Configures the computational depth

— Increasing it, increases the computational depth, but also increases the cipher-

text size.
— Its upper bound is determined by the poly_modulus_degree.
e plain_modulus (only in BFV, BGV): Plaintext data modulus

— Increasing it, increases the number range, but also increases noise budget con-

sumption and decreases initial noise budget.'?

In this project, the CKKS cryptosystem was used the most, so, we describe here its
technical details in order to understand what should be taken into consideration during

the algorithmic implementation on top of it.

As already mentioned, SEAL encrypts vectors of numbers. A single CKKS plaintext
encodes many floating point complex numbers. How many? poly modulus degree/2.
Encrypting it, a single ciphertext emerges encrypting all those numbers. The order of
those numbers is preserved between encryption and decryption. If we desire to encrypt
just a single number, we can do it, but it would be a waste of space. The way the system
works is on multiple numbers; encrypting just one number will not make the plaintext
and ciphertext smaller. What is going to happen in this case is that the rest numbers

will be set to zero.

All the encrypted operations operate in an SIMD manner, i.e., they act elementwise on

the numbers encoded in each plaintext/ciphertext. “Rotate” operation changes the order

12Noise budget in BFV, BGV is a quantity that puts a depth limit in the encrypted computations.
Every encrypted operation consumes noise budget. If there is no more noise budget, we can’t perform

more encrypted operations and be sure about the decryption correctness.
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of the numbers within a ciphertext by rotating them.

After an encrypted ciphertext-ciphertext multiplication, the size of the result ciphertext
has increased. It can be brought back to the initial size by using relinearize. Be
careful, though, because relinearization has a somewhat significant computational cost
itself. It is not a rule that it should be done right after multiplication. Depending on the
situation, it may be wise to do it after other operations, or (more rarely) not to do it at
all.

“Encoding” is the procedure that converts a sequence of floating point complex numbers

into a plaintext. Encoding involves an extra parameter in CKKS: the scale.

“Scale” is a number that is part of the plaintext (and, if encrypted, part of the ciphertext)
that configures the accuracy in the results of the encrypted computations. The bigger
the scale, the greater the accuracy. Scale has a similar role to the exponent in the IEEE

754 floating-point standard.

Encoding involves another parameter, the “modulus switching chain level”. This “chain
level” becomes part of the plaintext (and, if encrypted, part of the ciphertext), too. It is
very important to understand very well those parameters in order to be able to implement
algorithms on top of CKKS in SEAL.

The “modulus switching chain” consists of “modulus switching chain levels” (or, for con-
ciseness, just “chain levels”). Each chain level contains a “coefficient modulus”, which is a
product of prime numbers. Those prime numbers are configured via the coeff modulus
encryption parameter mentioned above, which specifies the number of primes and the bit
length of each one. If those primes are qq, ..., ¢, in the i-th chain level, the coefficient
modulus is qo - - - ¢;. Any plaintext and ciphertext has a modulus switching chain and a

chain level as part of it.!

The highest chain level is the one with the coefficient modulus ¢q - - - ¢,,. The highest chain
level is used just for the keys, and it is called the “key level”. The rest levels are used
for plaintexts and ciphertexts. So, the highest “data level” is the one with the coefficient
modulus ¢g - - g,—1. A plaintext or ciphertext can only move down the chain, never up.
“Moving down” means that the old coefficient modulus is divided by the last prime. The
size of the ciphertext depends linearly on the number of primes in the product of its chain

level.

13The modulus switching chain is not technically part of the plaintext or ciphertext, it is somewhere
separately, but they are connected. The plaintext or ciphertext just keeps a hash determining the chain

level.
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The coefficient modulus in the current chain level plays the role of plain_modulus in

CKKS. So, the scaled message must not get too close to it.

For any ciphertext-ciphertext or plaintext-ciphertext operation to be performed, the two
operants must have the same “modulus switching chain”, the same “chain level” and the

same “scale”.

There are two ways to move down to the modulus switching chain.!* The first way is by
using mod_switch, which just divides the coefficient modulus by the last prime number
in this level. The second way is by using rescale, which does the same as above, but,
additionally, scales down the ciphertext by that last prime; the result ciphertext scale is

the previous scale divided by that last prime.

Now, let us observe how is the scale affected during operations through the following very

simple examples.
Let ¢ = ¢; - 2% for i = 1,2 be two scaled ciphertexts.

Adding them, we have
61+52:Cl‘240+62'2402 <C1+(32)'240.

The scale did not change.

Multiplying them, we have

The scale did change. It is squared.

In the case of multiplication, the result ciphertext with its new scale is valid, but if we
continue using it as is in consecutive multiplications, the scale will be increased exponen-
tially, and soon will be out of bounds. Remember that in any operation, both operants

must have the same scale.

What we can do here, if we have set the initial coeff modulus parameter correctly such

that the primes qi, ..., g,—1 have almost the same bit length with our initial scale!®, then

!4Here we are mentioning moving down by one step. Moving down many steps at once theoretically

is the same as moving down that number of steps one-by-one.
15The bit length of the primes sometimes should be chosen very carefully, taking into account that

if the following multiplication-rescale procedure is repeated many times, then the scale may increase or

decrease each time at a faster rate, and, eventually, going out of bounds.
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performing a rescale here will create a valid ciphertext with approximately equal to the

initial one:

280
rescale; ,;_1(c3 - 2%0) = ¢ - —
qi

with 280 /¢; ~ 240,

However, we must be careful if we want to perform another encrypted operation on
the rescaled ciphertext. As mentioned above, the scales of the operants must be equal,

approximately equal does not work. There are two ways to face this issue:

1. Bring them to the same chain level via mod_switch and manually assign the scale

value to either of those such that they are equal.

2. Bring them to the same chain level via multiplications and rescales.

The first way is faster (it avoids extra multiplications), but at the cost of accuracy.
Messing up with the scale manually will affect the value upon decryption. If a slight loss

of accuracy is acceptable, this option may be preferable.

The second way avoids the accuracy issues that the first way had by changing the scale,
not manually, but through the operations provided by SEAL. This is the most accurate

way but comes at the computational cost that extra dummy multiplications may have.

For example, assume that we want to compute this (ignoring relinearization): cjcocs (all
¢; having the same chain level and scale). At first, compute c;cy and rescale it. Now, ¢ico

and c3 have different chain levels and scales.

o For the first way, we perform mod_switch on c3, then ¢;cs and c3 will have the same
chain level, but their scales will be different (approximately equal, but not equal).
Then we manually set either scale to be equal to the other one, and now we can

proceed to the final multiplication.

o For the second way, we perform a dummy multiplication 1 - ¢3, and then rescale it.
Now, cicy and 1 - ¢3 have same both the chain level and the scale, hence we can

proceed to the final multiplication.
The same things would apply if the second operation was another one, e.g., cico + c3.

In this project, the second way was used.

Now, let us see the case where we have a series of multiplications to execute, [[5_; c,. If

we simply perform them one-by-one from left to right, then the multiplication depth will
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be as much as the multiplications to be executed.

C1C2 C3 C4 C5 Cg C7 C8

P

If we also consider the procedure to bring the multiplying ciphertexts to the same chain
level and scale (using either of the aforementioned ways), then we have the following

image:
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If we were using the second way (doing dummy multiplications), this means that we have

a lot more multiplications to perform, which would be time inefficient.

Even if we were using the first way (avoiding the dummy multiplications), there is a
smarter way that reduces the multiplication depth from linear (to the number of mul-
tiplications) to logarithmic. What we do to accomplish that is to multiply pairs in the

same level whenever possible.

C1C9 C3Cy C5Cq C7C8
L Il Il I 1

The number of multiplications did not change; 7 multiplications. However, the depth

reduced from 7 to 3.

In the Figure 10, a high level view of the whole procedure is illustrated.
The ((C”/z, scale) case is for CKKS, while the Z7' case is for BFV and BGV.

The encode procedure is working a lot differently in CKKS, in contrast to BF'V and BGV.

However, the high level view is the same.

n defines the batch size (in SEAL it is called “poly_modulus_degree”); it is a power of

two, and, in SEAL, the possible values of it are 210,211 212 213 914 915

r is called the “plaintext modulus” (in SEAL, specifically in BFV and BGV, it is called
“plain_modulus”). r is a parameter only for BFV and BGV. For CKKS, r shows up

after encoding, nevertheless, it is configured internally.

q is called the “ciphertext modulus” (in SEAL it is called “coeff_modulus”). As men-
tioned above, in the case of CKKS, ¢ is a product of primes. For CKKS, when dropping
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(Cn/Q’ scale> Plaintext Ciphertext
OR 7Z" Z.|z]/(z" + 1) R, x R,
— | Encode Encrypt
Encrypted
operations
((Cn/z7 scale) Plaintext Ciphertext
OR Z} Z.x]/(2™ + 1) Ry X Ry
«—— Decode Decrypt

Figure 10: High level schematic.

one level in the chain through rescale, ¢ is divided by the last prime in the product,
i.e., the last prime is removed from the product. That is why after encrypted operations,
we may have a different “ciphertext modulus”, ¢’. Nonetheless, in any case, r < ¢ < ¢
will hold.

R, is a polynomial ring; more specifically, R, = Z,/(z" + 1).

6.2 Algorithms Implemented in Microsoft SEAL

We would like to compute some mathematically more sophisticated operations than the
low-level primitives provided from SEAL (e.g., 7!, \/x,|z|). To accomplish that, we
select some “basic” mathematical functions and create iterative algorithms that approx-
imate their result. Other mathematical functions used in this project are computed by
making use of the “basic” functions. The iterative algorithms behind the “basic” functions
use exclusively the low-level primitives that we have at our disposal (roughly speaking:

addition, subtraction, multiplication).

6.2.1 Computing the Functions z — 7! and z — 1/V2x

About the “basic” functions, the way to create such algorithms that was used here is the
Newton-Raphson method. Namely, we create a mathematical function f that its zero is
the desirable result, then run the Newton-Raphson iterations to approximate that that
zero. The important thing here is that the resulting Newton-Raphson iteration involves
only the low-level primitives of the library mentioned above; hence, it is crucial that f is

defined in such a way that the result involves only the available operations. For example,
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for  — x71, if we define f(y) = y — 2!, then this is not going to work because the

resulting Newton-Raphson iterations will contain z~! in it.

Each algorithm works as follows:

o The user gives an encrypted input x which is the operand of the desired mathemat-

ical operation.
o The user gives an initial value g, (either encrypted or decrypted).

— The value yq is a prediction of the final result. The less accurate this prediction

is, the slower the algorithm will converge.

— The value yy must adhere to some constraints. If it does not, then the algorithm

will diverge.
o The user gives the number of iterations to be performed.

e The algorithm runs and returns the computed result.

We create the basis functions = — 2! and x — 1/4/2x. The rest of functions used here

are computed using just z — 1/4/2z.
The reasons those functions were chosen are:

e z +— 27! can be computed using the result of z + 1/v/2x like that: 27! =
2(1/ \/ﬁ)2 However, it is far more efficient if it has its own algorithm, than
using z — 1/ v2z. In addition, z — z~! can be computed in an even more perfor-
mant way than Newton-Raphson by using its Taylor expansion series, because its
Taylor expansion series has some symmetry that lets us factorize it nicely, saving
almost half the multiplication depth consumed compared to the Newton-Raphson
approach, for the same accuracy. Nevertheless, we will show here the Newton-

Raphson way, too.

o For the x + 1/4/2z now, the reason for choosing this operation is that the ini-
tial purpose was to compute = — /x, but the Newton-Raphson iteration for this
contained operations beyond the SEAL primitives (addition, subtraction, multipli-
cation). On the other hand, for its multiplicative inverse x — 1/4/z, the Newton-
Raphson iteration was appropriate; and it is very easy to obtain /x from 1/y/x:
just multiply the latter by . The coefficient 2 on x is used to save one multiplication

in the Newton-Raphson iteration process.
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Evaluate x — 2! for z # 0:
2

O<yo<— if x>0

Yni1 = 2yn — Y2 converges for v

— <1 <0 if r<0
T

Proof. Let f(y) =y~ ' —z. Then f'(y) = —y~ 2.

B f(yn)

It = T )
B Y, —
- yn - _y72
- Qyn - l‘yi

Convergence:

o Forz>0: 2y — a2yt >0 yo(%—y0)>0 = 0<yp<?

e Forx<0: 2y —ay2 <0 < yo(%—y0)>0 = 2<y<0

Evaluate x — \/% for > 0:

3 3 /3
Ynt1 = =Yn — 2y,  converges for 0 < yp </ —.
2 2z

Proof. Let f(y) =y 2 —2x. Then f'(y) = —2y~3.

P f(n)
n+l — Yn —
f’(yn)
_ y, 2 —2x
T T gy
3 3
- §yn - gjyn

Convergence:

« Forz>0: 2yp—ay} >0 yo(%—y8)>0 = 0<yo <2
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Or, for the more generalized case = +— {C/IE = (k:m)_% for k € Z=" and = > 0 if k is even,
else x # 0O:
1+1/k
0<uyo<\ +1/ ifz>0

T

1
Ynt1 = (1 + )yn — zy™™ converges for
k o1+ 1/k .
<1yo<0 ifkoddand z <0
x

Proof. Let f(y) =y~ % — kx. Then f'(y) = —ky *L.

Ynt1 = Yn — f<yn)
f,(yn)
B yg’“ — kx
U et
1 k+1
= (1 o=

Convergence:

e For k£ even or odd and x > 0 : (1 + %)yo —2ypt >0 = yo(lti/k —ylg) >

0 <= 0<yy< {2

« For k odd and z < 0 : (1+%>yo —oypt <0 = yo(lﬂ/k —yé) >0

k/14+1/k <Y <0

Let us now see what is the multiplication depth for each of those methods. For k& multi-

plication terms (or, equivalently, for & — 1 multiplications), the depth is [lg(k + 1)].

Multiplications in the x — 27! Newton-Raphson iteration:

Yni1 = 2Yp — T Y2
| I— L
| I— |

As we can see, the second term is the bottleneck since it involves the most multiplications;

2, to be specific. Each iteration consumes [lg3]| = 2 chain levels.

Multiplications in the x \/% Newton-Raphson iteration:
3 2
Yn+1 = iyn — TYn Yp

| I— | L
| I
Here, each iteration consumes [lg4] = 2 chain levels.
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= (kx)~* Newton-Raphson iteration:

1
Vi
1 k+1
Ynt1 = I+ % Yn — XY,

Here, each iteration consumes [lg(k + 2)] chain levels.

Now, let us present a more multiplication-depth-friendly way to evaluate x s z~!

For z — %, we can use the known formula

|z|<1 Z

to create an algorithm, like that:

1 1 N—z|<l

— = = 1—x)".

P e (e R B

But, the above formula converges only for [z — 1| <1 <= 0 < x < 2. One way to
expand the input range for the user is to insert a normalization parameter a, which will

also be part of the input.

The new formula will be
1 1 j1-az >
S o R, > (1—ax)" (6.1)
z

ax n=0
which converges for lax — 1| <1 <= 0 < az < 2.
Observe that the above series is the Taylor expansion of % centered at é

a has the same role here as y, in the Newton-Raphson method; it is a prediction of the
result. The closer a is to 271, the faster the convergence will be. In the case of the perfect
prediction a = 27!, the formula has converged from the first sum term, since the rest

terms are 0.

Furthermore, observe that the convergence region is the same as in Newton-Raphson

method; for an input x, the series converges for
2
O<a<— ifx>0,
x

2 )
—<a<0 ifz<DO.
T

An algorithm implementing the above formula, would approximate the result by summing

a finite number of terms, let them be N.
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Assuming that NV is a power of two, we have

N—1 N/2—-1 N-1
Z In: Z In+ Z xn
n=0 n=0 n=N/2
N/2—-1 N-1
_ Z "+ Z N2 m—=N/2
n=0 n=N/2
N/2-1 N/2-1
= > "+ N am
n=0 n=0

N/2—1

(1 +xN/2) Z "
n=0
+xN/2)(1 +xN/4> (14 2)

= (1 —i—xN/zn)

(R
IgN—-1
= <1 + x2n),
where in (%) we are recursively applying the above result.

This reduces the number of terms from N to Ilg N. Of course the latter are multiplication
terms, but we will see below that this product can be computed algorithmically very
conveniently with respect to the chain levels. As well, we should not forget that the sum

terms in the sum formula had powers to be computed; those were multiplications, too.

Using the Taylor expansion result from (6.1) with the above factorization for a power-of-

two IV, we get
N-1 g N—1 .
aY (1—ax)"=a [] [1+(1—ax)2]
n=0 n=0

Implementing it, we observe that each iteration consumes only one chain level (except

for the first one that consumes two):

l1+(1_ax)] - [14—(1—&:8)2] - [1+ ((1—%«)2)2] - [H— (((1—%)2)2)2]

a-

c =, — — —
I — | I — | I — |

L 1 e — | e — |

L

L

This happens because the result of each iteration (very conveniently) has the same chain
level with the next term that is going to be multiplied with. Additionally, every iteration

performs only one multiplication, squaring the term (1 —am)zi from the previous iteration.
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If a is given non-encrypted, then we can save the first dummy multiplication by isolating

the product term, thus saving one chain level:

a i%(l —ax)" = (2@ - a2x> gl_[: [1 + (ax — 1)2n]

Since a is not encrypted, computing a? will consume no chain level.

An important thing to note here is that the constraints for this algorithm
2
0<a<— if x>0
x
2 .
—<a<0 if <0
x

force us to know in advance the sign of the input x in order to provide the algorithm
with a same sign value for a. However, when computing on encrypted data, we may
know nothing about the sign of x. If this is the case, a way to address that is to compute
2?2 — 272 using the above algorithm (now, the sign is definitely positive) with prediction

a?, and then multiply the result with x.

Generally, the closer to 0 is a, the greater the range of the possible inputs is, but, also, the

slower the convergence will be. Additionally, there may be arithmetic precision issues.

6.2.2 Computing Other Mathematical Functions

Before introducing the algorithms for  — 27! and z — 1/v/2z, it was mentioned that
the rest functions used in this project are computed using just x +— 1/4/2x.

Define o(z) = \/% for any = > 0, and let us now see how are those functions computed

using o.

1 )
Evaluate z — 7 for x > 0:

;E — o(x/2) = V2o(x).

Evaluate x +— /x for x > 0:
Vo = zo(x/2) = 2v/20(x).
Evaluate x — ﬁ for x # 0:

L oa?/2) = Vala?).

]
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Evaluate x +— |z| for x # 0:

2| = 2?0(a?/2) = 2*V20(z?).
Evaluate z +— sgn(x) for « # 0:
sgn(e) = wo(z*/2) = xv/20(2?).

Evaluate (1, x2) — max(zy, ) for z1 # xo:

T+ x9 (1) — T9)?

2 V2

Evaluate (21, x2) +— min(z, xq) for z1 # xq:

max(xy, Tg) =

Q((ifl - $2)2)-

T+ T (1) — 29)?

min(z, x2) = 2 A g((xl — x2)2)-

In the above functions, when p is involved in multiplications, it is better to use the variant
where the constant is not in the argument of p. For example, in x — +/z, it is better to

use xv/20(x) instead of xo(x/2), and prioritize the multiplications like this
instead of this
(V20()),

since the computation of g(z) is expected to consume some chain levels, so we try not to

burden it more.

Now, we proceed to the computation of an encrypted if-else of the following form:

if a<b
T=T"
else if a>b

T =T

or, mathematically expressed:

r if a<bd

9 1fa>b

This is equivalent to

_n + 7y N (b —a)(r —rg)g(<b_ a)2)
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Proof. For a # b, let

. 1 if a<d
s=1(a<b) = .

0 if a>0
Then
r=sry+ (1 —s)ry
:T2+S(T1 —7”2)
Now, let

N 1 ifa<b_b—a
1 if a>b [b—d

Observe that

s’ =25 —1.

Now, let

Observe that

v 1 b—a
" V2b—a)lb—d
1 /
T V2b-a)
= ! (2s —1)
V2(b—a)
_ V2 1
“bh—a" VR(b-a)
= s:b_as”—i-l.
N

Hence, substituting this into (6.2), we have

b—a , 1
r=ry+ \/ﬁs +3 (ry —12)

a , 1
=Te+ s(ri—rg)+ 5 —r
2 \/§ (1 2) 2(1 2)

1+ T b—a

= 9 + \/§ 8”(7“1 — 7"2)
N +ry  (b—a)(ry —re)

5+ NG Q((b - a)2).
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This is how the min and max formulas emerged:

e For min: ry = a,ry =b.

e For max: r =b,79 = a.

Another simple application of the above could be an encrypted binary query to a server.
The server has two numbers encrypted, and the client wants to get one of them, but
without the server knowing which one. The client sends an encrypted number to the
server, indicating whether it wants to receive the first or second number from the server.
Let us assume that the comparison with zero determines which one. Hence, if the client
sends a positive number (which the server cannot know since it is encrypted), the server
performs the above encrypted if-else procedure that returns the correct result between
the two. The same thing is applied for the negative number. The server will never know
the result.

6.2.3 Linear Algebra Operations

In this section and the following ones, we present some higher level mathematical oper-
ations that operate on encrypted data, implemented using SEAL. Those include linear
algebra operations on linear algebra objects (vectors and matrices) with different methods

of batching their inner elements and the FFT algorithm.

We begin with the very basic linear algebra operations:

« Elementwise operations between matrices (e.g., addition, subtraction, negation,

Hadamard multiplication)

o Matrix multiplication

In the case where a matrix is a 2-dimensional structure of ciphertexts (i.e., each matrix
element is a ciphertext, no batching used), it is quite easy to understand that the above

operations involve only the SEAL operations that we have at our disposal.

In this ciphertext matrix representation, since each matrix element is a ciphertext, and a
ciphertext contains many numbers batched, every operation on those ciphertext matrices

compute at once the same operation for many batched matrices.

Elementwise operations just perform the low-level SEAL corresponding operation on each

matrix element.
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Matrix multiplication is just
(AB)i; = > dikbr,
k

involving only additions and multiplications.

For square matrices, computing a matrix power is easy, it is just a special case of the ma-

trix multiplication. But, there are repetitions that can lead to algorithmic optimizations.

For example, if we have to compute A*, we observe that by computing A? in the first
step, this result is repeated afterward (A* = A2A?). This pattern leads to an algorithm
like the following one, whose complexity is logarithmic to the power that the matrix is

raised to.

Algorithm 1 Compute the power of a square matrix.

Input: A square matrix A, a positive integer power n.
Output: A™.

N« [lg(n+1)]  # The bit length of n
Let ng,...,ny_1 be the binary representation of n, with ny being the LSB.
R <1  # The result matrix
fort < 0,...,N—1do

if n, =1 then

R +— RA

end if

A« A?
end for

return R

For the above algorithm, when operating on homomorphically encrypted ciphertexts,

proper relinearization and rescale operations are needed.

Another useful representation of linear algebra objects (vectors and matrices) that has
been implemented and used in this project is to batch many elements in a single ci-
phertext, taking advantage of the fact that a ciphertext encrypts many numbers. This

representation can be used to save space.

Let a single ciphertext encrypting an entire vector of complex numbers. The linear
algebra elementwise operations can be implemented using immediately the corresponding

operations from SEAL, which act in an SIMD way, as stated before.
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But, more operations that are extremely useful can be implemented if we make use of

the ciphertext rotation operation from SEAL.

For example, one useful operation that has been implemented is to compute the sum of
the batched elements that are within the ciphertext; in vector notation, x — >, ;. The
result of the summation, which will be a ciphertext of course, is not going to be smaller
in size than the initial ciphertext. In fact, it is going to be the same size, but containing
the result as its first element; the rest batched elements of this ciphertext will inevitably

be there, but not used.

This batched-element sum can be used to compute norms or more complicated calcula-
tions, like this one Y, ;y; for two ciphertexts x,y, which involves a ciphertext-ciphertext

multiplication first.

A not so smart way to implement it is to rotate the ciphertext by 1 step and adding it

to the result each time, until all the batched elements are added.

Algorithm 2 Compute the sum of the batched elements within a ciphertext.

Input: A ciphertext ¢; n: the number of the batched elements within c.
Output: A ciphertext ¢ummea containing in its first element the sum of the batched

elements of c.

Coummed < C
fori<1,....n—1do

Csummed $— Csummed + TOt;(¢)  # Encrypted addition and ciphertext rotation
end for

return cgummed

The above algorithm used the input n, since the user may not have used all the batching
size that a ciphertext has. The rest batched elements are there, but their values are
ignored. Of course these could be 0 (an encryption of 0 to be precise), and summing
them wouldn’t alter the result, but these extra uneeded sums would take extra time to
finish.

The above algorithm performs n — 1 additions and n — 1 rotations. It is linear to n.

A smarter way to implement it is to sum the most batched elements possible in every
sum step. Let n be a power of two. If we rotate ¢ by n/2 steps and then add it to the

initial ¢ we would have summed n/2 elements at once.
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Let us visualize this in vector notation, where for each 7, z; is a single complex number:

T Tn /241 T1+ Tpjo+1
Tn/2 + T . Tn/2 + T,
Tnj2+1 Ty X
i Ty ] i IL‘n/z ] I X ]

We do not care about the last n/2 elements
The next iteration will be done with n/2 instead of n.

Repeating this procedure over and over again until all the batched elements are summed,

we end up having lgn iterations, i.e., lgn additions and lgn rotations.

Algorithm 3 Smarter way for computing the sum of the batched elements within a

ciphertext.

Input: A ciphertext ¢; n (power of two): the number of the batched elements within
c.
Output: A ciphertext csummeq containing in its first batched element the sum of the

batched elements of c.

Csummed < €

Crot < C

fori < Ign—1,...,0do
Crot <— rOtQi(crot)
Csummed <~ Csummed 1 Crot

end for

return Ceummed

Of course, implementing it in practice, the above algorithm may become longer in code
due to technical optimizations that can take place; that holds for almost every algorithm

presented. The core idea, though, is going to be the same.
However, what if n is not a power of two? Then, we run the smart algorithm described

above for every power of two composing n (i.e., in its binary representation), and sum

those results
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For example, let n = 6 = 2242, Then, we run the smart algorithm for every power-of-two

length subvector:

L 6]

and then sum the intermediate results. More specifically, in this example we run the
smart algorithm twice; the first time with input (x,2) and store the result, the second

time with input (rote(x),4) and add the result to the previous one.

The same thinking can be applied to compute the product of the batched elements of a

ciphertext, x — [[; ;.

A nice simple application (of the above batched-element sum) that has been implemented
is the solution to the 2D Least Squares Linear Regression using as input two ciphertexts

X,y, each containing the training data of the corresponding dimension.

Let y = ax+b be our prediction model, where a, b are computed using the given ciphertext
data x,y using the known formulas
_ N Tl — D5 Ti Y i i
ny i — (3 5’71')2
b— Eiﬁziyi - Zixiziziyi'
ny i — (3 xi)z

)

The server is running the above encrypted computations using the data x,y sent from the
client. After the server has computed the parameters a, b (which of course are encrypted),
then it can send them back to the client to decrypt them and use them however it wishes,
or the server can keep them and run the encrypted model itself producing a prediction y

for every input x via y = ax + b.

A very important implementation detail of the above application is that the denominator

is always nonnegative (almost certainly positive in most cases).

Proof. From the norm isomorphism, we have that there exists ¢ € R such that for all
x € R" : ||x]|; < c||x]]. We prove that ¢ = y/n is one such value. Since ||x||; = 17]x],

from the Cauchy-Schwartz inequality, we have
|17 ]| < [12[l2/l ][]

= [Ix[l < Vo[
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So,

(50 = (o) = el < il =n 3

i B

2
:anf — (Z%) > 0.

7

]

Knowing that the denominator is nonnegative can be taken advantage of, in order to
compute more efficiently its inverse using immediately the inversion algorithm described

above x — 7!

with initial value 0 < a < % Since x is not known, we can use as initial
value a positive number close to 0 enough to cover a good range of possible values of the
input. For example, if a = 1073, then the input must be < 2 -103. If one desires to be

sure, then the data should be sent to the server normalized by a factor.

Another interesting representation of a linear algebra object using batching is the one of

a matrix.

Whichever way we use to batch the elements of a matrix, the elementwise operations are

going to be easy.

Until now we have mentioned two methods of batching the elements of linear algebra
objects: for matrices (and therefore vectors that are just special cases of matrices) we
have mentioned the no-batching method (every element of the matrix is a ciphertext)
and for vectors we have mentioned the method of batching all its elements in a single
ciphertext (if the batch size of the ciphertext is not greater than the number of the vector
elements). In the last case, we also introduced an algorithm for computing the sum and

the product of the first n batched elements of a ciphertext (where n is part of the input).

Now we are going to introduce two more batching methods for matrices and then develop

algorithms for each method that perform matrix multiplication for some cases.

The first batching method that comes to mind is to batch each column or each row of a
matrix. We proceed with the column batching. The row batching is very similar, and it is
connected with the column batching through the transpose operation. So, the analysis for

the row batching can be easily produced from the column batching analysis that follows.

Again, the elementwise operations are trivial to implement, no matter how we choose to
batch the matrix elements. The hard part is the matrix multiplication. So, we have to

select a batching method that enables matrix multiplication somehow.

72



Implementation of Homomorphic Encryption Techniques

diagy(A) diag;(A) diagy(A)

Figure 11: The diagonals of a matrix.

For the following analysis, we will use zero-indexed indices. Moreover, when an index

exceeds its corresponding dimension, then it is taken modulo that dimension.

We introduce the two batching methods for a matrix. Those two batching methods both

work together for the matrix multiplication.

The first batching method is the column-batching method. This method batches all the

elements of each column.

The second batching method is the diagonal-batching method. This method batches
all the elements of each “column diagonal”. To define what a “column diagonal” is, we

introduce the following operator.

Definition 6.1. Let A € C™*™ and for ¢,j € Z,, let a;; be the (7, j)-th element of A.
For i € Z,,, define

Qo,i

Q1,144

diag;(A) £

Am—1,m—1+1

diag,(-) is defined only for square matrices here. The number of the diagonals of an m xm

matrix is equal to m.

The first element of each diagonal is the first element of each column, that is why it was

mentioned as “column diagonal” before.

To understand this definition better, see the example in Figure 11.
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So, the diagonal-batching method batches all the elements of each diagonal, for diagonals

as defined above.

For some m,n € Z=!, define:

e The set C,,x, that contains all the column-batched matrices in C"™*™.

e The set CT

xn that contains the transposed elements of C' (i.e., the n X m row-

batched complex matrices).

o The set D,,«.» that contains all the diagonal-batched matrices in C™*"™,

For notational clarity, we drop the indices in the above sets. m, n will be implied implicitly

as defined above.

The two matrix multiplication methods that are going to be presented have the following

specifications:

e« OCxCT 5D
e Dx(C —=C

If the matrix multiplications to be computed follow the above specifications, the following

methods can be used.

To proceed, we introduce the following notation. For a finite sequence of elements x; for
i € Zy, for some n € Z=°, we denote as [;];=f, the vector with elements z, ..., x, 1, in
that order:

Zo
(i) 2
Tn-1
Observe that:

« For an m x m matrix A, diagy,(A) = (@ itk)i={m]-

+ For an m-dimensional vector x, 10ty(X) = [Zi44]i=fm]-

Let us begin with the D x C' — C' case.

The following lemma [9] provides a way to multiply a matrix A with a vector x using

only the diagonals of A, rotations of x, elementwise multiplications and additions.
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Lemma 6.2. Let A € C"™™ x € C™. Then

m—1

Ax = ) diag,(A) ® roty(x)

k=0

Proof. For i,k € Zy, let a;) be the (i, k)-th element of A and xj be the k-th element of

x. Then, we have
~1
[ Q; kmk]
[m]

k=0
m—1
= [Z aiﬂ-+kxi+k1 (just a term reordering)
k=0 i=lm]
m—1
= Z a; H—k’ [Iz—i—k]lz[m]
k=0
m—1

diag, (A) ©® rotg(x)

=
Il
o

]

Now, using the above lemma, it is easy to express the D x C' — C matrix multiplication.

Let A € D,,xmm, and B € C),,«,, with b; for ¢ € Z,, being the i-th column of B. Then
AB — {Abo Abn_J’

where, for the i-th column of the result matrix, we have

m—1
Ab; = ) diag,(A) © rotk(b;).
k=0

Finally, for the C' x CT — D case, we just use the known matrix multiplication formula.

Let A,B € C,,,. This means that BT ¢ CT

mxXn*

For i,5 € Z,,, k € Z,, and
C = AB7,

let ¢;; be the (i,7)-th element of C, a;x be the (i, k)-th element of A and b;;, be the
(7, k)-th element of B. Then,

n—1
i =D Gikbjk
k=0
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For ¢ € Z,,, let 7 =1+ {, so, we have
diag,(C) = [cii+e)i=m]

n—1
= [Z ai,kbiJr&k]
k=0

i=[m]

n—1
= Z[ai,k]i:[m] O, [bi—i-f,k]i:[m]
k=0
n—1
= > a; ®rot(by),
k=0

where a;, by are the k-th columns of A, B, respectively.

To sum up,

o For the case D x C' — C, for C = AB, i € Z,:
m—1
c; = Y diag,(A) © roty(by).
k=0
« For the case C x CT — D, for C = AB”, i € Z,,:

n—1

diag;(C) = > a ® rot;(by).
k=0

Thus, we end up with the following incredibly simple algorithms.

Algorithm 4 D x C' — C encrypted matrix multiplication

Input: A ciphertext list (ao,...,amn_1), with each ciphertext encrypting a diagonal
of the left operand matrix A; a ciphertext list (bg,...,b,_1), with each ciphertext
encrypting a column of the right operand matrix B.

Output: A ciphertext list (co, ..., c,—1), with each ciphertext encrypting a column of
the result matrix C = AB.

fort < 0,...,n—1do
Ci<—&0'bi
for k< 1,...,m—1do

¢; ¢+ ay - rotg(b;)
end for
# Relinearize and rescale ¢; here.
end for

return (cp,..., ¢, 1)
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Algorithm 5 C' x CT — D encrypted matrix multiplication

Input: A ciphertext list (ao, . .., a,_1), with each ciphertext encrypting a column of the
left operand matrix A; a ciphertext list (bo, ..., b, 1), with each ciphertext encrypting
a column of the right operand matrix B.

Output: A ciphertext list (co,...,¢n_1), with each ciphertext encrypting a diagonal
of the result matrix C = AB”.

fort < 0,...,m—1do
¢; < agp - rot;(bo)
for k< 1,...,n—1do
¢; ¢+ ay - rot;(by)
end for
# Relinearize and rescale ¢; here.
end for

return (cop,...,¢, 1)

The above algorithms perform ciphertext-ciphertext multiplications, so, both relineariza-
tion and rescaling are needed. Usually, those operations are done right after the multipli-
cation takes place. However, since relinearization has a computational cost that should
be taken into account, doing it outside the inner for loop on the final sum result will

make the above algorithm a lot more performant.

The batch size of a ciphertext is configured at the beginning during the cryptosystem
parameter setting. Thus, most probably there will be cases where the number of elements
that one may desire to batch may be greater or less than the batch size. In the case that

the batch size is bigger, one can pad with zeros until it fits the batch size.

For example, in the C x CT — D case, let A,B € C,,/«,, where m’ < m, with m being

the batch size. Then, one can encrypt the matrices (let m” = m —m’)

A
A/:[ ] B

Om”xn

B

0m”><n

where A’, B’ € C,,,«n, and

/T _ T T
A B B Om//><7l |:B (Om/lxn) i|
_ ABT Om/ xm!!

_Om// xm/ Om// xm!!
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where the result matrix is m x m, but the result that one is interested in is in the upper

left m’ x m’ submatrix, while the rest elements are just 0.

One more thing is the following one. What if, in the D x C — C case, one did not
want the left operand matrix to be a square matrix? Then one can apply the same zero-
padding technique until it becomes a square matrix and meet the specifications, and then

find the desired result in a submatrix.

In the opposite case, now, where the batch size if smaller, then one may need more
ciphertexts to store the elements that would be in a single batch, and then use block

matrices with the previously described batching methods to achieve the desired result.

Of course, more operations can be enabled on batched elements if we use the masking
multiplication and rotations. Let x be a vector of elements and assume that we would like
to isolate the ¢-th element of it to perform an operation. We can compute the Hadamard
product with the appropriate mask, in this case e;, which is a vector with 1 in its ¢-th
position and 0 elsewhere. Then, if we want it to be the first element of the resulting
vector, we can rotate left by ¢ steps the last result. Algebraically expressed, rot;(x © €;).

However, this technique comes with a greater performance cost if used extensively.

6.2.4 Fast Fourier Transform (FFT)

Another interesting idea to implement using homomorphic encryption is the DFT over

encrypted data.
Using zero-indexed indices.

For a finite sequence of n complex numbers zg,...,x,_1 € C, its DFT is the finite

sequence o, . . ., Yn—1 € C of the same length defined as
n—1
Ym = Z kaﬁm, for m € Z,,
k=0
where w,, £ e~27/n,

For the above formula, representing the above sequences using the vectors x,y, the above
formula can be expressed via the DFT operator this way: y = DFT,(x) = DFT(x)
(dropping the length index n since it can be inferred by the input vector).
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For n being a power of two, the radix-2 Cooley-Tukey FFT algorithm emerges as follows:

—1
Ym = Z ka’n“m for m € Z,
k=0

n/2—1 n/2—1
= Z kawikm + Z x2k+1w7(12k+1)m formeZ,
k=0 k=0
n/2—1 n/2—1
- Z Top W™ 4™ Z Topy1 2™ for m € Z,
Wi wr
DFT(x, DFT(x,
<—y=DFT(x) = () n () , (6.3)
DFT(x.) DFT(x,)
T
where w,, = [wg wg_l} , Xe vector contains the xqy values (even indices) and x,

contains the xqx, 1 values (odd indices).

For the above vectors that repeat their first half elements, this happens since for all

k € Z, the wﬁ% values are repeated for n/2 <m <n — 1.

In addition, the fact that the last n/2 elements of w, are just the negation of the first

n/2 elements of it can be leveraged.

It is very clean that it can be implemented using our homomorphic encryption library

SEAL: it uses just additions and multiplications.

The twiddle factors w,, don’t have to be encrypted, making some multiplications operate
between plaintext and ciphertexts, which are faster than ciphertext-ciphertext multipli-

cations.

If we represent every element of the input sequence as a ciphertext (i.e., without batching

the input elements), we can implement the recursive FFT algorithm as described above.
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Algorithm 6 Radix-2 FFT
Input: Ciphertexts cg,...,cn 1.

Output: DFT of the input sequence.

if n =1 then
return cg
end if
(E(()e), . 7528/)271) + Recursive call with input (cg, ca, ..., Cp_2)
(660), . ,67(10/)2_0 <+ Recursive call with input (c1,¢3,...,¢h 1)

for k< 0,...,n/2—1do

& &) +wh &

Cpamyz = B + wk . &
end for
return (¢o,...,Cn_1)

The above algorithm, for clarity, omits the appropriate rescale operations needed after
encrypted multiplications and extra dummy operations for chain level matching between
the terms that are added, but these should be done. Since, only plaintext-ciphertext

multiplications are involved, no relinearization is needed.

The above algorithm was a simple FFT implementation for computing the DFT of a se-
quence of encrypted numbers, each number represented by a ciphertext (i.e., no batched
input). Of course, a ciphertext can contain many batched elements, so, the above algo-

rithm can perform ciphertext-batch-size FFTs in a single run.

Now, what if one desires to batch the input in a single ciphertext in order to save space?

Can we leverage the ciphertext rotation operation efficiently to make it work in this case?

DFT can be represented in matrix form:

y =F,x
where F,, € C"*",
1 1 1 1 1]
1wy w? w3 wrt
2 1 6 2(n—1
T e S
m=0,....n—1 1wy w, w; ws
1wt W ey wrgn—lﬁ(n—n,_
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Revisiting the formula (6.3), we have

'DFT(x.) DFT(x,)
DFT(x) = W, ©
DFT(x.) DFT(x,)
< F,x = /2% +w, ® /2%
_Fn/QXe_ Fn/QXO
_ - -wo
_ Fn/QXe + Fn/2X0
_Fn/QXe_ N1 Fn/2X0
L Wh,
Fup|  [Wap  0np ][R,
_ Fre |y (W Onp 2y
_Fn/2_ L 0n/2 _Wn/2 Fn/2
F,.)] [ W,,5F,
L 2B |
_Fn/2_ __Wn/QFn/Q
_ Fn/2 Wn/QFn/Q Xe
_Fn/2 _Wn/QFn/Q Xo
_ In/2 Wn/2 Fn/2 On/2 Xe
_In/2 _Wn/2 0n/2 Fn/2 Xo ,

where 0,/ is the (n/2) x (n/2) zero matrix, and W, 5 is the (n/2) x (n/2) matrix with
the consequent powers of w, in its diagonals and the rest elements 0, i.e.,

0

Wy

Wn/2 -

n/2—1
Wy,

Due to the way that divide-and-conquer works in the DF'T formula, it is observed that the
elements of the vector x are reordered. Continuing the factorization in the last matrix
equation, we get that the elements of the vector x will be ordered in the bit-reversed

order.
The following algorithm was introduced in [9)].

Denoting as FB® the n x n DFT matrix with input length n and bit-reversed output, the

following factorization of FER emerges:
BR BR
BR __ Fn/2 Fn/2

" FTBJ{zwn/Z _FS?QWnﬂ

F;'j; 0
0 FB

In/2 In/2
Wn/2 _Wn/Q ,

and, if we keep going, we get

FER — D(n)D(”) . Dg”)’

n n/2
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where, for k € {n,n/2,...,2}:

[ In/k In/k ]
OQn/k OQn/k
In k In k
(n) O2n/k / / 02n/k nxn
D, = Wi —Wa € Cmm,
In k In k
n/k n/k

with the number of the diagonal submatrices being k /2.

From the above structure of D,g”) it can be understood that for i € {1,...,1gn} the vector
diag, (Dg,”) is nonzero only for k € {0,n/2",n —n/2'}.

Using the Lemma 6.2 and the above observation, we have that for a vector v € C™:

>

ke{0,n/2"n—n/2'}

Dgf)v = diag, (Dgf)) © rotg(v)

For i = 1 (since n/2 = n — n/2 the sum has only two terms) we have
DYy = diag, (Dé”)) © v + diag,, (Dé”)) © 1oty /2(V),
and for i # 1 we have

Dé:?)v = diag, (Dgf)) © v + diag,, o (D;’P) © 10ty /9i (V)

+ diag,,_, 5 (Dg})) © 10ty _p /21 (V).

Making use just those last formulas, the algorithm for the encrypted DFT with batched

input can be implemented.
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Algorithm 7 Encrypted batched-input DFT
Input: Ciphertext c; the power-of-two length n of the batched elements.

Output: DFT of the batched-element sequence in c.

forv < 1,...,1gn do
co +— c - diag, (D;?))
c1 4= 10t /9i(C)
c1 + ¢ - diag -(D(n)>
n/2t 2i
if : =1 then
C < Cy+
else
Cg 4= 10t _p, 91 (C)
Cy < Co dlag (D(n)>
n—n/2¢ 21
c4<coptcrte
end if
end for

return c

Again, the D,&n) matrices do not need to be encrypted, so, the multiplications involving

them are just plaintext-ciphertext multiplications. Hence, no relinearization is needed.

And, again, the above algorithm omits the appropriate rescale operations needed after

the encrypted multiplications.

The input length n could be smaller than the ciphertext batch size. In that case, the
batched elements must be stored in a ciphertext in a way that the rotations (especially
the right rotations) work seamlessly. For example, the elements could be repeated until
they reach the batch size; this works without any elements be left over, since both the

ciphertext batch size and n are powers of two.

An interesting application of the above encrypted DFT algorithms is the encrypted fre-
quency filtering. A simple thought is the following. Having an encrypted Fourier trans-
form of a sequence, one can compute the complex conjugate of its elements and then
multiply with the initial data. Multiplying a complex number with its conjugate results
to its absolute value squared. Hence, we just computed the power spectral density, and
it is still encrypted. using the encrypted if-else presented above, one can filter out the

undesired frequencies of it.
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6.2.5 Benchmarks
Tested on Intel Core i7-7700HQ.

The batch size is equal to n/2, where n is the polynomial degree, as shown in the high-level

schematic in Figure 10.

The following are the results of operation timings for various parameters of the CKKS

cryptosystem.
Note the scale factor in y-axis sometimes.

The following measurements change the batch size, keeping the ciphertext coefficient

modulus constant (and low).

Addition (ct. coeff. mod.: 120 bits, 2 chain levels) 1e—7 Addition (ct. coeff. mod.: 120 bits, 2 chain levels)
—8— ptct 1.150  —®— pt-ct
0.0018 1 ct-ct ct-ct
1.125 4
0.0016 "
@ 1.100 {
£
0.0014 A g
< 1.075 A
I o
 0.0012 1 s
3’3 éu 1.050
0.0010 2
& 1.025 4
o
s
0.0008 2 1.000
%]
0.0006 / 0.975
0.0004 0.950
o1z 13 14 o1z 513 14
Batch size Batch size
Figure 12: Addition on different batch sizes.
Multiplication (ct. coeff. mod.: 120 bits, 2 chain levels) o ) )
1e—7 Multiplication (ct. coeff. mod.: 120 bits, 2 chain levels)
—&— pt-ct
ct-ct —8— pt-ct
ct-ct
0.004 5]
€
G)
5
0.003 1 T 4
o
a 9]
£ g
S ©
& LER
0.002 g
n
°
<
o
021
1%
0.001 1
N //
o1z S13 B )12 o13 B
Batch size Batch size

Figure 13: Multiplication on different batch sizes.

84



Implementation of Homomorphic Encryption Techniques

Relinearization (ct. coeff. mod.: 120 bits, 2 chain levels)

0.014 | 1e—7 Relinearization (ct. coeff. mod.: 120 bits, 2 chain levels)
8.50
0.012 8.25 1
o
g
£
8.00 1
0.010 1 %
o
8 27.751
] S
2 0.008 | 3
o 5 7.50 4
Q
0
€ 7251
0.006 S
Q
a
7.00 4
0.004
6.75 4
212 213 214 212 213 214
Batch size Batch size

Figure 14: Relinearization on different batch sizes.

Generally, the ciphertext coefficient modulus is low. Only 2 chain levels are there.

Addition and multiplication are pretty fast. If we also can leverage batching, then we

have even better results looking the per batched element time.

Notice how relinearization is somewhat computationally costly compared to the above

timings. So, it should be used smartly whenever possible.

The following measurements change ciphertext coefficient modulus, keeping the batch

size constant.

Addition (batch size: 21%) le—7 Addition (batch size: 21%)
—o— pt-ct —o— pt-ct
0.010 1 ct-ct 6 ct-ct
£s
J g5
0.008 g
[
ol
o
8 £4
2 0.006 S
8 E
(7]
g o
g 31
w
0.004 - 2
S
& 27
0.002
14

L A B S e e e B e e ML S L e e e e B e L e e e e e
90 120 150 180 210 240 270 300 330 361 392 423 453 484 514 545 575 606 637 668 699 729 759 789 820 90 120 150 180 210 240 270 300 330 361 392 423 453 484 514 545 575 606 637 668 699 729 750 789 820

ct. coeff. mod. bit length ct. coeff. mod. bit length

Figure 15: Addition on different number of chain levels.
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Multiplication (batch size: 214) le—6 Multiplication (batch size: 214)
—8— pt-ct —8— pt-ct
0.035 - ct-ct ct-ct
2.0
0.030 1 2
[
£
[
0.025 © 1.5
o
3 £
§ 0020 =
k1 <
g 1.0
0.015 4 o>
©°
2
[=}
]
0.010 4 &
0.5
0.005 4
0.000 00t
90 120 150 180 210 240 270 300 330 361 392 423 453 484 514 545 575 606 637 668 699 729 759 769 820 90120 150 180 210 240 270 300 330 361 392 423 433 484 514 545 575 606 637 668 699 729 750 789 820
ct. coeff. mod. bit length ct. coeff. mod. bit length
Figure 16: Multiplication on different number of chain levels.
Relinearization (batch size: 24) le-5 Relinearization (batch size: 214)
0.40
0.35
2.0
0.301 =
£
o
4 [
0.25 5 151
w
E g
g 0.201 ®
3 <
g 1.0
0.15 4 >
T
c
g
0.10 A 8
0.5
0.05
0.00 1 0.0 1

T T T T
90 120 150 180 210 240 270 300 330 361 392 423 453 484 514 545 575 606 637 668 699 729 759 789 820 90 120 150 180 210 240 270 300 330 361 392 423 453 484 514 545 575 606 637 668 699 729 759 789 820

ct. coeff. mod. bit length ct. coeff. mod. bit length

Figure 17: Relinearization on different number of chain levels.

Again, batching can be leveraged. And, again, it is evident the computational cost of

relinearization.
Next, we present measurements taken for the FFT. Ignore the cryptosystem parameters.

The purpose here is to compare the FFT non-batched vs. batched versions, and show

how much can things be improved if we leverage batching.

Encrypted FFT time (32 elements): 3.00907 s

Encrypted batched FFT time (32 elements): 0.542291 s

Encrypted FFT time (64 elements): 6.70999 s

Encrypted batched FFT time (64 elements): 0.625865 s
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Encrypted FFT time (128 elements): 14.7536 s

Encrypted batched FFT time (128 elements): 0.681758 s

Similar are the results between non-batched and batched matrices.

One more thing to highlight, is to be careful in the implementation of matrix multi-
plication (in any variant, batched or non-batched), is not to perform relinearization in
every internal multiplication, but perform the sum of the products and then perform the

relinearization on the result. The time difference is huge.
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