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Abstract 

Modern power systems, particularly distribution networks, are currently dealing with a number 

of challenging issues brought on by advancements in technology and variations in consumer 

demands. Nevertheless, as power grid components become more interconnected, so does their 

susceptibility to fraud, cyberattacks, and software bugs. 

Non-technical losses (NTLs), which include indicative electricity theft, broken or 

malfunctioning meters, and intentionally arranged misleading meter readings, pose a threat to 

modern power systems, which are essential infrastructural assets. NTLs are a major concern in 

emerging nations, as they can account for as much as 40% of all electricity distributed. It is 

anticipated that NTLs cause yearly global utility expenses of about 100 billion USD. It is 

consequently imperative for utilities and authorities to reduce NTLs in order to boost income, 

profit, and grid reliability. 

Electricity theft is a widespread problem with significant negative economic, social, and 

financial impacts. This illegal practice can have serious consequences for both utilities and 

society as a whole. 

Benefits of power theft detection include reduced financial losses for utility companies, fairer 

electricity pricing for consumers, and enhanced grid reliability. Additionally, it can help reduce 

the environmental impact of illegal power consumption. 

The goal of this PhD thesis is to propose solutions in modern distribution networks by creating 

innovative concepts and algorithms for identifying power theft using smart meter data. 

Moreover, this thesis examines the crucial role of power output forecasting for renewable 

energy sources (RES) in addressing power theft in modern electricity distribution systems. 

An extensive analysis of NTLs detection techniques is presented, classifying techniques for 

detecting electricity theft based on the different types of algorithms employed. Additionally, in 

order to comprehend the various problems with NTLs detection systems, analysis of 

parameters is carried out, including data requirements, extracted features, performance metrics, 

response time, etc. Most NTLs detection systems make use of data analytics and machine 

learning technologies as their main operation algorithms. This thesis primarily analyzes the 

proposed innovative techniques and the issues that arise during their development and 

application. 

Keywords 

Smart Grids, Power Distribution Grids, Smart Meters, Non-Technical Losses, Electricity 

Theft, Efficient Electricity Fraud Detection, Deep Machine Learning, RES Forecasting 
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Περίληψη 

Οι μη τεχνικές απώλειες, οι οποίες περιλαμβάνουν ενδεικτικά, κλοπή ηλεκτρικής ενέργειας, 

σπασμένους ή δυσλειτουργικούς μετρητές και σκόπιμα διευθετημένες παραπλανητικές 

ενδείξεις μετρητών, απειλούν σοβαρά τα σύγχρονα συστήματα ηλεκτρικής ενέργειας, τα οποία 

αποτελούν βασικά στοιχεία υποδομών και οικονομικής ανάπτυξης παγκόσμια. Οι μη τεχνικές 

απώλειες αποτελούν σημαντικό ποσοστό στις αναδυόμενες οικονομικά χώρες, καθώς μπορούν 

να φτάσουν να αντιπροσωπεύουν έως και το 40% του συνόλου της ηλεκτρικής ενέργειας που 

διανέμεται στους καταναλωτές. Υπολογίζεται ότι οι μη τεχνικές απώλειες προκαλούν ετήσιες 

παγκόσμιες δαπάνες κοινής ωφελείας περίπου 100 δισεκατομμυρίων δολαρίων ΗΠΑ. Κατά 

συνέπεια, είναι επιτακτική η ανάγκη οι επιχειρήσεις κοινής ωφελείας και οι αρχές να 

μειώσουν τις μη τεχνικές απώλειες προκειμένου να ενισχύσουν το εισόδημα, τα κέρδη και την 

αξιοπιστία του δικτύου ηλεκτρικής ενέργειας. 

Η κλοπή ηλεκτρικής ενέργειας είναι ένα ευρέως διαδεδομένο πρόβλημα διεθνώς, με 

σημαντικές αρνητικές κοινωνικές και χρηματοοικονομικές επιπτώσεις. Αυτή η παράνομη 

πρακτική έχει σοβαρές συνέπειες τόσο για τις επιχειρήσεις κοινής ωφέλειας όσο και για την 

κοινωνία συνολικά. 

Τα οφέλη της έγκαιρης ανίχνευσης/εντοπισμού κλοπής ηλεκτρικής ενέργειας περιλαμβάνουν 

μειωμένες οικονομικές απώλειες για τις εταιρείες κοινής ωφέλειας παραγωγής και διανομής 

ηλεκτρικής ενέργειας, δικαιότερη τιμολόγηση ηλεκτρικής ενέργειας για τους συνεπείς 

καταναλωτές και βελτιωμένη αξιοπιστία του δικτύου διανομής ηλεκτρικής ενέργειας. 

Επιπλέον, μπορεί να συμβάλει στη μείωση των περιβαλλοντικών επιπτώσεων, που συνδέονται 

με την παράνομη κατανάλωση ενέργειας, δεδομένου ότι η ρευματοκλοπή προκαλεί ανάγκη 

αυξημένης ηλεκτροπαραγωγής. 

Στόχος αυτής της διδακτορικής διατριβής είναι η πρόταση καινοτόμων υπολογιστικών 

μεθόδων και λύσεων για την μείωση των μη τεχνικών απωλειών στα σύγχρονα δίκτυα 

διανομής ηλεκτρικής ενέργειας δημιουργώντας καινοτόμες έννοιες, μεθόδους και αλγόριθμους 

βασισμένους στην τεχνητή νοημοσύνη και στη μηχανική μάθηση,  για τον έγκαιρο εντοπισμό 

κλοπής ηλεκτρικής ενέργειας, χρησιμοποιώντας δεδομένα από έξυπνους μετρητές. Επιπλέον, 

εξετάζεται η σημασία της πρόβλεψης παραγωγής ηλεκτρικής ενέργειας από ανανεώσιμες 

πηγές ενέργειας (ΑΠΕ), η οποία παίζει καθοριστικό ρόλο στην αντιμετώπιση της κλοπής 

ενέργειας στα σύγχρονα συστήματα διανομής ηλεκτρικής ενέργειας, όπου καταναλωτές είναι 

ταυτόχρονα και παραγωγοί ηλεκτρικής ενέργειας. 

Παρουσιάζεται μια εκτενής ανάλυση ευφυών τεχνικών ανίχνευσης μη τεχνικών απωλειών, 

ταξινομώντας τις μεθόδους για τον εντοπισμό κλοπής ηλεκτρικής ενέργειας με βάση τους 
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διαφορετικούς τύπους αλγορίθμων που χρησιμοποιούνται. Επιπλέον, προκειμένου να 

κατανοηθούν τα διάφορα προβλήματα στον εντοπισμό ρευματοκλοπής σε σχέση με τα εν γένει 

συστήματα ανίχνευσης μη τεχνικών απωλειών, πραγματοποιείται ανάλυση παραμέτρων, η 

οποία συμπεριλαμβάνει απαιτήσεις εμπεριστατωμένων βάσεων δεδομένων καταναλωτών 

ηλεκτρικής ενέργειας, εξαγόμενων χαρακτηριστικών περιπτώσεων ρευματοκλοπής, 

ταξινόμησης, μετρήσεων απόδοσης εντοπισμού, χρόνου απόκρισης κ.λπ. Τα περισσότερα 

συστήματα ανίχνευσης μη τεχνικών απωλειών ως κύριο μέσο χρησιμοποιούν τεχνολογίες 

ανάλυσης δεδομένων, τεχνητής νοημοσύνης και μηχανικής μάθησης. Το κύριο μέρος αυτής 

της διατριβής αφιερώνεται στην ανάλυση των καινοτόμων τεχνικών που προτείνονται με βάση 

τα ανωτέρω, στον προγραμματισμό τους, στην ανάπτυξη πρωτότυπου κώδικα και στην 

αξιολόγησή τους με πραγματικά δεδομένα από διαχειριστές δικτύων διανομής  ηλεκτρικής 

ενέργειας, καθώς και στην επίλυση των θεμάτων που προκύπτουν κατά την ανάπτυξη και την 

εφαρμογή τους στην πράξη. 

Λέξεις-κλειδιά 

Έξυπνα Δίκτυα, Δίκτυα Διανομής Ηλεκτρικής Ενέργειας, Έξυπνοι Μετρητές, Μη Τεχνικές 

Απώλειες Ηλεκτρικής Ενέργειας, Κλοπή Ηλεκτρικής Ενέργειας, Επιτυχής Ανίχνευση Κλοπής 

Ηλεκτρικής Ενέργειας, Μηχανική Μάθηση, Πρόβλεψη Παραγόμενης Ηλεκτρικής Ενέργειας 

από Ανανεώσιμες Πηγές 
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1 Introduction 

Power theft detection is an essential component of maintaining the effectiveness and integrity 

of electrical distribution networks. The definition of power theft is the unlawful or 

unauthorized use of electricity without the appropriate authorization or billing from the utility 

provider [1]. 

Electrical energy is indispensable to modern societies, and this reliance intensifies as fossil 

fuel supplies deplete and energy consumption patterns shift, particularly with the increasing 

adoption of electric mobility. In emerging markets, energy consumption is on a steady rise due 

to the growing economic affluence of market participants [2]. However, a noteworthy portion 

of the generated and transmitted energy in such nations is not recorded, leading to a situation 

where this energy doesn't contribute to the profit margin of the electric companies responsible 

for its generation and distribution [3]. 

Transmission and delivery (T&D) losses can often be separated into two categories: non-

technical losses (NTLs) and technical losses (TLs) [4]. 

The primary cause of technical losses is power dissipation, which naturally occurs due to 

system utilization and internal electrical resistance in transformers, transmission lines, and 

generators. In efficient systems, like those in Western Europe, technical losses typically 

account for 1-2% of the total electricity distribution. In less effective systems, as reported in 

[5], these losses can escalate to 9–12%. According to estimates from [6], technical losses range 

between 2 and 6%. 

On the other hand, NTLs are induced by external sources. They mainly consist of electricity 

theft, malfunctioning or damaged infrastructure, accounting errors, record-keeping, and meter 

reading, as outlined in [4]. According to [7], the yearly global financial losses attributed to 

NTLs are projected to be approximately $100 billion USD. In contrast to technical losses, 

NTLs account for the majority of total losses in emerging markets and constitute the primary 

focus of this research. 

This thesis focuses on power theft detection in power grids with smart meters installed for end 

users and smart grids with strong renewable energy penetration using machine learning 

methods. Moreover, the importance of power output forecasting in RES is examined, which 

plays a crucial role in addressing power theft in the electricity distribution system [8]. 
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1.1 Technical / Non-technical Losses 

A significant amount of losses across the generation, transmission, and distribution phases of 

the electrical network are due to the non-technical losses caused by illegal users stealing 

electricity, primarily in the distribution network. Identifying illegitimate consumers is a really 

difficult task, and a substantial amount of money isn't owed to the government or the 

electricity provider [9]-[10]. 

The primary reason for naturally occurring losses in power systems, occasionally referred to as 

technical losses, is the dissipation of electricity in electrical system parts such as measuring 

systems, transmission lines, and power transformers. Activities within the power system are 

responsible for these losses [4]. 

In power systems, losses that occur apart from technical losses are referred to as NTLs. NTLs 

are caused by factors outside the control of the power system, as well as loads and 

circumstances not factored into technical loss calculations. More precisely, NTLs are primarily 

associated with power theft. Additionally, they can be considered unknown consumer loads 

that the electrical distribution companies or local utilities were unable to identify. Measuring 

NTLs is more difficult as system operators frequently fail to determine them because there is a 

lack of recorded information [11]-[13]. 

1.2 Reasons / Consequences of Power Theft 

There are several reasons why individuals or businesses may engage in power theft [10]-[12]. 

In Table 1.1, the main reasons for power theft are presented. 

Table 1.1 Reasons for power theft. 

Reducing Costs The desire to avoid paying for electricity is the fundamental 

cause of power theft, which may be particularly attractive for 

persons or businesses in the commercial and industrial sectors, 

especially those with significant energy use.  

Financial Desperation Some people turn to power theft as a way of survival because 

they are in financial distress. 

Lack of Access People who live in some areas might not have access to 

approved electrical connections, so they turn to unlawfully 

tapping electricity lines. 
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Table 1.1 Reasons for power theft. (continued) 

Dissatisfaction with Utility 

Companies 

In areas where utility providers are thought to be dishonest, 

consumer satisfaction is generally low, or electricity rates are 

considered high, individuals or organizations commit power 

theft in order to criticize utility providers. 

Cultural or Socioeconomic 

Factors 

In some cases, electricity theft may be considered an accepted 

norm or even a cultural practice. It could even be forced in 

some groups, which would explain the large number of 

unofficial connections. 

Insufficient Law 

Enforcement 

Individuals and businesses may be more likely to steal power 

in areas where there is a low possibility of being discovered 

because restrictions are not effectively enforced. 

Lack of Awareness It's possible that some people are unaware of the risks that 

come with power theft, such as the possibility of fire or 

electrical shock. Consequently, they could commit power theft 

without realizing the possible consequences. 

Black Market Reselling Power thieves could target electrical cables, steal electricity, 

and then sell it to other people at a lower price. This illegal 

market has the potential to be profitable. 

Illegal Cannabis Grow 

Operations 

Since illegal cannabis farms need a lot of electricity for 

lighting and climate control, they can sometimes be related to 

power theft. 

 

 

The act of electrical energy access without paying for it is known as power theft, and it has 

many detrimental effects on both individuals and society as a whole [11]-[12], [14]. Table 1.2 

displays a few of the most significant consequences of power theft. 
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Table 1.2 Consequences of power theft. 

Financial Losses for Utility 

Companies 

Utility companies suffer financial losses due to power theft. 

When electricity is stolen, utility businesses experience 

revenue shortages as they are unable to bill for the stolen 

power.  

Higher Energy Costs Utility companies frequently pass on the additional expenses to 

creditworthy consumers in the form of higher electricity bills 

as they attempt to compensate for their losses from power 

theft. 

Reduced Grid Reliability Power theft can cause power outages and voltage fluctuations, 

straining the power grid. Damage to overloaded transformers 

and circuits can impact the consistent supply of electricity to 

all consumers. 

Safety Risks Making unauthorized connections and tampering with 

electrical meters pose serious safety risks, potentially leading 

to electrical shocks, fires, or even fatalities.  

Energy Shortages In areas where power theft is a common practice, there might 

not be enough electricity available for proper use. This may 

impede industrial processes, impede financial growth, and 

result in restricted access to essential services. 

Unfair Competition Power thieves have an impact on both individuals and 

businesses. This could lead to market distortions and impede 

the growth of authorized businesses due to unfair competition. 

Environmental Impact Electricity theft has the potential to raise energy consumption 

and greenhouse gas emissions. This is due to the fact that 

stolen electricity is frequently used inefficiently and requires 

the production of extra power to compensate for the energy 

losses caused by power theft. 

Legal Consequences Power theft is illegal in the majority of countries, and 

offenders face fines and possible criminal prosecution. 

Furthermore, power thieves may face more severe legal 

consequences if their actions cause harm or death. 
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Table 1.2 Consequences of power theft. (continued) 

Damage to Utility 

Infrastructure 

Utility infrastructure may be harmed by electricity meter 

manipulations and maintaining or improving this infrastructure 

can be expensive for the electricity provider. 

Reduced Confidence in the 

Energy System 

Extensive power theft undermines confidence in the energy 

distribution system's fairness and integrity. This lack of 

confidence could harm efforts to promote the adoption of 

renewable energy sources and energy conservation. 

 

Utility companies, governments, and law enforcement agencies frequently invest in detection 

and preventive techniques that reduce the effects of power theft. These strategies, which 

include data analytics methods, public awareness campaigns, improved metering systems, and 

legal enforcement actions, are intended to deter and penalize those who steal electricity [15]- 

[18]. 

1.3 Methods of Stealing Electricity 

Several techniques for power theft have been proposed in the literature [3], [11]-[12]. Table 

1.3 shows some common methods used to steal electricity. 

Table 1.3 Power theft techniques. 

Illegal Connections 

(Hooking) 

This method physically connects electrical wires to utility 

power lines without permission. Thieves may destroy power 

lines in order to get direct access to the source of electricity. 

This is a dangerous method that can result in fire and 

electrocution. 

Meters Tampering Utility companies use energy meters to track and bill their 

clients for electricity usage. These meters, however, are 

vulnerable to manipulation by power thieves who aim to 

prevent or alter the accurate recording of electricity use. 

Energy meters with outdated technologies are frequently 

tampered with by inserting magnets, circumventing the meter, 

or deliberately harming it. 
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Table 1.3 Power theft techniques. (continued) 

Meter Reversal At electricity meters with outdated technologies, thieves may 

occasionally cause the electric meter to run backward by 

reversing its direction. Consequently, power usage appears to 

decrease, leading to both lower recorded usage and a 

corresponding decrease in the bill. 

Meter Manipulation Power thieves may attempt to manipulate digital or smart 

meters by breaking into them or using electronic equipment to 

alter the data they transmit to the utility company. This could 

lead to inaccurate billing and underreporting of energy usage. 

Meter Blocking To prevent the meter from delivering consumption data to the 

utility company, some thieves jam its signal. This action 

hinders the meter from accurately recording consumption. 

Phantom Load Thieves may use electrical appliances or gadgets that consume 

power without being connected to the meter. Since these 

concealed loads are not visible in the meter's records, detecting 

them can be challenging. 

Meter Sharing People share electricity meters with nearby houses, dividing 

the expense of a single, valid meter among several users. 

However, this practice can result in incorrect billing and is 

prohibited. 

Bypassing the Main Switch To ensure that power enters the property without passing 

through the meter, thieves may manipulate the main circuit 

breaker or disconnect switch. 

Employee Involvement On occasion, utility company employees or contractors may 

assist consumers in manipulating their energy meters or 

providing unlawful connections, making them participants in 

power theft. 

Solar Power / Wind Power 

Manipulation 

Fraudulent clients may report higher solar and wind power 

generation values in the electrical system in regions with a 

high concentration of solar panels and wind turbines in order 

to increase their profits. 
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It is important to highlight that power theft is illegal and that it could have serious legal and 

safety repercussions. Utility companies use a range of strategies, including sophisticated 

metering equipment and data analytics, to identify and prevent power theft. Law enforcement 

agencies frequently conduct investigations and legal actions against power thieves. 

1.4 Objective and Structure 

By using novel concepts and algorithms to analyze data from smart meters, this PhD thesis 

aims to detect power theft in modern distribution networks. In order to accomplish this, a 

thorough analysis of data analytics and machine learning technologies was carried out, along 

with a thorough investigation of the challenges that arose in their development and application. 

Furthermore, this thesis explores the significance of forecasting the power output of RES, 

which holds a critical role in addressing power theft within modern electricity distribution 

systems. 

The current dissertation consists of 6 chapters and is structured as follows: 

• Chapter 2: Presents a thorough analysis of the techniques proposed in the existing 

literature for identifying non-technical losses. The present methods are categorized and 

organized based on their most significant characteristics. 

• Chapter 3: Presents the essential characteristics and elements of a smart grid, delve 

into the architecture of the smart grid, explore a fundamental component of a smart 

grid, the smart meter, discuss noteworthy features of smart meters, and examine the 

applications of smart meter data analytics in addressing power theft. 

• Chapter 4: Provides a comprehensive review of the methodologies proposed in the 

existing literature for predicting the power output of renewable energy sources, along 

with the outcomes achieved through the application of the proposed machine learning 

algorithms in power output forecasting. 

• Chapter 5: Introduces the development of the innovative power theft detection models, 

the databases used, the scenarios of power theft explored, and the outcomes derived 

from our simulations. 

• Chapter 6: The conclusions, the dissertation's innovative contribution, and the 

potential avenues for future research on the subjects covered in this work are 

presented. 
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2 Literature Review 

2.1 Categorization of Non-technical Loss Detection Methods 

The identification and prevention of electricity theft are complex problems that require 

interdisciplinary expertise to solve. Various strategies to restrict electricity theft have been 

proposed over the last ten years. This thesis organizes the current literature on energy theft 

detection into four categories based on particular study contents and methodology: game 

theory-based methods, power grid analysis-based methods, hardware-based methods, and 

machine learning-based methods [17]-[18]. A brief example will be provided for each 

methodology to demonstrate its operation. Detecting power theft with a single solution is 

challenging due to its complex features. For instance, power theft can occur at any hour and on 

any meter, and the load patterns of those who commit this crime are erratic. Thus, it is 

essential to employ a variety of strategies and create cutting-edge procedures in order to obtain 

knowledge about the characteristics of uncommon power usage patterns. 

2.2 Game Theory Based Analysis Methods 

The primary objective of game theory-based approaches is to model interactive decision-

making among power providers, legitimate consumers, and electricity thieves. For electricity 

providers, applying game theory to the phenomenon of power theft detection can be a useful 

tool. In game theory, participants are thought to be rational agents who want to maximize their 

gains, which means that electricity providers want to minimize operating costs and maximize 

demand response while thieves try to utilize as much stolen power as they can [19]-[21]. 

The most important players in the detection of power theft are legitimate consumers, utility 

companies, and potential fraudulent consumers. All these players have different strategies and 

objectives. 

Utility companies can simulate potential power theft, change consumer behavior, change the 

pricing structure, utilize technology to monitor electricity usage, and strengthen security 

protocols that are designed to reduce the losses from power theft. Moreover, they can design 

systems that integrate interests and goals by comprehending the rewards and incentives for 

various players. 

Legitimate consumers can implement strategies like installing energy-efficient equipment, 

reporting suspicious activity, or collaborating with utility companies, while power thieves can 



27 

 

implement unauthorized connections, meter tampering, and controlling power usage to steal 

electricity. 

Power theft is a persistent issue, and applying game theory may require preventive measures to 

quickly identify incidents of power theft. By considering the tactics and interactions of all 

players involved, game theory offers a comprehensive method for modeling and addressing 

power theft detection. Utility companies can develop more effective and efficient plans for 

preventing power theft, reducing costs, and preserving the integrity of the power grid by 

implementing game theory concepts. 

Game theory's main advantage is that electric utilities may be able to analyze the effects of 

power theft detection from a wider-angle using game theory-based approaches, which could 

lead to new insights into the problem of electricity theft. Conversely, the primary drawback is 

the strong belief that players in the game are rational. 

2.3 Power Grid Based Analysis Methods 

Power grid data is used by power grid analysis techniques to identify unusual patterns. Various 

kinds of data are used for anomaly detection, including sensor data, such as voltage and current 

flow obtained by remote terminal units, and network-related data, such as switch and circuit 

breaker status. Power grid analysis-based systems usually compare the measured and estimated 

values to a predefined threshold in order to detect electricity theft. A straightforward method to 

calculate NTLs is to balance the energy intake from distribution transformers with the total 

energy of all users' meter readings. Line losses are then calculated by dividing this deviation 

by the energy input. While this method does not distinguish between TLs and NTLs, 

anomalous electricity consumption behaviors can be anticipated when line losses surpass a 

predetermined threshold. Therefore, anomaly detection requires more sophisticated, data-

driven techniques. As data analytics and technology progress, power grid analysis-based 

techniques for detecting power theft are becoming more complex. These techniques not only 

aid in detecting theft but also in its prevention by establishing a disincentive effect and 

encouraging adherence to utility laws [16]-[18]. 

The main advantage of power grid analysis-based methodologies is that, through the analysis 

of the bias between observed and estimated values, they are able to calculate NTLs and 

identify anomalous behaviors related to electricity consumption. On the contrary, the main 

disadvantage is that it is unlikely to know the exact topology and specifications of a 

distribution network in the real world and cannot recognize situations when illegal users 

tamper with their neighbors' meters. 
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The selected studies of this type fall into additional categories: state estimation-based methods, 

power flow analysis approaches, and sensor network approaches. 

2.3.1 State Estimation 

The goal of state estimation is to calculate the current values of system states (such as voltage 

magnitude and phase angles at different buses) using network models and accessible 

observations. Since state estimation contributes to grid stability, dependability, and effective 

power delivery, it is crucial for power grid management and control. Because abnormalities in 

the estimated states may be signs of theft or other irregularities, it is also pertinent to the 

detection of power theft [22]-[26]. 

State estimate is used in regular grid operation to continuously evaluate the electricity system's 

condition. By utilizing information from several sensors and established network models, the 

anticipated voltage levels, phase angles at specific grid nodes, and real and reactive power 

flows are computed. Differences between measured and estimated values of power flows and 

voltage levels may arise when power theft or other anomalies occur. 

Inconsistencies in data can be identified by correlating information from different grid regions 

using state estimation. Anomalies may be indicated, for instance, if the estimated state of a 

specific bus significantly deviates from the expected state based on nearby buses. Identifying 

locations with a high frequency of anomalies can guide field investigations to detect power 

theft or unauthorized connections. This can be accomplished by integrating state estimation 

results with geospatial data. 

To increase the overall effectiveness of power theft detection, state estimation is frequently 

combined with additional techniques, including load profiling, power quality analysis, and 

smart meter data analysis. When unexpected deviations occur, state estimation provides grid 

operators with real-time information and alarms, enabling them to react to potential power 

theft scenarios. 

In conclusion, state estimation is a crucial component of power grid management, aiding in the 

detection of power theft by monitoring the state variables of the grid, identifying anomalies, 

and promptly alerting grid operators to any inconsistencies or irregularities. This, in turn, 

assists grid operators in determining the most appropriate course of action to investigate and 

resolve instances of power theft. 
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2.3.2 Power Flow Analysis Methods 

Power flow analysis techniques are essential in the fields of power system operation and 

electrical engineering. They are employed in the analysis of the power flow and power 

distribution inside a grid. Power flow analysis can be used to identify power theft, although the 

main purpose is to guarantee the effective and dependable operation of power systems [27]- 

[32].  

Utilizing information about the network's topology, load demand, and generation, power flow 

analysis techniques calculate the voltage magnitudes, real and reactive power flows, and phase 

angles at different nodes (buses) in the grid. Moreover, a mathematical model of the power 

system, encompassing details on power generators, transformers, transmission lines, and 

distribution networks, is essential for power flow analysis, and this model plays a crucial role 

in forecasting the anticipated electricity flow. 

In order to cross-verify the findings, power flow analysis and state estimation are frequently 

combined. Differences between the computed power flows and the projected grid condition 

may indicate power theft or other network issues. Moreover, geospatial data and power flow 

analysis results can be combined to identify locations or areas that are more likely to 

experience unauthorized connections or irregular power consumption. 

Power flow analysis enables real-time grid monitoring, and alerts can be promptly sent to grid 

operators when unexpected deviations or abnormalities are detected, allowing for a prompt 

investigation and resolution of possible cases of power theft. 

In conclusion, power flow analysis approaches, when combined with additional strategies and 

data sources, are essential in detecting power theft by identifying differences in power flows 

and consumption patterns that could indicate theft or other problems with the electrical grid. 

2.3.3 Sensor Network Approach 

A sensor network approach monitors and detects deviations in power usage that may indicate 

theft or unauthorized use. This technique utilizes data to proactively detect instances of power 

theft in an electrical system [33]-[36].  

Numerous electrical properties, including voltage, current, power factor, frequency, and power 

quality, can be measured by sensors placed at important junctions, distribution transformers, 

substations, and other crucial locations across the electrical system. 

Sensors collect real-time data on electrical properties from the grid, and this information is 

then transmitted to a central monitoring system, which may be located in the cloud or in the 
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utility's control center. To build load profiles for various locations, client types, and time 

periods, the collected data is employed, and establishing normal usage patterns and 

consumption expectations is aided by load profiling. To identify trends related to power theft, 

statistical analysis and machine learning techniques are employed. 

Anomalous power consumption is detected through continuous analysis of sensor data. Alarms 

and notifications for more investigation are triggered by abrupt and notable departures from 

anticipated consumption levels. Additionally, sensors monitor the power factor, harmonics, 

and voltage fluctuations in the electrical power supply. Power quality irregularities may be a 

sign of illegal connections or meter tampering. 

To find anomalies and inconsistencies, sensor data from several locations is correlated. For 

example, irregular power flows reported by sensors at a substation and at a particular 

customer's location may indicate theft. 

Data from smart meters and other measurement devices is combined with sensor data. Cross-

checking usage patterns is facilitated by comparing sensor data and meter readings; 

inconsistencies may point to power theft. Sensor data is also combined with geographic 

information to identify specific locations where power theft may be more common, helping 

prioritize field research. 

Utilities can continuously monitor the electrical grid, quickly discover irregularities, and take 

action to prevent and resolve power theft efficiently due to the data-driven sensor network 

method for power theft detection. This strategy not only helps in lowering financial losses but 

also assists in protecting the integrity of the grid and enhancing its overall operational 

effectiveness. 

2.4 Hardware Based Analysis Methods 

The study of creating power theft detection devices or algorithms for detecting electricity theft 

based on particular equipment is the focus of hardware-based solutions [37]-[43]. Hardware-

based techniques are separated into three categories in this thesis: the development of anti-

electricity theft devices, search method-based inspection algorithms, and detection device 

deployment tactics. 
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1. Anti-electricity theft device development 

The goal of this type of research is to prevent or identify electricity theft through the 

development of metering systems and anti-theft equipment. 

2. Search-method based inspection algorithms 

This type of research focuses on developing algorithms to find every fraudulent user 

with a NAN smart meter condition as quickly as possible. 

3. The deployment strategies of detection devices 

The goal of this type of research is to develop methods for reducing the number of 

monitoring devices needed to detect power theft in distribution networks. 

 

2.5 Machine Learning Based Analysis Methods 

The machine-learning based methods can be categorized as follows: 

1. Supervised-learning methods: This type of method focuses on constructing 

classification models from labeled data, such as energy consumption, current, and 

active power, in order to detect electricity theft, etc. [9], [44]-[72]. 

2. Unsupervised-learning methods: In order to identify abnormal load patterns, this 

kind of study focuses on classifying load patterns based on comparable characteristics, 

trends, patterns, or relationships in the data [73]-[84]. 

3. Semi-supervised learning methods: In order to detect electricity theft, this kind of 

research focuses on developing prediction models using a small amount of labeled 

data and a large amount of unlabeled data [45], [85]-[92]. 

 

2.6 Hybrid Based Analysis Methods 

Hybrid approaches combine the previously mentioned algorithms and strategies to identify 

NTL more accurately [93]-[103]. 
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3 Smart Grids 

3.1 Introduction 

The smart power grid is a new innovative breakthrough that makes use of emerging 

technologies in order to enhance the traditional power grid to become a clean, efficient, and 

resilient system. A smart grid enhances the efficiency, sustainability, dependability, and 

general management of electricity generation, distribution, and consumption through the use of 

contemporary technology, communication, and automation. It is a major improvement over 

conventional electrical grids and combines a number of technologies and techniques to 

improve the infrastructure for electricity [105]-[107]. 

 

 

Figure 3.1 Smart grid architecture. (From Ref. [108]) 
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The main attributes and elements of a smart grid are shown in Table 3.1. 

Table 3.1 Key features and components of a smart grid. 

Advanced Metering 

Infrastructure (AMI) 

Homes and businesses can get real-time information on energy 

consumption by installing smart meters. Consumers can 

efficiently monitor and manage their electricity usage due to 

AMI. 

Two-Way Communication Two-way communication among utilities and consumers is 

made possible by smart grids. Utility companies are able to 

remotely monitor and control the grid in a variety of ways, such 

as load balancing, fault detection, and power on/off. 

Integration of Renewable 

Energy 

Smart grids facilitate the incorporation of RES, such as solar 

and wind power, by controlling their unpredictable and 

intermittent properties. To accommodate these sources, smart 

grids can manage storage and electricity distribution. 

Grid Automation Automation and control technologies are employed across the 

grid to redirect power, reduce downtime, and quickly identify 

and fix failures. This improves the overall reliability of the grid. 

Demand Response 

Programs 

Smart grids utilize demand-response systems, encouraging 

consumers to use less power during periods of high demand. As 

a result, consumers reduce their expenses, assisting in 

preventing overloads in the power supply. 

Energy Storage The smart grid may store excess energy during periods of low 

demand and release it during periods of high demand with the 

aid of batteries and other energy storage devices. 

Electric Vehicle Integration Electric vehicle (EV) charging infrastructure can control EV 

charging to reduce system load and maximize power 

consumption. 

Data Analytics A vast amount of data from smart meters and other sensors can 

be analyzed in order to understand the operation of the grid and 

energy usage patterns.  
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Table 3.1 Key features and components of a smart grid. (continued) 

Improved Grid Security Stronger cyber security protocols have been implemented to 

protect the smart grid from potential cyber-attacks and threats in 

the future. 

Environmental Benefits Smart grid may reduce greenhouse gas emissions by optimizing 

the utilization of renewable energy sources, promoting energy 

savings, and improving system performance. 

 

Constructing a more flexible, resilient, and sustainable electrical infrastructure is the primary 

objective of a smart grid, which also aims to offer consumers more control over their energy 

usage and expenses. In order to have more sustainable and efficient energy sources in the 

future, smart grid deployment is necessary. 

3.2 Smart Grid Architecture 

The design of a smart grid is complex, involving several key components and levels [105]- 

[110]. Table 3.2 shows the general layout of a typical smart grid architecture. 

Table 3.2 Parts of smart grid architecture. 

Generation Conventional power plants, distributed energy resources (DERs) such 

as microgrids, and renewable energy sources like solar, wind, and 

hydropower all contribute to the production of electricity. 

Sophisticated control systems and sensors monitor and regulate 

generating sources. 

Transmission 

 

High-voltage transmission lines are used to transfer power across long 

distances. Real-time data on grid conditions is provided via phasor 

measuring units (PMUs) and grid sensors. Modern grid management 

systems optimize electricity flow and reduce grid congestion. 

Distribution 

 

Medium and low voltage distribution lines provide power to homes 

and business structures. Distribution management systems (DMS) 

monitor and control distribution networks. Substation automation 

enhances control and monitoring. 
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Table 3.2 Parts of smart grid architecture. (continued) 

Communication 

 

An efficient communication network is essential to the operation of a 

smart grid. Technology such as fiber optics and wireless networks 

allows information to be transferred across grid components. 

Sensors and 

Measurement 

 

Installing smart meters and sensors at different grid nodes can provide 

information on the characteristics of the system and power usage. 

AMI, or advanced metering infrastructure, makes it easier for utilities 

and consumers to communicate in both directions. 

Data Management 

 

Sensors, meters, and other devices provide data that is collected, 

processed, and stored in data centers. Big data analytics and machine 

learning approaches are utilized to generate useful information from 

the data. 

Control and 

Automation 

 

Grid operations are monitored and managed by supervisory control and 

data acquisition (SCADA) systems. Automated switching and fault 

detection systems reduce the duration of extended outages. 

Demand Response 

 

Demand response systems encourage consumers to switch or lower 

their power usage during times of high demand, assisting utilities 

manage peak demand. 

Cybersecurity 

 

Strong cybersecurity protection is essential to prevent attacks and 

hacking attempts against the smart grid. For that reason, data and 

control systems are secured through the installation of firewalls, 

intrusion detection systems, and encryption. 

Customer Interface 

 

Smart grid applications enable customers to make intelligent decisions 

about their energy consumption by providing them with access to real-

time information on energy usage. 

Integration of 

Renewable Energy 

 

Smart grids make it easier to integrate renewable energy sources by 

efficiently controlling their fluctuation and intermittency. 

Grid Resilience 

 

Smart grids are more resilient to severe weather and other disruptions 

thanks to improved fault detection and response capabilities. 
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The architecture of a smart grid aims to provide a more flexible, responsive, and 

environmentally friendly electrical system while increasing reliability and reducing its adverse 

consequences. The generation and distribution of power are monitored, controlled, and 

optimized using contemporary technologies and communication networks. Moreover, it 

promotes user participation and makes it easier to integrate renewable energy sources into the 

grid. 

3.3 Smart Meters 

Smart meters are advanced digital devices that monitor and measure the gas, water, and 

electricity usage in residences, companies, and other facilities. They are crucial for enhancing 

the sustainability, accuracy, and efficiency of resource management and are an essential part of 

modern utility systems [111], [113]. 

 

 

Figure 3.2 Smart meter. (From Ref. [112]) 

 

In Table 3.3 some important smart meter features are presented. 
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Table 3.3 Smart meter features. 

Measurement and 

Monitoring 

Smart meters have replaced traditional analog meters by providing 

accurate, real-time information for electricity resources and energy 

usage. 

Two-Way 

Communication 

Smart meters are different from ordinary meters in that they use 

wireless technologies like radio frequency (RF) transmission or 

cellular networks. This allows the meter and the electricity provider to 

communicate with each other. 

Remote Data 

Collection 

Utility companies could remotely collect data from smart meters, 

eliminating the need for individual readings of the devices. This 

reduces operational costs and ensures accurate billing. 

Real-Time 

Information 

Consumers can monitor their electricity usage and make dependable 

decisions to consume less energy by using real-time consumption data 

through internet portals or mobile applications. 

Time-of-Use (TOU) 

Pricing 

Through mobile applications or web portals, consumers can obtain 

real-time consumption data to track their patterns of usage and make 

wise decisions to use energy more efficiently. 

Remote 

Disconnect/Reconnect 

Due to smart meters' remote-control capabilities, utility providers can 

reconnect or deactivate service, as well as handle late payments. 

Grid Management Using smart meter data, grid managers can more effectively control 

power distribution. The grid is more reliable because of its ability to 

detect voltage deviations and power outages in real time. 

Integration with 

Smart Grids 

Smart meters are a crucial component of smart grid systems because 

they facilitate the integration of renewable energy sources, 

demand/response programs, and grid optimization. 

Environmental 

Benefits 

Smart meters may be able to aid with demand-side management and 

resource utilization awareness in order to reduce energy and water 

consumption and, ultimately, carbon emissions. 

Privacy and Security To protect consumer information and ensure the reliability of the 

metering system, smart meters must adhere to strong privacy and 

security standards. 
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Smart meters are an essential tool for both utilities and customers since they enhance resource 

management, save operating costs, and promote sustainable consumption practices. Integration 

of resources and energy networks into utility systems is a crucial first step towards creating 

more environmentally friendly and efficient networks. 

 

3.4 Smart Meter Data Analytics Applications in Power Theft 

The main smart meter data analytics applications for power theft detection are listed below. 

1. Consumer classification and invoicing 

Consumption data from smart meters can provide users with access to some features that were 

not feasible to get through conventional measuring techniques (electromechanical meters with 

sample intervals of many months). These characteristics can be applied to consumer 

classification and their incorporation into market-related or network-related programs. The 

ability to classify customers based on shared traits is provided by clustering algorithms. The 

data administrator may then reach these customers by planning pertinent actions (such energy 

conservation, habit change, environmental awareness, theft prevention, etc.). Enhanced 

consumer grouping facilitates the development of effective demand and load response 

management strategies, pricing, and commercial offer tactics. However, attention must be 

taken when managing data from smart meters since non-intrusive load monitoring (NILM) 

techniques may be used, which might expose significant details about a consumer's daily 

routine and so invade his privacy [114]-[116]. 

2. Load forecasting 

One of the most crucial applications of smart meters is for load prediction. Load prediction is 

classified as short, medium, or long term according to its time range. Every kind fulfills 

distinct electricity grid system purposes and is a crucial source for involvement in the power 

markets. Because smart meter consumption data allows for improved modeling of 

consumption thanks to high-frequency sampling, it can help with short and medium term load 

forecasts. Furthermore, it provides the ability to anticipate at the level of individual consumers 

or consumer groups, which can facilitate demand management and distribution network 

control tactics [117]-[119]. 
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3. Study and operation of distribution networks 

Under some circumstances, the broad installation of smart meters may also help distribution 

network’s function. Applications like load flow and status evaluation, for instance, need 

measurements of voltage and power that are nearly synchronized. While it is possible, smart 

meters do not usually offer this capability, and doing so would raise the meter's price. The 

PMUs offer even more functions, such as synchronized high-frequency sampling readings 

accessible to the administrator. Applications involving scenario evaluation may benefit from 

such data. Furthermore, the information given by smart meters may be utilized to minimize 

non-technical losses, identify and handle problems or network failures, and determine the 

network's or its component parts' topology. The incorporation of intelligent meters improves 

applications like voltage regulation and congestion management while permitting a greater 

penetration of dispersed production and renewable resources. An improved understanding of 

the load enables better control and maintenance of all network components. Lastly, the 

infrastructure of smart meters (computer power, telecommunications support) allows the 

distribution network (DN) to use distributed control approaches [120]-[121]. 
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4 RES (Renewable Energy Sources) Power Output 

Forecasting 

4.1 Introduction 

A critical component of energy management and grid operations is power generation 

forecasting. It involves estimating the amount of electricity that will be produced by different 

power plants, distributed energy resources, and RES (such as solar and wind). Utility 

companies and grid operators may make more educated decisions about resource allocation, 

demand response, and system stability with the aid of accurate forecasts [122]-[123]. The use 

of fossil fuels constitutes a substantial portion of both national and worldwide energy 

requirements. Empirical research has demonstrated that the use of fossil fuels like coal, oil, and 

natural gas releases significant amounts of greenhouse gases into the atmosphere, which has 

detrimental impacts on the climate. It is possible to produce energy that is more 

environmentally friendly by embracing RES like wind and solar power, which are starting to 

be utilized to fulfill the growing global energy demands. In order to meet the demands for 

electricity in a more environmentally responsible manner, the government and financial 

interests have been influenced by the opening up of the electric energy market and the growing 

demand for sustainable energy to push the increased adoption of renewable energy sources 

[124]-[128].  

Solar and wind power are two of the most widely used RES. Temperature, wind direction, air 

pressure, humidity, sunlight, and other environmental factors each have a significant impact on 

how much energy is produced by solar and wind power. As a result, managing and forecasting 

wind and solar power output is challenging due to the volatility of weather patterns. Because 

of its intrinsic variability, integrating solar and wind energy into power networks is a 

challenging task, particularly in isolated systems [126]. 

To enhance the capacity to estimate the amount of renewable energy that can be generated in 

different electric grid operating scenarios, precise one-day-ahead forecasts of solar irradiation 

and wind speed are necessary. Given the intrinsic relationship shown in equations (4.1) and 

(4.2) between solar irradiation and electricity generation from photovoltaic systems and wind 

speed and wind turbine power generation, it is imperative to develop computational models 

that can accurately forecast solar irradiation and wind speed on medium and short-term time 

scales. This issue is also very crucial for power theft detection in cases where the electricity 

consumer is also or simultaneously an electricity producer by RES installation, i.e., he is a 
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prosumer. In the event that the electricity production by the RES plant of the prosumer 

declared to the utility, compared to the corresponding forecasted one, is found to have a 

divergence greater than, i.e., at least 20%, this might indicate anomalies such as power theft 

incidents needing certainly further investigation. 

Wind speed is the most important input variable for wind power forecasting, as shown by 

equation (4.1), which indicates that wind power is proportional to the cube of wind speed. 

𝑃(𝑢) = {

         0,                 𝑢 < 𝑢𝑖𝑛   , 𝑢 > 𝑢𝑜𝑢𝑡
𝜌𝐴𝑐𝑝𝑢

3/2, 𝑢𝑖𝑛 ≤ 𝑢 ≤ 𝑢𝑟𝑎𝑡𝑒𝑑
        𝑃𝑟𝑎𝑡𝑒𝑑           𝑢𝑟𝑎𝑡𝑒𝑑 ≤ 𝑢 ≤ 𝑢𝑜𝑢𝑡

 (4.1) 

 

Where ρ is the air density, A is the blade sweeping area, P(u) is the turbine output power at 

wind speed (u), cp is the wind power coefficient, and uin, urated, and uout indicate the cut-in, 

rated, and cut-out wind speed, respectively. 

The global formula to estimate the annual electricity generated in the output of a photovoltaic 

system is: 

𝐸 = 𝐴 ∗ 𝑟 ∗ 𝐻 ∗ 𝑃𝑅 (4.2) 

 

Where E is the energy (kWh), A is the total solar panel area (m2), r is the solar panel yield or 

efficiency (%), H is the annual average solar radiation on tilted panels (shadings not included), 

and PR is the performance ratio and coefficient for losses (range between 0.5 and 0.9, default 

value = 0.75). 

Wind speed forecasting can be categorized into four distinct time intervals [129] as shown in 

Table 4.1. 

Table 4.1 Wind speed forecasting categorization. 

Very short-term Ranging from a few seconds to 30 minutes 

Short-term Spanning from 30 minutes to 6 hours ahead 

Medium-term Extending from 6 hours to 1 day ahead 

Long-term Beyond 1 day ahead 
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Forecasting solar irradiation can also be separated into four time periods, as Table 4.2 indicates 

[130]. 

Table 4.2 Solar irradiation forecasting categorization. 

Very short-term Covering a time frame from a few minutes to 1 

hour 

Short-term Encompassing a period of 1 to 4 hours ahead 

Medium-term Forecasting for 1 day ahead 

Long-term Extending beyond 1 day ahead 

 

4.2 Literature Review 

In recent years, numerous algorithms have been developed to predict solar radiation and wind 

speed. These forecasting techniques can be broadly categorized into three groups: 

1. Data-Driven Models: The most popular category of techniques for forecasting time 

series data is one that combines both machine learning and statistical models. 

2. Physical Models: In order to provide forecasts, these models consider the basic laws 

guiding the behavior of meteorological and topographical factors. 

3. Hybrid Algorithms: Hybrid algorithms combine features from data-driven models 

with those from physical models. They have an outstanding track record across a 

number of academic fields, offering a combination of data-driven flexibility and 

physical precision. 

 

Data-Driven Models 

Statistical methods cover a variety of approaches in the context of data-driven models, 

including: Autoregressive Integrated Moving Average (ARIMA) [131]-[133], Auto-Regressive 

Moving Average (ARMA) [134]-[136], Lasso [137], Markov models [138]-[140]. 

However, the most popular machine learning techniques for wind speed forecasting and 

solar irradiation are: Support Vector Machines (SVMs) [141]-[143], Feed Forward Neural 

Networks (FFNNs) [144], Recurrent Neural Networks (RNNs) [145]-[147], Convolutional 

Neural Networks (CNNs) [148]-[149], Long Short-Term Memory Networks (LSTMs) [150]-
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[153], Bidirectional Long Short-Term Memory Neural Networks (BiLSTMs) [154], Deep 

Belief Networks (DBNs) [155], Artificial Neural Networks in general (ANNs) [156]-[158]. 

These techniques provide a variety of ways to forecast wind speed and solar irradiation, with 

various advantages and disadvantages. 

Physical Models 

In the category of physical methods for solar irradiation and wind speed forecasting, several 

approaches are employed, including: 

1. Numerical Weather Prediction (NWP) Forecasting Models [159]-[160]: These models 

simulate and forecast weather patterns, which can be used to forecast wind speed and 

solar irradiation utilizing complex mathematical equations and meteorological data. 

2. Total Sky Imagery (TSI) [161]: Using Total Sky Imagery (TSI) systems, which 

capture images of the entire sky, one can forecast solar radiation by obtaining crucial 

information about air conditions and cloud cover. 

3. Cloud-Moving-Based Satellite Imagery Models [162]: These models follow cloud 

movement and evolution by analyzing satellite photos, which aids in the prediction of 

solar irradiation and its variability. 

4. Weather Research and Forecasting (WRF) Models [163]: High-resolution weather 

simulations are possible with WRF, a popular numerical weather prediction system. 

By modeling atmospheric conditions, it can be used to produce forecasts for solar 

irradiation and wind speed. 

These physical techniques increase the precision of forecasts for renewable energy by utilizing 

our understanding of meteorological and atmospheric events. 

 

Hybrid Algorithms 

In the literature, various hybrid methods have been developed for solar irradiation and wind 

speed forecasting. Here are some examples: 

Variational Mode Decomposition with Gram-Schmidt Orthogonal and Extreme Learning 

Machines enhanced by a Gravitational Search Algorithm [164]: This method combines 

variational mode decomposition with extreme learning machines, which are further enhanced 

by a gravitational search algorithm, to increase forecasting accuracy. 
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Nonlinear Neural Network Architectural Models combined with a Modified Firefly Algorithm 

and Particle Swarm Optimization (PSO) [165]: This method improves forecasting 

effectiveness by combining neural networks with optimization methods like PSO and the 

Firefly algorithm. 

Hybrid Model Decomposition (HMD) Method and Online Sequential Outlier Robust Extreme 

Learning Machine (OSORELM) [166]: By combining the HMD technique and OSORELM, a 

hybrid forecasting system is created that increases accuracy. 

Empirical Mode Decomposition and Elman Neural Networks (EMD-ENNs) [167]: This 

technique enhances forecasting outcomes by combining Elman neural networks with empirical 

mode decomposition. 

Wavelet Transform (WT-ARIMA) [168]: This method improves forecasting accuracy by 

combining autoregressive integrated moving average (ARIMA) modeling with wavelet 

transform. 

Empirical Wavelet Transform (EWT) and Least-Square Support Vector Machines (LSSVM) 

improved by Coupled Simulated Annealing [169]: For improved forecasting, EWT and 

LSSVM are merged and enhanced using coupled simulated annealing. 

Complementary Ensemble Empirical Mode Decomposition (CEEMD) Preprocessing with 

Extreme Learning Machines (ELMs) and Elman Neural Networks (ENNs) [170]: CEEMD 

preprocessing is applied before using ELMs and ENNs for forecasting. 

Sample Entropy and VMD Forecasting Methods Based on ENNs and a Multi-Objective "Satin 

Bowerbird" Optimization Algorithm [171]: This method combines sample entropy, VMD, 

ENNs, and a multi-objective optimization algorithm for forecasting. 

Bidirectional Long Short-Term Memory Neural Networks with an Effective Hierarchical 

Evolutionary Decomposition Technique and an improved Generalized Normal Distribution 

Optimization Algorithm [172]: This method combines bidirectional LSTM neural networks 

with sophisticated decomposition and optimization algorithms for wind speed forecasting. 

Combined Model System with improved Hybrid Time Series Decomposition Strategy (HTD), 

Multi-Objective Binary Backtracking Search Algorithm (MOBBSA), and Advanced 

Sequence-to-Sequence (Seq2Seq) predictor for wind speed forecasting [173]: This method 

integrates various strategies and algorithms for accurate wind speed forecasting. 
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Recurrent Neural Network Prediction Algorithms combined with Error Decomposition 

Correction Methods [174]: Recurrent neural networks are combined with error decomposition 

correction methods to improve forecasting performance. 

These hybrid approaches use a variety of strategies to improve wind speed and solar radiation 

forecasts' accuracy, making them valuable tools for managing and planning renewable energy 

sources.  

4.3 The Importance of Forecasting in Power Theft Detection 

Accurate forecasting is necessary to prevent or identify power theft in the electrical 

distribution system. A few ways that forecasting is essential to prevent electricity theft are 

listed in Table 4.3. 

Table 4.3 Forecasting applications for electricity theft detection. 

Anomaly Detection Forecasting models may be used to generate baseline consumption 

trends for residential, commercial, and industrial consumers. Any 

significant divergence detected from these patterns might raise doubts 

about power theft. 

Load Profile Analysis Utilities can employ load profiles to analyze consumption patterns at 

various time resolutions (e.g., by hour, day, or season). Forecasting 

contributes to create accurate load profiles, and deviations from these 

profiles might indicate anomalies such as power theft. 

Seasonal and 

Weather-Related 

Patterns 

Certain types of power theft, such as making unauthorized 

connections or tampering with meters, may be more prevalent during 

particular seasons or weather conditions. Forecasting may facilitate 

utilities getting prepared for these trends, enabling targeted research 

and analysis. 

Predictive Analytics Utility companies can use predictive analytics in combination with 

historical consumption data to identify which regions or customers are 

more vulnerable to power theft. For instance, persistently low energy 

consumption in a neighborhood relative to population size may be a 

sign of illegal connections. 
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Table 4.3 Forecasting applications for electricity theft detection. (continued) 

Meter Data Analysis Power theft can be detected in particular with the aid of real-time data 

from AMI and smart meters. Electricity consumption forecasting 

might help utilities to examine this data more thoroughly and identify 

instances of unusual consumption patterns or meter manipulation. 

Optimizing Resources Utility companies are able to better control their resources by 

identifying possible hotspots and projecting occurrences of power 

theft. This means assigning trained staff to conduct investigations and 

examinations in areas where energy theft is most likely to occur. 

Reduction in Revenue 

Losses 

Power theft causes significant financial losses for utilities. Accurate 

forecasting and theft prevention techniques can help minimize these 

losses and ensure that utilities have sufficient resources for improved 

services and infrastructure maintenance. 

Legal Action Forecasting can provide utility companies and law enforcement with 

evidence of power theft, making it easier to prosecute offenders and 

recover money for stolen electricity. 

 

In conclusion, forecasting is an effective weapon to deal with energy theft. It ensures the 

integrity of the power distribution system and protects the interests of lawful consumers by 

assisting utilities in spotting abnormalities, anticipating patterns, and allocating resources 

effectively to detect and prevent unlawful electricity consumption. 

 

4.4 Wind Speed and Solar Irradiation Forecasting 

4.4.1 Dataset Presentation 

Τhe dataset for this study derived from measurements made on Greece's Dia Island, Crete. The 

dataset parameters are shown in Table 4.4 and are hourly values for each day from 2005 to 

2016 at a height of 10 meters above the ground. The beam/direct irradiance on a plane that was 

always perpendicular to the sun's beams and the diffuse irradiance on the horizontal plane were 

the only two observations that were not recorded. These were computed using the anisotropic 

model provided in [175] for the global irradiation on the horizontal plane. The beam/direct 

irradiance on a plane that is always normal to the sun's rays was taken into consideration for 
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two main reasons: (1) it improves the models' predicting performance, and (2) it is an 

important parameter for assessing the performance of a photovoltaic system at a certain site. 

Additionally, the usual solar geometry formulas given in [176] are used to determine 

extraterrestrial irradiation. A statistical analysis of wind speed and solar irradiation is shown in 

Table 4.5, along with standard deviations (Std) and the highest and lowest mean values. 

Table 4.4 Dataset parameters measured. (From Ref. [126]) 

Parameter Unit 

Air temperature C 

Relative humidity % 

Windspeed m/s 

Wind direction ° 

Surface (air) pressure Pa 

Global irradiance on the horizontal plane W/m2 

Beam/direct irradiance on a plane always normal to the sun rays W/m2 

Diffuse irradiance on the horizontal plane W/m2 

Surface infrared (thermal) irradiance on a horizontal plane W/m2 

Extraterrestrial irradiation W/m2 

 

Table 4.5 2005-2016 Dataset Max, Min, Mean, Std values. (From Ref. [126]) 

 Max Min Mean Std 

Solar Irradiation (W/m2) 1032 0 208 305 

Wind speed (m/s) 17.88 0 5.84 3.05 

Air temperature (C) 29.73 5 19.11 4.86 

Relative humidity (%) 99.88 48.55 77.23 7.82 

Wind direction (°) 360 0 253.2 118.9 

Surface (air) pressure (Pa) 103,845 97,349 100,306 576 

Beam/direct irradiance on a plane 

always normal to the suns’ rays (W/m2) 
986 0 143 246 

Diffuse irradiance on the horizontal 

plane (W/m2) 
646 0 65 85 

Extraterrestrial irradiation (W/m2) 1294 0 344 429 

 
In order to compensate for the lack of a cloud index in solar irradiation forecasting, normalized 

discrete indices were for the first time introduced and computed, using equations (4.3) and 

(4.4) for both daily (NDD(d)) and hourly (NDD(h,d)) periods. Based on information for solar 

irradiation in the horizontal plane and extraterrestrial solar irradiation for Dia Island, these 

calculations were performed [158]. NDD(d) and NDD(h,d) parameters are calculated as 

follows: 
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In the given context, "d" represents the day of the year ranging from 1 to 365, "i" signifies the 

hour number within each day from 1 to 24, and "h" denotes the specific hour of the day for 

which the cloud index NDD(h,d) is computed. Furthermore, Gon stands for the normalized 

extraterrestrial irradiance, and Gsn represents the normalized surface irradiance. The 

normalization of Gon and Gsn is achieved by utilizing their respective maximum values for each 

year within the dataset. It should be noted that the forecasting performance is unaffected even 

in the event that the surface or extraterrestrial irradiance exceeds historical maximum values, 

potentially leading to a normalized maximum irradiance greater than 1. 

A data format with two columns was established in recognition of the cyclical nature of solar 

irradiation. The columns included the hour of the day for each observation (1–24) as well as 

the number of days in a month (31, 30, or 28). The number of days in a month, the air 

temperature, NDD(d), NDD(h,d), and the hour of the day were the input parameters that were 

derived from the first set of measurements for solar irradiation forecasting. Since nighttime 

(zero solar irradiation) had no effect on solar irradiation forecasts, they were removed from the 

original measurement dataset. 

In the context of windspeed forecasting, the initial dataset contributed input parameters such as 

air temperature (oC), relative humidity (%), and global irradiance on the horizontal plane 

(W/m2). 

4.4.2 Presentation of the Proposed Deep Learning Models 

Multi-Channel and Multi-Head CNNs 

Artificial deep neural networks, which include CNNs, are commonly used for tasks like natural 

language processing, image and video recognition, recommender systems, text and image 

classification, image analysis, facial recognition, document analysis, and handling financial 

time series data [148]-[149]. 

The fundamental layers of a standard CNN are pooling layers, dropout layers, flattening layers, 

fully connected layers, and at least one convolutional layer. The convolutional layer serves the 

𝑁𝐷𝐷(𝑑) = √
1

24
∑(𝐺𝑜𝑛,𝑑(𝑖) − 𝐺𝑠𝑛,𝑑(𝑖))

2
24

𝑖=1

 (4.3) 

𝑁𝐷𝐷(ℎ, 𝑑) =  𝐺𝑜𝑛,ℎ,𝑑 − 𝐺𝑠𝑛,ℎ,𝑑 (4.4) 
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purpose of convolving the input image and creating feature maps. This convolution involves 

sliding small-sized filters (kernels) over the input image, where each kernel contains learnable 

weights. At each possible position, element-wise multiplication is performed, generating a new 

layer for each kernel with the applied results on the input image. The depth of the 

convolutional layer, determined by the number of kernels, is a hyperparameter crucially 

chosen based on available data. 

Following the convolutional layer, a pooling process occurs, involving down-sampling 

operations that integrate sets of elements in the feature maps. Based on a specific criterion, this 

integration produces a single value (e.g., the maximum value or the average of all values). This 

pooling operation helps eliminate noise data and enhances overall performance. One important 

advantage of CNNs is their ability to successively extract higher-level characteristics by 

applying different kernels with variable sizes and depths. This process involves repeating these 

layers several times. 

Dropout layers can be added after convolutional and pooling layers to avoid overfitting. These 

dropout layers help to protect the neural network by omitting particular components at random 

during the training phase. Ultimately, the final pooled layer can be transformed into a single 

vector with all of its weights included. Next, this vector is linked to a completely connected 

layer, which is linked to the output layer via another connection. The output layer aggregates 

the sum of possibilities for each class, offering an estimate of the classification success for the 

given input [177]-[179]. 

The multi-channel approach presented in this thesis follows the established CNN architecture, 

enhancing it by introducing an additional embedding layer to augment the number of channels, 

aligning with the semantic complexity of the data in this study. Each solar irradiation input and 

wind speed forecasting time series variable, when combined with multi-channel CNNs, 

contributes to predicting the solar irradiation and wind speed for the next day. In order to 

accomplish this, each one-dimensional time series is incorporated into the model as an 

independent input channel. The CNN employs distinct kernels for each input sequence, 

processing them into separate sets of filter maps, effectively capturing features from each input 

time series variable. This approach proves valuable in scenarios where the output sequence is 

influenced by prior timestep observations encompassing diverse features and when the output 

sequence doesn't solely comprise the feature being forecasted [179]-[180]. 

An additional expansion of the CNN model involves creating distinct sub-CNN models, 

essentially individual heads, for each input variable. This variant is commonly referred to as a 

multi-headed CNN model. Implementing this extension necessitates adjustments to the model 
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preparation and, consequently, modifications to the training and test dataset preparation. In 

terms of the model structure, a unique CNN model is specified for each input variable, namely 

solar irradiation and wind speed. Introducing each input into an independent CNN offers 

several advantages, including enhanced feature extraction by concentrating on one input at a 

time. Furthermore, every convolutional head can be customized to fit the unique properties of 

the corresponding input. The model's setup, including the number of layers and associated 

hyperparameters, is also modified to more closely conform to the recently proposed 

methodology [179]. 

 

 Encoder-Decoder LSTM 

An adaptation of the artificial recurrent neural network (RNN) architecture that is frequently 

used in deep learning algorithms is long short-term memory (LSTM). Diverging from standard 

feed forward neural networks, LSTMs incorporate feedback connections, significantly 

improving the memory retention capabilities of the network. Applications that demonstrate the 

flexibility of LSTMs in handling both individual data points, such as pictures, and complete 

data sequences include speech recognition, handwriting recognition, anomaly detection in 

network traffic, and intrusion detection systems (IDSs) [181]. 

A typical LSTM unit consists of a cell, an output gate, a forget gate (which determines which 

information to discard), and an input gate (which analyzes pertinent data for memory update). 

The information coming into and going out of the cell is controlled by the three gates, and the 

cell maintains values for arbitrarily long periods of time. 

LSTM networks prove suitable for tasks involving forecasting, classification, and processing 

based on time series data, particularly when dealing with time series problems where unknown 

duration lags may exist between crucial events. The vanishing gradient issue that can arise 

during the training of traditional RNNs is successfully resolved by LSTMs. In a variety of 

situations, their capacity to manage length gaps provides them with an advantage over RNNs, 

hidden Markov models, and other sequence learning techniques [59]. 

In order to address the challenge of varying item counts in inputs and outputs, an encoder-

decoder LSTM is employed. It is designed to tackle sequence-to-sequence (seq2seq) problems 

like learning program execution and translating texts. One of the primary benefits of the 

encoder-decoder LSTM is the utilization of a fixed-sized internal representation at the model's 

core [182]. LSTM units, or gated recurrent units, are commonly used as the encoder and 

decoder components. Processing the input sequence and condensing the data into internal state 
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vectors, specifically the hidden state and cell state vectors in the case of LSTMs, is the 

encoder's primary function. Only the internal states must be retained, and the encoder's outputs 

can be ignored. On the other hand, the encoder LSTM's final states determine the initial states 

of the decoder, which is also an LSTM. The decoder uses these initial states to begin 

producing the output sequence (see Figure 4.1). In both training and inference, the decoder 

exhibits some fluctuation in performance. A method known as teacher forcing is used during 

the training phase to accelerate the decoder's training. At every timestep during training, the 

decoder uses the output from the prior timestep as its input. The encoder transforms the input 

sequence into state vectors or thought vectors. Following the transmission of these thought 

vectors, the decoder begins constructing the output sequence in accordance with the encoded 

data. The decoder is essentially an initial state-conditioned language model [182]. 

 

 

Figure 4.1 Encoder-decoder LSTM basic architecture. (From Ref. [126]) 

 

4.4.3 Data Preprocessing and Forecasting Models Configurations 

Data Preprocessing 

There are two data preprocessing phases used in order to properly train the model. The initial 

step involved normalizing the data, and the subsequent step addressed missing data. In order to 

fill in the missing data values, the process involved calculating the average of nearby values 

within the same day. It's important to highlight that normalizing the data before inputting it 

into the network is a recommended practice. This is because the effectiveness of the learning 

process may be negatively impacted by the addition of variables of various sizes, both large 

and small. The widely recognized formula in Equation (4.5) was employed for data 

normalization: 

𝑦 =
𝑥𝑖 − 𝑥𝑚𝑖𝑛

𝑥𝑚𝑎𝑥 − 𝑥𝑚𝑖𝑛
 (4.5) 
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where y represents the normalized value, xi denotes the current value, and xmin and xmax stand 

for the minimum and maximum values of the original parameters, respectively. 

The data underwent categorization by month, creating a monthly time series spanning the 

years 2005–2016. Then, training and medium-term forecasting were applied by the models. 

The decision to separate the data by month was primarily driven by the similarity in solar 

irradiation patterns and, to a lesser extent, the relative similarity in wind speed patterns. 

Most common strategies 

The most often used techniques for producing multistep forecasts are [129], [180], [183]: 

1. Direct Multistep Forecast Strategy: In this approach, a new model is created for each 

time step of the forecasting horizon. This method can be computationally intensive 

because it involves developing as many models as the number of time steps in the 

forecasting horizon. 

2. Recursive Multistep Forecast Strategy: Training a one-step forecasting model is the 

first step in the recursive process. After that, every time step of the forecasting horizon 

is handled iteratively by this one model. However, instead of using the actual data 

values for predictions at subsequent time steps, the predictions from prior steps are 

used as inputs. Although this procedure is computationally more efficient than the 

direct approach, as the forecasting horizon extends, performance may decrease due to 

the accumulation of errors. 

3. Direct-Recursive Hybrid Multistep Forecast Strategy: The direct and recursive 

techniques are combined in this strategy. It involves developing separate models for 

each time step (direct strategy), but at each time step, the input variables are expanded 

to include forecasts from previous steps (recursive strategy). This hybrid method aims 

to leverage the strengths of both approaches. 

4. Multiple Output Forecast Strategy: Under the multiple output technique, a single 

model is constructed to predict the entire forecast sequence in a single step. This 

means that the model directly generates predictions for all time steps of the forecast 

horizon simultaneously. 

The choice of technique is frequently influenced by the particular characteristics of the 

forecasting problem and the available computational resources. These strategies offer various 

trade-offs between computational complexity and forecasting accuracy. 
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In this study, the multiple-output and the recursive multistep forecast strategy is employed for 

predicting solar irradiation and wind speed using a fixed sliding window corresponding to 24 

time steps (e.g. 24 hours) with the following process: 

Training Phase: The walk-forward validation (WFV) technique with an expanding window is 

used to continuously add the most recent real (measured) values to the training dataset during 

the training phase. WFV is a method where the training window adapts and grows to 

incorporate the most recent data. It operates in ascending order of time, following the sliding 

window method. For each iteration, the training window is adjusted to include the latest actual 

observations for the next 24-hour prediction, and the model is retrained using this updated 

training window. 

Test Phase: In the test phase, a fixed sliding window of 24 time steps is applied to predict the 

forecast horizon, which is also 24 time steps (e.g. 24 hours) ahead. For each 24-hour forecast, 

the actual measurements for that period replace the forecasted measurements, and they are 

used as inputs for predicting the next 24-hour forecast. 

The sliding window length for solar irradiation forecasts is less than 24 time steps. This is 

because the nighttime hours, when there is no solar irradiation, are not considered. The sliding 

window's size is determined by the varying duration of night throughout the year. Despite its 

smaller size, the sliding window effectively represents the previous 24-hour period for the 

forecasting process. 

In the context of wind speed forecasting, the 24 time steps sliding window and the 24 time 

steps forecasting horizon correspond exactly to 24 hours. This alignment is a result of using a 

database with a per-hour resolution, where each step represents one hour of data. 

The recursive multistep forecast strategy computes one-step-ahead forecasts (i.e., 1h ahead) 

recursively until the desired forecast horizon (24h) is achieved, while the multiple-output 

forecast strategy predicts the whole forecast horizon (i.e., 24h ahead) in a one-shot manner. 

The following equations provide a formal description of the approaches used in the previous 

sections for medium-term solar irradiation and wind speed forecasting, using the recursive 

multistep forecast strategy and the multiple-output forecast strategy, respectively: 
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𝑦 (ℎ, 𝑑) = 𝑓(𝑦 (ℎ - 1, 𝑑), …, 𝑦 (ℎ - 𝑘 + 1, 𝑑), 𝑦(ℎ - 𝑘, 𝑑 - 1), …, 𝑦(ℎ - 24, 𝑑 - 1), 

𝑢i(ℎ - 1, 𝑑 - 1), 𝑢i(ℎ - 𝑘 + 1, 𝑑 - 1), 𝑢i(ℎ - 𝑘, 𝑑 - 1), …, 𝑢i(ℎ - 24, 𝑑 - 1)) 
(4.6) 

𝑦  (ℎ, 𝑑) = 𝑓(𝑦(ℎ - 1, 𝑑 - 1), …, 𝑦(ℎ - 𝑘 + 1, 𝑑 - 1), 𝑦(ℎ - 𝑘, 𝑑 - 1), …, 𝑦(ℎ - 24, 𝑑 - 

1), 𝑢i(ℎ - 1, 𝑑 - 1), 𝑢i(ℎ - 𝑘 + 1, 𝑑 - 1), 𝑢i(ℎ - 𝑘, 𝑑 - 1), …, 𝑢i(ℎ - 24, 𝑑 - 1)) 
(4.7) 

 

where: “𝑦 ” is the predicted value for hour “ℎ”, ….,“ℎ − (𝑘 - 1) i.e., ℎ - 𝑘 + 1” of day “𝑑”; 

…𝑦(ℎ - 𝑘, 𝑑 - 1),…. 𝑦(ℎ - 24, 𝑑 - 1) are the historical measured values, “𝑢i” represents the 

other external inputs (i.e., air temperature, relative humidity, global irradiance on the 

horizontal plane, NDD(d),  etc.), and 𝑘 is the time instant sliding index. 

Models’ configuration 

Table 4.6 Model configurations for wind speed and solar irradiation forecasting. (From Ref. [126]) 

Wind speed and Solar Irradiation Forecasting 

Multi-Head CNN Multi-Channel CNN Encoder–Decoder LSTM 

Layer Configuration Layer Configuration Layer Configuration 

Convolution 1 
Filters = 32 

Kernel size = 3 
Convolution 1 

Filters = 32 

Kernel size = 3 
LSTM 1 Units = 200 

Convolution 2 
Filters = 32 

Kernel size = 3 
Convolution 2 

Filters = 32 

Kernel size = 3 
Repeat vector - 

Max-pooling 1 Filters = 32 Max-pooling 1 Filters = 32 LSTM 2 Units = 200 

Flatten - Convolution 3 
Filters = 16 

Kernel size = 3 
Dense 1 Units = 100 

Concatenation - Max-pooling 2 Filters = 16 Dense 2 Units =1 

Dense 1 Neurons = 200 Flatten - - - 

Dense 2 Neurons = 100 Dense 1 Neurons = 100 - - 

Dense 3 Neurons = 24 Dense 2 Neurons = 24 - - 

 

For the encoder-decoder LSTM, multi-channel CNN, and multi-head CNN, each sample 

comprises 24 time steps (i.e., forecasting 24 hours ahead). For wind speed forecasting, there 
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are three features, and for solar irradiation, there are five features. The training dataset has a 

form of [7200/7440, 24, 3/5] and contains data for either 300 days (7200 hours) or 310 days 

(7440 hours). 

The encoder-decoder LSTM model is made up of two sub-models: the encoder and the 

decoder. The input sequence is read by the encoder and encoded. After reading the encoded 

input sequence, the decoder then anticipates each element in the output sequence in a single 

step. When the encoder examines the input sequence and extracts features, it produces a 200-

element vector output (one output per unit). At first, there are several repetitions of the internal 

representation of the input sequence, each of which corresponds to an output sequence time 

step. Next, this vector sequence is transmitted to the LSTM decoder, which is a 200-unit 

hidden layer. Notably, the decoder produces the entire sequence, in contrast to the encoder, 

which outputs only at the end of the sequence. This indicates that every 200 units gives a value 

for every 24 hours, which is the basis for the output sequence's hourly prediction. Every 

timestep in the output sequence is evaluated by a fully linked layer prior to the final output 

layer. It is crucial to point out that the output layer forecasts a single step in the output 

sequence rather than the entire 24 hours at once. 

Each input in the multi-head CNN architecture is processed by a different CNN sub-model that 

consists of two convolutional layers with 32 filters and a kernel size of three, followed by a 

flattening layer and a max pooling layer. The internal representations of these sub-models 

converge before being processed by two fully connected layers that contribute to the 

prediction, having 200 and 100 nodes, respectively. 

Every input in the multi-channel CNN has a unique channel, just like with distinct image 

channels (such as red, green, and blue). An efficient model design consists of two 

convolutional layers with 32 filter maps and a kernel size of three, followed by pooling. This is 

followed by another convolutional layer that has 16 feature mappings and further pooling. 

There are one hundred nodes in the fully linked layer, which is responsible for interpreting 

these features. 

Adopting the well-established grid search approach is necessary since hyperparameter value 

selection is crucial [184]-[185]. Key parameters such as the number of previous inputs, 

training epochs, samples in each mini-batch, optimizer type, activation function type, and 

learning rate were all thoroughly investigated using a grid search in this work. To elaborate 

further, the exploration encompassed a set of {6, 12, 24, 48} for the number of prior inputs, 

{5–100} for the number of training epochs, {8–512} for mini-batch size, and various optimizer 

types such as {RMSProp, ADAM, SGD, AdaGrad, AdaDelta, AdaMax, NADAM}. Activation 
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functions {Relu, Elu, Tanh, Sigmoid} were also considered, and the learning rate was varied 

within the range {10-5–10-1}, as indicated in references [184]-[185]. The grid search process 

led to the identification of optimal hyperparameters, as detailed in Table 4.7. 

Table 4.7 Optimal hyperparameters of the models. (From Ref. [126]) 

Multi-Channel CNN/Multi-Head CNN 

Encoder–Decoder LSTM 

Optimizer: Adam 

Activation function: Tanh 

Mini-batch size: 16 

Learning Rate: 10−4 

Epochs for wind speed forecasting: 15 

Epochs for solar irradiation forecasting: 50 

Prior inputs: 24 

 

Twelve monthly models were used in this investigation for each deep learning technique, 

focusing on forecasting solar irradiation and wind speed one day in advance. These models 

were developed with their respective optimal parameter configurations. To enhance the 

reliability of forecasting, each model underwent 20 runs through multiple experiments. This 

iterative process was considered sufficient for the case studies conducted in this work. 

Subsequently, the outcomes were documented based on the mean values of the statistical 

metrics measuring forecasting performance. A desktop computer, including an Intel Core I5 

CPU clocked at 2.30 GHz, 64-bit operating system, and 8.00 GB of RAM was used to do all 

calculations. Each test set's forecasting runtime averaged around 8 minutes. 

 

4.4.4 Deep Learning and Conventional Forecasting Models Performance and 

Comparison 

Deep Learning Forecasting Performance Error Metrics 

The evaluation of wind speed and solar irradiation forecasts depended on known relationships 

for computing the deviation (error) between predicted and actual (measured) values once the 

most appropriate hyperparameters for the forecasting models were defined. These widely 

recognized relationships constitute well-known statistical metrics for forecasting errors [124]. 

The formulas extensively employed to assess forecasting techniques in such prediction 

problems are presented in Table 4.8, with Y representing the actual value and Ŷ denoting the 

forecasted value. 
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Table 4.8 Statistical metrics. (From Ref. [126]) 

Mean Squared Error (MSE) 𝑀𝑆𝐸 =
1

𝑁
∑(𝑌 − 𝑌̂)

2
 

Root Mean Squared Error (RMSE) 𝑅𝑀𝑆𝐸 = √𝑀𝑆𝐸 

Mean Absolute Percentage Error (MAPE) 𝑀𝐴𝑃𝐸 =
100%

𝑁
∑|

𝑌 − 𝑌̂

𝑌
| 

Mean Absolute Error (MAE) 𝑀𝐴𝐸 =
1

𝑁
∑|𝑌 − 𝑌̂| 

Normalized Root Mean Squared Error 

(nRMSE) 
𝑛𝑅𝑀𝑆𝐸 =

𝑅𝑀𝑆𝐸

𝑌̅
 

Coefficient of Determination (r2) 1 −
𝑉𝑎𝑟(𝑌 − 𝑌̂)

𝑉𝑎𝑟(𝑌̂)
 

 

Deep Learning Forecasting Performance for Wind Speed and Solar Irradiation 

Forecasting 

Hourly forecasts for solar irradiation and wind speed in July 2016 and November 2016 are 

shown in Figures 4.2-4.5, which include all of the deep learning models used in this 

investigation. Those designated "a" (e.g., Figure 4.2(a)) employ the recursive multistep 

forecast strategy, whereas those labeled "b" employ the multiple-output forecast strategy. It is 

significant to note that although the horizontal axes in Figures 4.2-4.5 indicate the time unit 

"hour", the time interval shown is actually "day" due to graphical limitations. Consequently, 24 

hourly data points are displayed inside each 'one-day' interval. In Figures 4.3(a,b), the 

variations in solar irradiation are explained by cloudy conditions in November, while in 

Figures 4.2(a,b), an essentially periodic curve is produced by a clear sky in July. Instances of 

both small and large variations in wind speed in Figures 4.4(a,b) and 4.5(a,b) can be observed. 
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(a) 

 
(b) 

Figure 4.2 Solar irradiation forecasting during July 2016: (a) recursive multistep forecast strategy; (b) multiple-

output forecast strategy. (From Ref. [126]) 
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(a) 

 
(b) 

Figure 4.3 Solar irradiation forecasting during November 2016: (a) recursive multistep forecast strategy; (b) 

multiple-output forecast strategy. (From Ref. [126]) 
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(a) 

 

(b) 

Figure 4.4 Wind speed forecasting during July 2016: (a) recursive multistep forecast strategy; (b) multiple-output 

forecast strategy. (From Ref. [126]) 
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(a) 

 

(b) 

Figure 4.5 Wind speed forecasting during November 2016: (a) recursive multistep forecast strategy; (b) multiple-

output forecast strategy. (From Ref. [126]) 

In order to ascertain which method is more suitable for solar irradiation and wind speed 

forecasting, Tables 4.9 and 4.10, respectively, present the average daily performance metrics 

for each of the three deep learning algorithms applied for each month of 2015 and 2016 for 

solar irradiation forecasting and wind speed forecasting. CNN1 and CNN2 denote multi-head 

CNN and multi-channel CNN, respectively, in Tables 4.9 and 4.10. 
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Table 4.9 Solar irradiation forecasting results: (a) average daily forecasting results for 2015 and 2016 with the 

recursive multistep forecast strategy; (b) average daily forecasting results for 2015 and 2016 with the multiple-

output forecast strategy. (From Ref. [126]) 

(a) 

 
MAPE (%) RMSE (W/m2) MAE (W/m2) nRMSE 

CNN1 CNN2 LSTM CNN1 CNN2 LSTM CNN1 CNN2 LSTM CNN1 CNN2 LSTM 

January 114.35 93.35 91.57 195.09 186.68 180.37 140.01 133.16 125.55 0.79 0.74 0.72 

February 81.93 64.95 58.33 208.35 187.78 185.58 157.42 136.27 128.82 0.61 0.54 0.51 

March 144.02 132.22 129.16 282.32 265.99 251.70 186.67 179.94 176.40 0.69 0.68 0.64 

April 48.67 42.16 41.49 153.18 145.49 141.83 117.96 102.00 98.78 0.31 0.28 0.29 

May 88.36 75.90 73.99 216.97 206.20 201.86 138.29 126.18 122.88 0.40 0.37 0.35 

June 24.70 19.06 17.09 88.48 84.92 79.83 35.41 31.94 27.71 0.14 0.14 0.12 

July 16.19 17.10 12.26 50.08 47.75 43.84 25.56 27.32 22.31 0.07 0.05 0.05 

August 8.61 8.21 5.86 25.25 25.12 22.30 18.23 19.55 15.82 0.05 0.05 0.04 

September 44.29 40.34 23.99 100.33 95.60 85.73 74.04 57.74 53.77 0.24 0.25 0.17 

October 69.65 59.54 49.40 146.39 141.26 116.15 113.15 105.63 93.00 0.49 0.46 0.43 

November 79.15 68.20 65.89 155.85 145.30 137.58 119.54 106.59 104.28 0.51 0.48 0.43 

December 77.23 72.54 63.77 156.00 149.17 133.44 124.83 109.38 103.32 0.65 0.60 0.58 

Average 66.43 57.80 52.73 148.19 140.11 131.69 104.26 94.64 89.39 0.41 0.39 0.36 

(b) 

 

MAPE (%) RMSE (W/m2) MAE (W/m2) nRMSE 

CNN1 CNN2 LSTM CNN1 CNN2 LSTM CNN1 CNN2 LSTM CNN1 CNN2 LSTM 

January 84.47 66.10 66.14 139.15 130.41 129.63 102.31 93.96 89.80 0.58 0.54 0.54 

February 50.36 44.98 42.23 148.53 133.71 132.86 99.92 97.15 93.55 0.40 0.39 0.37 

March 96.12 91.10 90.16 188.46 182.16 171.50 126.69 124.85 120.74 0.47 0.47 0.45 

April 36.18 32.10 32.32 122.56 109.86 112.59 88.81 80.30 78.78 0.23 0.22 0.23 

May 71.72 57.89 59.36 177.83 153.57 155.56 109.37 96.98 99.07 0.34 0.31 0.29 

June 20.21 15.51 13.99 72.53 71.31 65.64 28.64 26.65 23.40 0.11 0.12 0.11 

July 12.39 13.25 9.74 38.53 37.25 35.57 19.90 21.16 17.78 0.06 0.04 0.04 

August 6.42 6.59 4.72 19.05 19.97 17.74 14.30 15.50 12.64 0.04 0.04 0.03 

September 31.20 33.23 20.03 81.23 80.80 72.77 53.05 47.50 44.61 0.17 0.21 0.15 

October 48.21 41.27 37.98 98.56 98.01 90.85 76.27 72.40 71.21 0.35 0.33 0.31 

November 57.30 54.29 51.37 116.36 116.39 109.34 82.57 83.54 84.39 0.37 0.38 0.33 

December 58.40 51.00 45.59 107.10 107.95 96.64 84.88 77.35 76.35 0.46 0.44 0.42 

Average 47.75 42.28 39.47 109.16 103.45 99.23 73.89 69.78 67.69 0.30 0.29 0.27 
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Table 4.10 Wind speed forecasting results: (a) average daily forecasting results for 2015 and 2016 with the 

recursive multistep forecast strategy; (b) average daily forecasting results for 2015 and 2016 with the multiple-

output forecast strategy. (From Ref. [126]) 

(a) 

 

MAPE (%) RMSE (m/s) MAE (m/s) nRMSE 

CNN1 CNN2 LSTM CNN1 CNN2 LSTM CNN1 CNN2 LSTM CNN1 CNN2 LSTM 

January 30.3 34.06 31.56 2.90 3.04 3.04 2.05 2.28 2.16 0.33 0.35 0.35 

February 31.68 38.11 32.79 2.74 2.92 2.83 1.99 2.22 2.02 0.35 0.37 0.36 

March 39.31 41.83 41.67 2.87 3.10 3.10 1.98 2.19 2.19 0.39 0.40 0.40 

April 44.63 63.19 48.27 1.21 1.63 1.33 1.00 1.38 1.00 0.22 0.31 0.24 

May 37.50 40.8 39.9 2.16 2.39 2.29 1.64 1.85 1.79 0.35 0.39 0.38 

June 35.59 36.23 38.72 1.83 2.05 2.06 1.45 1.53 1.55 0.26 0.28 0.30 

July 13.02 13.53 14.11 1.69 1.75 1.76 1.09 1.14 1.14 0.18 0.19 0.19 

August 17.36 18.87 18.74 1.75 2.13 2.00 1.14 1.32 1.28 0.25 0.29 0.26 

September 17.67 20.37 19.81 1.78 2.07 1.83 1.12 1.36 1.31 0.23 0.27 0.24 

October 31.35 41.98 41.27 2.26 2.68 2.55 1.41 1.76 1.73 0.31 0.37 0.36 

November 36.45 40.96 39.73 2.33 2.77 2.69 1.63 2.00 1.82 0.36 0.44 0.42 

December 25.86 27.8 29.16 2.59 2.65 2.63 1.92 2.09 2.04 0.29 0.30 0.30 

Average 30.06 34.81 32.98 2.18 2.43 2.34 1.54 1.76 1.67 0.29 0.33 0.32 

(b) 

 

MAPE (%) RMSE (m/s) MAE (m/s) nRMSE 

CNN1 CNN2 LSTM CNN1 CNN2 LSTM CNN1 CNN2 LSTM CNN1 CNN2 LSTM 

January 24.98 26.23 25.94 2.48 2.40 2.49 1.78 1.78 1.77 0.29 0.28 0.29 

February 26.47 27.44 27.19 2.32 2.33 2.33 1.71 1.77 1.68 0.31 0.31 0.31 

March 34.78 34.91 37.85 2.55 2.58 2.61 1.79 1.88 1.86 0.33 0.33 0.35 

April 37.48 48.03 36.88 1.03 1.28 1.07 0.88 1.08 0.80 0.19 0.24 0.19 

May 33.70 34.92 34.30 1.93 2.06 1.97 1.44 1.56 1.59 0.33 0.33 0.33 

June 31.20 34.11 35.01 1.46 1.65 1.65 1.07 1.20 1.21 0.23 0.26 0.27 

July 11.02 10.47 11.52 1.44 1.41 1.44 0.95 0.90 0.93 0.16 0.16 0.16 

August 13.14 13.37 13.20 1.35 1.52 1.43 0.91 0.94 0.93 0.19 0.21 0.20 

September 13.41 15.01 14.62 1.40 1.56 1.37 0.88 0.98 0.97 0.18 0.21 0.18 

October 27.58 35.36 35.26 2.00 2.26 2.20 1.28 1.48 1.49 0.27 0.31 0.30 

November 30.67 33.39 31.43 1.93 2.24 2.15 1.38 1.58 1.53 0.30 0.35 0.33 

December 25.11 25.83 27.25 2.42 2.49 2.44 1.78 1.91 1.91 0.29 0.29 0.28 

Average 25.79 28.26 27.54 1.86 1.98 1.93 1.32 1.42 1.39 0.26 0.27 0.27 
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The aforementioned performance indicators for both forecast techniques demonstrate that, out 

of the three deep learning approaches, the multi-head CNN (CNN1) performed better in wind 

speed forecasting while the encoder-decoder LSTM strategy performed better in solar 

irradiation forecasting. When recursive multistep and multiple-output forecast strategies were 

compared, the latter method performed better in all cases examined. 

Moreover, Table 4.9 makes it clear that, in the summer, when clouds were absent, the deep 

learning models performed better when forecasting solar irradiation, a result that was somehow 

expected. The encoder-decoder LSTM has a considerable advantage, through the summer 

months, but it slightly outperforms CNN1 and CNN2 in the other months. Table 4.10 shows 

that CNN1 performs better compared with CNN2 and encoder-decoder LSTM in wind speed 

forecasting for all months. Similar results demonstrate that the MAPE index values are 

justified given the greater fluctuation of wind speed in comparison to solar irradiation and the 

24-hour forecasting horizon [186]-[188]. Also, March and April are the windiest months of the 

year, which explains why the MAPE index values are higher in these months than in others. 

 

 

Evaluation of Conventional Forecasting Methods using Error Metrics  

The average daily performance metrics for the two well-known conventional methods under 

investigation (RegARMA and NARX [189]-[190]) and the deep learning techniques exhibiting 

greater forecasting performance for solar irradiation (i.e., encoder-decoder LSTM) and wind 

speed (i.e., CNN1) are shown in Tables 4.11 and 4.12. 
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Table 4.11 Solar irradiation forecasting results: (a) average daily forecasting results for 2015 and 2016 with the 

conventional methods and the best deep learning technique via the recursive multistep forecast strategy; (b) average 

daily forecasting results for 2015 and 2016 with the conventional methods and the best deep learning technique via 

the multiple-output forecast strategy. (From Ref. [126]) 

(a) 

 

Solar irradiation results 

MAPE (%) RMSE (W/m2) MAE (W/m2) nRMSE 

Reg 

ARMA 

NARX LSTM 

Reg 

ARMA 

NARX LSTM 

Reg 

ARMA 

NARX LSTM 

Reg 

ARMA 

NARX LSTM 

January 146.08 127.72 91.57 221.53 206.23 180.37 154.25 149.91 125.55 0.91 0.82 0.72 

February 83.38 73.79 58.33 242.46 209.54 185.58 175.77 154.48 128.82 0.77 0.61 0.51 

March 176.89 160.73 129.16 291.50 280.21 251.70 200.03 195.26 176.40 0.76 0.73 0.64 

April 50.63 48.47 41.49 177.97 160.80 141.83 145.95 131.45 98.78 0.37 0.33 0.29 

May 88.58 84.86 73.99 231.43 224.74 201.86 140.49 136.35 122.88 0.46 0.41 0.35 

June 26.40 22.31 17.09 84.96 85.76 79.83 36.84 34.23 27.71 0.17 0.15 0.12 

July 18.57 15.84 12.26 49.12 48.01 43.84 30.54 27.95 22.31 0.11 0.08 0.05 

August 12.30 9.42 5.86 28.85 23.18 22.30 21.55 19.05 15.82 0.09 0.07 0.04 

September 51.03 42.04 23.99 111.34 98.45 85.73 77.06 65.22 53.77 0.32 0.28 0.17 

October 81.09 73.79 49.40 156.65 144.43 116.15 125.53 115.67 93.00 0.55 0.51 0.43 

November 87.39 74.39 65.89 177.22 158.83 137.58 123.56 107.99 104.28 0.61 0.55 0.43 

December 87.00 82.15 63.77 174.47 159.71 133.44 136.24 123.61 103.32 0.80 0.75 0.58 

Average 75.78 67.96 52.73 162.29 149.99 131.69 113.98 105.10 89.39 0.49 0.44 0.36 

(b) 

 

Solar irradiation results 
MAPE (%) RMSE (W/m2) MAE (W/m2) nRMSE 

Reg 

ARMA 

NARX LSTM 

Reg 

ARMA 

NARX LSTM 

Reg 

ARMA 

NARX LSTM 

Reg 

ARMA 

NARX LSTM 

January 105.26 95.25 66.14 158.32 151.70 129.63 113.13 110.70 89.80 0.69 0.63 0.54 

February 55.12 54.17 42.23 162.22 160.52 132.86 118.01 114.86 93.55 0.54 0.46 0.37 

March 124.37 115.31 90.16 204.58 202.59 171.50 144.22 140.60 120.74 0.55 0.55 0.45 

April 39.78 39.55 32.32 140.35 130.17 112.59 115.05 108.27 78.78 0.30 0.27 0.23 

May 74.63 68.87 59.36 194.54 179.89 155.56 120.10 111.14 99.07 0.40 0.36 0.29 

June 22.45 19.08 13.99 72.48 74.46 65.64 31.38 29.93 23.40 0.14 0.13 0.11 

July 14.75 13.01 9.74 39.57 39.80 35.57 24.54 23.02 17.78 0.09 0.07 0.04 

August 9.85 7.89 4.72 23.42 19.14 17.74 17.56 16.01 12.64 0.07 0.06 0.03 

September 38.19 35.88 20.03 84.49 85.88 72.77 58.86 56.80 44.61 0.25 0.23 0.15 

October 57.16 53.87 37.98 112.32 106.36 90.85 90.22 84.26 71.21 0.40 0.39 0.31 

November 63.49 62.14 51.37 132.11 133.82 109.34 90.94 90.33 84.39 0.46 0.45 0.33 

December 63.62 61.68 45.59 126.60 120.25 96.64 99.81 93.75 76.35 0.60 0.57 0.42 

Average 55.72 52.23 39.47 120.92 117.05 99.22 85.32 81.64 67.69 0.37 0.35 0.27 
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Table 4.12 Wind speed forecasting results: (a) average daily forecasting results for 2015 and 2016 with the 

conventional methods and the best deep learning technique via the recursive multistep forecast strategy; (b) average 

daily forecasting results for 2015 and 2016 with the conventional methods and the best deep learning technique via 

the multiple-output forecast strategy. (From Ref. [126]) 

(a) 

 

Wind speed results 

MAPE (%) RMSE (m/s) MAE (m/s) nRMSE 

Reg 

ARMA 

NARX CNN1 

Reg 

ARMA 

NARX CNN1 

Reg 

ARMA 

NARX CNN1 

Reg 

ARMA 

NARX CNN1 

January 48.81 40.09 30.30 3.41 3.23 2.90 2.71 2.40 2.05 0.39 0.37 0.33 

February 45.27 37.52 31.68 2.99 2.94 2.74 2.28 2.37 1.99 0.39 0.40 0.35 

March 49.48 47.56 39.31 3.27 3.26 2.87 2.30 2.30 1.98 0.43 0.42 0.39 

April 72.15 66.14 44.63 1.92 1.69 1.21 1.55 1.40 1.00 0.36 0.32 0.22 

May 44.37 42.37 37.50 2.61 2.48 2.16 1.96 1.89 1.64 0.43 0.41 0.35 

June 38.20 36.10 35.59 1.95 1.84 1.83 1.55 1.52 1.45 0.29 0.27 0.26 

July 19.06 15.21 13.02 2.44 2.05 1.69 1.71 1.32 1.09 0.27 0.23 0.18 

August 25.03 22.05 17.36 2.22 2.16 1.75 1.62 1.41 1.14 0.30 0.29 0.25 

September 25.83 22.43 17.67 2.23 2.22 1.78 1.70 1.58 1.12 0.30 0.29 0.23 

October 56.67 50.04 31.35 2.87 2.82 2.26 1.95 1.90 1.41 0.39 0.39 0.31 

November 52.14 49.50 36.45 2.88 2.88 2.33 2.10 2.07 1.63 0.45 0.44 0.36 

December 33.75 31.12 25.86 2.78 2.74 2.59 2.17 2.15 1.92 0.31 0.32 0.29 

Average 42.56 38.34 30.06 2.63 2.53 2.18 1.97 1.86 1.54 0.36 0.35 0.29 

(b) 

 

Wind speed results 

MAPE (%) RMSE (m/s) MAE (m/s) nRMSE 

Reg 

ARMA 
NARX CNN1 

Reg 

ARMA 
NARX CNN1 

Reg 

ARMA 
NARX CNN1 

Reg 

ARMA 
NARX CNN1 

January 38.58 33.92 24.98 2.78 2.76 2.48 2.15 2.06 1.78 0.32 0.33 0.29 

February 34.02 31.14 26.47 2.51 2.58 2.32 1.87 2.04 1.71 0.34 0.35 0.31 

March 42.18 40.96 34.78 2.82 2.82 2.55 2.02 2.13 1.79 0.37 0.37 0.33 

April 58.19 52.33 37.48 1.59 1.39 1.03 1.24 1.16 0.88 0.29 0.27 0.19 

May 40.05 38.17 33.70 2.33 2.22 1.93 1.73 1.70 1.44 0.38 0.37 0.33 

June 43.96 38.94 31.20 1.90 1.82 1.46 1.44 1.34 1.07 0.30 0.29 0.23 

July 15.47 12.73 11.02 1.99 1.73 1.44 1.41 1.11 0.95 0.22 0.20 0.16 

August 18.23 15.99 13.14 1.60 1.62 1.35 1.19 1.05 0.91 0.22 0.23 0.19 

September 19.42 16.87 13.41 1.70 1.74 1.40 1.31 1.21 0.88 0.23 0.24 0.18 

October 48.86 45.15 27.58 2.51 2.50 2.00 1.71 1.69 1.28 0.34 0.34 0.27 

November 43.60 40.93 30.67 2.36 2.40 1.93 1.73 1.87 1.38 0.37 0.37 0.30 

December 32.36 30.44 25.11 2.69 2.68 2.42 2.07 2.04 1.78 0.31 0.30 0.29 

Average 36.24 33.13 25.80 2.23 2.19 1.86 1.66 1.62 1.32 0.31 0.30 0.26 

 

NARX, standing for Nonlinear Autoregressive Exogenous, has gained popularity in recent 

years due to its effectiveness in addressing time series forecasting challenges. On the other 

hand, RegARMA is a model grounded in regression with autoregressive-moving average 

(ARMA) time series errors. 
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The NARX platform was used to construct a series-parallel architecture. When the output of 

the NARX network is thought to represent an approximation of the output of a nonlinear 

dynamic system, this configuration is utilized. The Levenberg-Marquardt training learning 

technique, a hidden layer size of 20, input delays ranging from 1 to 24, and feedback delays 

ranging from 1 to 24, were the specific parameters used to construct the model. 

The parameters utilized in RegARMA include an autoregressive order of 10, a moving average 

order of 24, autoregressive lags ranging from 1 to 10, and moving average lags set at 24. The 

inputs used in the deep learning methods were the same for RegARMA and NARX. In most of 

the examples, NARX performed slightly better than RegARMA in the comparison of 

conventional approaches shown in Tables 4.11 and 4.12. 

As shown in Tables 4.11 and 4.12, the comparison of these two classes of forecasting methods 

(deep learning vs. conventional) demonstrates that deep learning approaches were more 

effective in forecasting for both forecasting strategies (i.e., multiple-output and recursive 

multistep forecast strategy) and for all cases that were presented. Tables 4.13 and 4.14 present 

an additional comparison between the MAPE performance of these methods and the best-

performing approach in terms of clearness index (CI) and turbulence intensity (TI) for each 

category. The ratio of the standard deviation of the fluctuating wind velocity to the mean wind 

speed is the definition of turbulence intensity (TI), which quantifies the degree of wind 

velocity change [77]. The clarity index (CI), which ranges from 0 to 1, is the ratio of the 

monthly average daily irradiation on a horizontal surface to the monthly average daily 

extraterrestrial irradiation. Lower CI values denote cloudy conditions, while higher CI values 

suggest sunny and clear conditions [176]. As an indicator of atmospheric clarity, CI is 

employed. 

Regarding the turbulence intensity (TI) values for wind speed data obtained between 2015 and 

2016, Table 4.13 displays the performance improvement of CNN1 over NARX (i.e., the 

conventional technique with the best average prediction performance). As can be seen from 

Table 4.13, CNN1 often exhibits lower MAPE values. Specifically, it shows slightly improved 

MAPE index results than NARX in lower TI months (July to September) and significantly 

improved MAPE index results in higher TI months (April and October). 

Table 4.14 shows the performance improvement for encoder-decoder LSTM over NARX (i.e., 

the conventional method with the best average forecasting performance) using clearness index 

(CI) values for solar irradiation data from 2015–2016. Table 4.14 shows that the improvement 

in the MAPE score is significantly lower for months with a larger CI (summer months). 
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Furthermore, it can be observed from the results of Refs. [186]-[188], [191] that the modified 

deep learning models presented in this thesis outperform other widely used deep learning 

techniques when compared to multi-head CNN for wind speed forecasting and encoder-

decoder LSTM for solar irradiation forecasting, sharing the same one-day-ahead forecasting 

horizon. 

Finally, Table 4.15 showcases the efficiency of the forecasting models applied based on the 

coefficient of determination (r2). 

 

Table 4.13 CNN1 and NARX forecasting performance  comparison: (a)  wind speed average daily forecasting 

MAPE with respect to the turbulence intensity (TI) monthly average for years 2015-2016 via the recursive multistep 

forecast strategy; (b) wind speed average daily forecasting MAPE with respect to the turbulence intensity (TI) 

monthly average for years 2015-2016 via the multiple-output forecast strategy. (From Ref. [126]) 

 

(a)  

 January February March April May June July August September October November December 

CNN1 MAPE 30.30 31.68 39.31 44.63 37.50 35.59 13.02 17.36 17.67 31.35 36.45 25.86 

CNN1 MAPE 

improvement 

over NARX 

24.42% 15.57% 17.35% 32.52% 11.49% 1.41% 14.40% 21.27% 21.22% 37.35% 26.36% 16.90% 

Average TI 0.40 0.46 0.43 0.60 0.39 0.43 0.27 0.30 0.33 0.52 0.46 0.41 

(b) 

 January February March April May June July August September October November December 

CNN1 MAPE 24.98 26.47 34.78 37.48 33.70 31.20 11.02 13.14 13.41 27.58 30.67 25.11 

CNN1 MAPE 

improvement 

over NARX 

26.36% 15.00% 15.09% 28.38% 11.71% 19.88% 13.43% 17.82% 20.51% 38.91% 25.07% 17.51% 

Average TI 0.40 0.46 0.43 0.60 0.39 0.43 0.23 0.30 0.33 0.52 0.46 0.41 
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Table 4.14 LSTM and NARX forecasting performance comparison: (a)  solar irradiation average daily forecasting 

MAPE with respect to the clearness index (CI) monthly average for years 2015-2016 via the recursive multistep 

forecast strategy; (b)  solar irradiation average daily forecasting MAPE with respect to the clearness index (CI) 

monthly average for years 2015-2016 via the multiple-output forecast strategy. (From Ref. [126]) 

(a) 

 January February March April May June July August September October November December 

LSTM MAPE 91.57 58.33 129.16 41.49 73.99 17.09 12.26 5.86 23.99 49.40 65.89 63.77 

LSTM MAPE 

improvement 

over NARX 

28.30% 20.95% 19.64% 14.40% 12.81% 23.40% 22.60% 37.79% 42.94% 33.05% 11.43% 22.37% 

Average CI 0.42 0.45 0.49 0.56 0.60 0.64 0.65 0.64 0.62 0.55 0.50 0.43 

(b) 

 January February March April May June July August September October November December 

LSTM MAPE 66.14 42.23 90.16 32.32 59.36 13.99 9.74 4.72 20.03 37.98 51.37 45.59 

LSTM MAPE 

improvement 

over NARX 

30.56% 22.04% 21.81% 18.28% 13.81% 26.68% 25.13% 40.18% 44.18% 29.50% 17.33% 26.09% 

Average CI 0.42 0.45 0.49 0.56 0.60 0.64 0.65 0.64 0.62 0.55 0.50 0.43 

Table 4.15 Coefficient of determination (r2): (a) for deep learning techniques with the best average daily 

forecasting performance via the recursive multistep forecast strategy; (b) for deep learning techniques with the best 

average daily forecasting performance via the multiple-output forecast strategy. (From Ref. [126]) 

(a) 

 Method January February March April May June July August September October November December 

Wind 

speed 

forecasting 

CNN1 0.74 0.72 0.71 0.68 0.70 0.72 0.80 0.78 0.78 0.73 0.70 0.74 

Solar 

irradiation 

forecasting 

LSTM 0.64 0.71 0.59 0.75 0.68 0.86 0.87 0.92 0.85 0.76 0.72 0.72 

(b) 
 Method January February March April May June July August September October November December 

Wind 

speed 

forecasting 

CNN1 0.80 0.78 0.77 0.75 0.78 0.79 0.87 0.85 0.85 0.81 0.78 0.81 

Solar 
irradiation 

forecasting 
LSTM 0.71 0.78 0.67 0.84 0.74 0.95 0.95 0.97 0.93 0.85 0.80 0.79 
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4.5 Wind Speed Forecasting with Hybrid Quantum Machine 

Learning 

4.5.1 Dataset Presentation 

 

The dataset utilized in this work originates from measurements taken at the Laboratory of 

Energy and Photovoltaic Systems (LEPS) at Hellenic Mediterranean University (HMU) in 

Heraklion, Crete, Greece. Table 4.16 lists the dataset parameters that were recorded every five 

minutes for a year at a height of 10 meters above the ground. Table 4.17 presents the statistical 

data for wind speed, air temperature, and global irradiance on the horizontal plane, including 

maximum, minimum, mean, and standard deviations (Std). 

 

Table 4.16 Dataset parameters measured. (From Ref. [199]) 

Parameters Units 

Day  

Time  

Air temperature C 

Wind speed m/s 

Global irradiance on the horizontal plane W/m2 

 

Table 4.17 Dataset Max, Min, Mean, Std values. (From Ref. [199]) 

 Max Min Mean Std 

Global irradiance on the horizontal plane (W/m2) 1264.50 0 211.75 315.38 

Wind speed (m/s) 18.40 0 4.51 2.58 

Air temperature (C) 37.70 1.90 17.64 6.38 

 

 

4.5.2 Presentation of the Proposed Deep Learning Models 

For this research, a Hybrid Quantum Multi-head CNN was examined in addition to the Multi-

head CNN, Multi-channel, and Encoder-decoder LSTM previously mentioned. 

Hybrid Quantum Multi-Head CNN 

The hybrid quantum multi-head CNN utilized in this research is constructed in the same way 

as the multi-head CNN (see Table 4.6), but it additionally incorporates the 10-qubit quantum 

layer (Qlayer), which is displayed in Figure 4.6 and is separated into three parts. The first 
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component is an angle embedding layer [192], which transfers the output of a previous 

conventional neural layer (feeding layer) to the quantum state of the qubits via angle rotation 

encoding. Qubits convert the classical data into specific angles. The second part (entangling 

layer) consists of a series of CNOT gates and rotating gates with trainable settings that can be 

changed during training. The measurement stage, which makes up the third part, is where the 

quantum output from the previous stages is measured, transformed into classical information, 

and then sent into the classical layer that follows. Due to their ability to create entanglement 

between qubits, CNOT gates are crucial to quantum computing [193]-[194]. In quantum 

physics, the occurrence of connected states in two physically separated qubits is referred to as 

entanglement. This feature is employed in quantum algorithms and quantum machine learning 

to perform parallel computations and solve certain problems faster than with traditional 

computers [192], [195]-[196]. 

A more detailed description of the quantum layer proposed here can be found in the Appendix 

section. 

 

Figure 4.6 Block diagram of the introduced quantum layer (Qlayer). (From Ref. [199]) 

Wind Velocity Data Preprocessing 

To properly train the model, the data were normalized in accordance with the previously 

indicated Eq. 4.5. Moreover, based on the original dataset resolution of 5 minutes, different 

temporal resolutions were investigated. To do so, the block-averaged values with 10 min, 30 

min, and 1 hour resolutions were constructed. From a preliminary analysis, the feature 

corresponding to the 1hour resolution provided the best estimator for wind speed forecasting, 

and it has been selected for the analysis presented in the remainder. 

Forecasting Strategy 

This research used a fixed sliding window of 24 observations, or a 24-hour time period, in 

combination with the multiple-output forecasting approach. Using a multiple output technique, 
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a single model is made to forecast for the full forecast horizon, or 24 hours ahead of time. By 

using the walk-forward validation (WFV) expanding window approach, the training set is 

expanded to consider newly obtained actual (measured) values during the training phase. The 

adaptive training window of the WFV technique expands to fit the most recent (i.e., actual) 

measurement each time. WFV is based on the sliding window method and employs data that is 

used in ascending order of time. By enhancing the real observation, the training window for 24 

steps ahead is shifted by 24 time steps after each iteration, and the model is then retrained 

[183]. 

During the test phase, a fixed sliding window of 24 observations, or a 24-hour period, was 

utilized to estimate the forecasting horizon for the following 24 hours. For each 24-hour 

forecast, the relevant real measurements take the place of the forecasted measurements and are 

subsequently utilized as input for the subsequent forecasting horizon. 

4.5.3 Forecasting Models Architecture and Configuration 

In Table 4.18, the architecture of each ML forecasting model used in this study is presented 

[126], [195], [197]-[198]. 
 

Table 4.18 Examined ML forecasting models architecture. (From Ref. [199]) 

Multi-Head CNN 
Hybrid Quantum Multi-Head 

CNN 
Multi-Channel CNN Encoder–decoder LSTM 

Convolution Layer (1) 

Convolution Layer (2) 

Max-pooling Layer 

Flatten Layer 

Concatenation 

Dense Layer (1) 

Dense Layer (2) 

Dense Layer (3) 

Convolution Layer (1) 

Convolution Layer (2) 

Max-pooling Layer 

Flatten Layer 

Concatenation 

Dense Layer (1) 

Dense Layer (2) 

Q Layer 

Dense Layer (3) 

Convolution Layer (1) 

Convolution Layer (2) 

Max-pooling Layer 

Convolution Layer (3) 

Max-pooling Layer 

Flatten Layer 

Dense Layer (1) 

Dense Layer (2) 

 

LSTM Layer (1) 

Repeat vector 

LSTM Layer (2) 

Dense Layer (1) 

Dense Layer (2) 

 

 

The Multi-head CNN reads each input by a different CNN sub-model using two convolution 

layers with 32 filters and a kernel size of 3, along with a max pooling layer and a flatten layer. 

The internal representations are then interpreted by two completely connected layers (dense 
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layers (1), (2)), each having thirty nodes. In the end, a 24-node output layer (dense layer (3)) 

predicts the wind speed values for the following 24 hours. 

A quantum layer (Qlayer) comprising 10 qubits is incorporated between dense layers (2) and 

(3) of the Multi-head CNN to develop the hybrid quantum multi-head CNN. Dense layers (2) 

composed of 10 nodes in this case. 

In a multi-channel CNN, each input belongs to a separate channel. A high-performing model 

consists of two convolutional layers with 32 filter maps and a kernel size of three. The next 

two layers are a convolutional layer with 16 feature maps and a max pooling layer. The output 

layer (dense layer (2)) is made up of 24 nodes that forecast the wind speed values for the next 

24 hours, while the fully connected layer (dense layer (1)) is made up of 100 nodes that decode 

the characteristics. 

In the encoder-decoder LSTM model, the encoder reads and encodes the input sequence, and 

the decoder, after receiving the encoded input sequence, forecasts each element of the output 

sequence in a single step. Following the reading of the input sequence, the encoder creates a 

32-element vector output (one output per unit) that includes the input sequence's features. One 

internal iteration of the input sequence exists at first, one for each time step of the output 

sequence. The LSTM decoder receives this set of vectors. Then, the decoder is defined as a 32-

unit LSTM hidden layer. It is important to note that, unlike the encoder, the decoder will 

output the full sequence instead of just the final result. To forecast every hour of the output 

sequence, each of the 32 units will produce a value for each day of the week. Before the final 

output layer is used, each time step in the output sequence is comprehended by a totally linked 

layer (dense layer (1)). Considering that the output layer only forecasts one step at a time 

rather than the full 24-hour period, this is crucial. 

Additionally, choosing the appropriate parameter values for the ML forecasting models is 

crucial [126], [199]-[200]. Using the well-known grid search methodology, this study 

examined the number of prior inputs, samples to include in each mini-batch, optimizer type, 

activation function type, and learning rate. An investigation was also performed on the number 

of qubits, blocks, and layers within the quantum layer. Grid search was used to identify the 

ideal hyperparameters, which are shown in Table 4.19. 
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Table 4.19 ML forecasting architectures optimal hyperparameters. (From Ref. [199]) 

Multi-Head  

CNN 

Hybrid Quantum Multi-Head 

 CNN 

Multi-Channel 

CNN 
Encoder–Decoder LSTM 

Epochs: 32 

 

Epochs:32 

Number of blochs: 1 

Number of qubits: 10 

Number of layers: 1 

Epochs: 22 

 

Epochs: 36 

 

Optimizer: Adam 

Activation function: Tanh 

Mini-batch size: 16 

Learning Rate: 10−4 

Prior inputs: 24 

 

To predict the values for the associated test set, the dataset was split into training, validation, 

and test sub-sets with a percent ratio on the full dataset of 75/15/10, respectively. 

After examining the correlation coefficients among the dataset's attributes, the decision to 

employ only the wind speed as an input was made due to the weak correlation between the 

wind speed and the other recorded features (see Figure 4.7). 

 

Figure 4.7 Correlation coefficients among the parameters of the dataset. (From Ref. [199]) 
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For the Multi-head CNN, Hybrid Quantum Multi-head CNN, Multi-channel CNN, and 

Encoder-decoder LSTM data structures, one sample consists of 24 time steps (i.e., a 24 h time 

period) with one feature for wind speed forecasts. The training dataset included data for 273 

days, or 6552 hours, and had the following shape: (273, 24, 1). 

This work established optimal parameter configurations for wind speed one day ahead 

forecasting using four deep learning algorithms. The following characteristics of a desktop 

computer were used to carry out the computations: CPU i5 2.30 GHz, 64-bit operating system, 

and 16.00 GB RAM. 

4.5.4 Deep Learning Forecasting Models Performance and Comparison 

Deep Learning Forecasting Performance Error Metrics 

In order to determine the difference (error) between the actual (measured) and predicted 

values, the wind speed forecasting findings were evaluated using well-established relationships 

(Table 4.8), i.e., regularly used statistical metrics for forecasting performance evaluation [126].  

Deep Machine Learning Forecasting Performance for Wind Speed 

The hourly wind speed forecasts for each of the deep learning models used in this survey are 

shown in Figure 4.8. It must be stated that the horizontal axis in Figure 4.8, which represents 

the entire test set, is expressed in hours. Figure 4.8 illustrates how the wind speed 

measurements fluctuate between small and large values and how the predicted wind speed 

values for each deep machine learning technique under investigation precisely match the real 

wind speed data curve. 
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Figure 4.8 One day ahead wind speed forecasting for all the examined deep machine learning models. (From Ref. 

[199]) 

The average daily performance metrics for each of the four deep machine learning methods are 

displayed in Table 4.20, which is used to assess which method is most effective for wind speed 

forecasts one day in advance. CNN1 stands for multi-head CNN, HQCNN1 for hybrid 

quantum multi-head CNN and CNN2 for multi-channel CNN in this table. 

 

 

Table 4.20 Forecasting performance. (From Ref. [199]) 

CNN1 HQCNN1 CNN2 LSTM 

MAPE (%) 

42.364 42.603 47.192 42.904 

MAE (m/s) 

1.243 1.273 1.323 1.289 

RMSE (m/s) 

1.738 1.776 1.854 1.792 

 

 

Of the four deep machine learning strategies that were examined, the Multi-head CNN 

(CNN1) and the Hybrid Quantum Multi-head CNN approaches showed higher forecasting 
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abilities for the one-day ahead wind speed forecasting based on the performance metrics 

(MAPE, MAE, and RMSE) that were previously provided. 

4.6 Conclusions 

This work first utilized an encoder-decoder LSTM, a multi-channel CNN, and a multi-head 

CNN to forecast wind speed and solar radiation one day in advance at a particular location on 

Dia Island, Crete, Greece. The development of power systems strongly depends on 

improvements in medium-term wind speed and solar irradiation predictions in order to achieve 

optimal microgrid sizing predominantly based on RES. As the aforementioned case study 

shows, these forecasting methods can be easily incorporated into the design and control of 

electricity systems, particularly for isolated grids. In isolated systems in particular, the 

increased accuracy in one-day solar irradiation and wind speed forecasts presents an 

opportunity for grid operators to anticipate and balance energy generation and consumption 

appropriately. 

Given the higher wind speed variability during the winter, it is not surprising that the one-day-

ahead wind speed forecasts in this thesis show significantly lower forecast accuracy. 

Conversely, during the summer months, a substantial improvement in forecasting accuracy is 

observed, with smaller prediction errors. Among the deep learning methods examined, the 

multi-head CNN (CNN1) model outperforms others for wind speed forecasting. For solar 

irradiation forecasting, all models exhibit superior performance during the summer months, 

consistent with expectations due to the absence of clouds. Additionally, multi-head CNN 

provides more accurate results for wind speed forecasting, but the encoder-decoder LSTM 

network performs better for solar irradiation forecasting than both multi-head CNN and multi-

channel CNN. Furthermore, in every scenario involving the forecasting of wind speed and 

solar radiation, the multiple-output forecast approach outperforms the recursive multistep 

forecast strategy. 

When comparing two well-known conventional forecasting techniques, NARX often 

outperforms RegARMA by a small percentage. Based on extensive historical data (2005–

2016) and thorough comparisons of simulations, the study clearly shows that deep learning 

techniques outperform the two conventional forecasting methods in all investigated scenarios. 

It is important to consider that this result was expected given the significant variations in 

parameters and information utilization between traditional forecasting approaches and deep 

learning techniques. 
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The improved deep learning forecasting models, as proposed in this thesis, exhibited superior 

performance compared to conventional deep learning and autoregressive methods [186]-[190]. 

These models can also be extended for application in forecasting electric power generated by 

photovoltaic panels and wind turbines. To further improve forecasting performance, 

measurements for additional meteorological and site-specific factors, such as rain amount, 

azimuth for solar irradiation, wind direction, and terrain characteristics for wind speed 

forecasting, can be included if available.  

Additionally, a multi-head CNN, a hybrid quantum multi-head CNN, a multi-channel CNN, 

and an encoder-decoder LSTM were utilized to forecast wind speed one day in advance using 

data that was gathered from the LEPS of HMU, Heraklion, Crete, Greece.  

The Multi-head CNN (CNN1) and the Hybrid Quantum Multi-head CNN had the highest 

success rates among the four deep learning algorithms for one-day ahead wind speed 

forecasting, according to the performance measures (i.e., MAPE, MAE, and RMSE) that were 

examined. 

Furthermore, the parameters are monitored and recorded every 5 minutes in the original 

dataset. Based on the original ones, the generated datasets in the following for the purposes of 

the current work include measurements every 10 minutes, 30 minutes, and 1 hour. The best 

performance in wind speed prediction one day ahead of time was demonstrated by the dataset 

with an hourly resolution. 

In conclusion, accurate one-day-ahead forecasting of solar irradiation and wind speed, coupled 

with energy storage and management modules, serves as a fundamental component in the 

development of a smart energy management system (SEMS) for optimizing microgrid 

operations incorporating RES. This issue is also very crucial for power theft detection in cases 

where the electricity consumer is also or simultaneously an electricity producer by RES 

installation, i.e., he is a prosumer. Improvements in renewable energy source (RES) power 

forecasting are critical to the development of modern power systems and can be effectively 

included in power system design and control to ensure optimal performance of smart grids, 

especially isolated ones, as well as to encounter electricity theft detection in prosumer cases. 
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5 Innovative Power Theft Detection Models 

Development and Experimental Results 

5.1 Databases 

5.1.1 Database No1 - Artificial Database 

A database with electricity consumption patterns for commercial and residential consumers 

was developed for the purposes of the current study [12]. For residential users, the amount of 

time that individuals spend at home has a significant impact on the load profile of the 

residence because most electrical devices need to be supervised and activated by humans in 

order to continue operating. As indicated in Table 5.1, the following scenarios with frequent 

electricity consumption usage were employed to ascertain the times when people are residing 

at home. 

Table 5.1 Frequent electricity consumption scenarios for residential consumers. (From Ref. [12]) 

Scenarios Description 

1 Absence from home 09:00 up to 13:00. Possibly inhabitants 

have part-time work in the morning. 

2 Home absence from 09:00 up to 18:00. Possibly inhabitants 

have full time work. 

3 Home absence from 09:00 up to 16:00. 

4 Full home presence. Possibly infants exist under people's 

supervision or elderly people's presence. 

5 Home absence from 13:00 until 18:00. Possibly part-time job 

during evening hours. 

6 Full absence on weekdays and partial presence on weekends. 

Possibly a cottage exists near the permanent residence. 

7 Almost complete home absence. Presence only some days of 

the year for holidays. Possibly existing cottage far away from 

the permanent residence. 
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Everyday electrical device usage at home is ever-changing, both in terms of quantity and kind. 

However, air conditioning, space heating, water heating, lighting, and refrigeration have the 

highest electricity demands. Since the freezer uses power continuously throughout the year, it 

is considered a base load; in contrast, the cooling loads (heating, ventilation, and air 

conditioning) were regarded as seasonal. Table 5.2 displays the electrical loads that are 

considered for household consumption trends. 

Table 5.2 Load categories and electrical loads. (From Ref. [12]) 

Load Categories Electrical Loads 

Personal hygiene Water heater, Hair dryer 

Preparation of food Electrical oven, Microwave 

Watching TV Television 

Heat, Cooling Electrical heating, Heat pump 

Household chores Vacuum cleaner, dishwasher, washing 

machine 

Study Computer 

Base load Refrigerator, Freezer 

Lighting Electric lamps 

 

For the load profile construction, a six-month period (April to September) was considered. 

Except for weekends, the daily profiles are repeated, albeit with slightly altered activity 

durations and load magnitudes, to generate distinct, unique patterns for the six-month period. 

Since most individuals have different activities on the weekends, separate profiles were made 

for that period of the week. Moreover, an increased temperature was considered during the 

summer months in order to incorporate the influence of external variables such as the 

increased temperature in the load profiles. For this reason, the cooling loads were raised in the 

load profile patterns. Additionally, it was thought that residents would take a 5 to 15-day 

holiday once a year. 

Moreover, using the same process, commercial patterns were built, modifying the electrical 

loads and activity durations for each unique business. Load data were recorded every fifteen 

minutes, mimicking the functioning of smart meters in an actual setting. Figures 5.1 and 5.2 

depict an example of a home’s electricity consumption usage, which incorporates power 

consumption scenario 2 (Table 5.1), and a restaurant's daily power usage. As we previously 
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mentioned, the increased cooling load consumption from 90 to 150 days (July-August) is the 

cause of the increased power consumption in Figures 5.1 and 5.2. A small reduction in cooling 

loads was taken into consideration for residential customers from day 150 to day 180, or 

September (see Figure 5.1). 

 

 

Figure 5.1 Scenario 2 power consumption from April to September. (From Ref. [12]) 

 

Figure 5.2 Commercial power consumer (restaurant). (From Ref. [12]) 
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Finally, an electricity consumption database (Database No1) comprised of 100 commercial and 

1000 residential consumers was developed for a six-month period (April to September). 

5.1.2 Database No2 - Irish Database 

The database utilized is based on actual smart metering data collected over a 1.5-year period 

from over 5000 Irish homes [201]. Each consumer's consumption pattern (Cp) is made up of 

the data on electricity used, which is recorded every 30 minutes. This database (Database No2) 

represents the outcome of a trial on electricity consumer behavior that the Irish Commission 

for Energy Regulation (CER) planned and carried out. It is significant to highlight that these 

energy consumption data were initially assumed to be free of instances of power theft for the 

purposes of this study and without loss of generality [46], [74]. 

5.1.3 Database No3 - OEDI Database 

The database was gathered via the Open Energy Data Initiative (OEDI) platform, a centralized 

collection of high-value energy research datasets compiled by national laboratories, programs, 

and offices of the US Department of Energy [202]. The database includes the actual hourly 

energy usage over a year for several consumers and 16 different three phase connection 

consumer types, such as restaurants, hospitals, large hotels, large offices, apartments, schools, 

etc. It is essential to highlight that these energy consumption data were initially assumed to be 

free of instances of power theft for the purposes of this study and without loss of generality. 

5.1.4 Database No4 - Ausgrid Database 

This openly accessible dataset was made available by Ausgrid, the biggest electricity 

distributor on Australia's east coast [203]. The Ausgrid dataset contains real power 

consumption and generation values for a subset of residents of Sydney and the surrounding 

areas of New South Wales who have solar panels placed on their rooftops. These 

measurements cover the time frame from July 1, 2010, to June 30, 2013. Every consumer has 

two SMs: one is used to measure power output from the solar panels, and the other is used to 

measure power consumption. The Ausgrid data collection also includes information on 

generation capacity, which is the highest amount of power produced by each customer's solar 

panels in an hour (Cmax). The data collection also includes the location of each consumer, the 

category indicating whether an SM reading is for generation or for consumption, the date, and 

the SM readings at a half-hour granularity. It is significant to remember that these energy 

consumption statistics (Database No. 4) were initially considered to be free of power theft 

instances for the purpose of this study and without loss of generality. 
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5.2 Power Theft Scenarios Database Integration 

5.2.1 Conventional Power Theft Scenarios 

5.2.1.1 PT1 Database - Power Theft Scenarios No1 

Several power theft scenarios were taken into consideration for the purposes of the current 

work, as indicated in Table 5.3. 

Table 5.3 Power theft scenarios (No1). (From Ref. [12]) 

1. Consumers with smart meters are fully stealing electricity due to 

power passing before the smart meter. 

2. Consumers with smart meters are partially stealing electricity 

due to power passing before the smart meter. 

3. Consumers without smart meters are connected illegally to the 

power grid. 

4. Consumers with abruptly increased consumption of electricity 

due to illegal activity or power delivery to unauthorized buildings. 

 

After developing a database for each frequent residential electricity consumption scenario 

(Database No1) and for various commercial consumers, a random procedure was applied to 

choose a power theft scenario for residential and commercial consumers. Finally, a database 

(PT1 Database) comprised of 100 commercial and 1000 residential consumers’, incorporating 

power theft scenarios No1 (Table 5.3) was developed. Power theft scenarios No1 were 

integrated with 30% of commercial and residential consumers, respectively. 

5.2.1.2 PT2 Database - Power Theft Scenarios No2 

Considering that the variations in consumers' electricity consumption patterns can be 

temporary, periodic, or permanent, primarily associated with occurrences of power theft, 

power theft scenarios No2 were developed. In the context of the current research, three 

fundamental power theft scenarios were examined, as depicted in Figure 5.3, reflecting real-

world situations. These scenarios include: a) consumers with smart meters pilfering a portion 

(partial theft) of their electricity consumption (potential unauthorized power pass before the 

smart meter); b) consumers experiencing an abrupt increase (overload) in electricity 

consumption (indicative of feasible illicit activities or unauthorized power supply to a 

building); c) smart meter users periodically stealing a portion of the total amount of electricity 
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delivered at certain times of the day when there is a great demand for electric power 

consumption. 

 

Figure 5.3 Power consumption patterns for legal (continuous line) and various illegal power theft (dotted line) 

scenarios. (From Ref. [11]) 

Additionally, different power theft percentages for the three main scenarios and their 

combinations were taken into account. Partial power theft (PTi) percentages ranged from 10% 

to 90% of total usage. The percentages ranged from 20% to 100% of total consumption in the 

event of an abrupt increase in consumption (Ok). Two scenarios concerning partial power theft 

during specified times of the day (PDm) involved 80% power theft during periods when 

consumers show high electricity consumption. These periods were identified as 12:00 pm to 

15:00 pm and 20:00 pm to 22:00 pm for PD1 (Periodic Theft B in Figure 5.3), and 12:00 pm to 

15:00 pm for PD2 (Periodic Theft A in Figure 5.3). Scenario (Mn) represents a combination of 

the aforementioned power theft scenarios, as outlined in Table 5.4 below. 
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Table 5.4 The proposed power theft scenarios (No2) based on realistic consumer’s behavior cases. (From Ref. [11]) 

 

Scenario Power theft (%) 

PTi: Partially stealing 

i=1: 10-30 %  

i=2: 30-50 %  

i=3: 50-70 %  

i=4: 70-90 %  

Ok: Abruptly increased consumption 

k=1: 20-40 %  

k=2: 40-60 %  

k=3: 60-80 %  

k=4: 80-100 %  

PDm: Partially stealing electricity 

specific times of the day 

m=1: 80 % from 12:00 pm-15:00 pm  

and 20:00 pm-22:00 pm 

m=2: 80 % from 12:00 pm-15:00 pm 

Mn: combination of PTi, Ok, PDm 

n=1: PT3, O3 

n=2: PT3, O3, PD1 

n=3: PT3, O3, PD1, PD2 

 

The database utilized for the power theft scenario integration is database No2. After data 

preprocessing, 3273 of the 5000 consumers in database No2 have been selected to carry out 

the experiments. A subset of 1000 (≈ 30% of 3273) consumers was randomly chosen from the 

total pool of 3273 and identified as potential illegal consumers. Subsequently, to create cases 

of power theft, power theft scenarios were applied to their electricity consumption data. This 

process resulted in the creation of thirteen datasets (PT2 Database), each corresponding to a 

specific power theft scenario outlined in the above Table 5.4. 

5.2.1.3 PT3 Database - Power Theft Scenarios No3 

Six different types of the most common fraud were taken into consideration, as described in a 

number of prior research works [46], [69]-[70], [204], [205]-[206]. Two more scenarios are 

examined in order to further take stochasticity into account for the consumption domain. These 

are some of the common thefts that certain consumers may commit. The first type of theft 

(T1) is characterized by a significant decrease in electricity consumption during the day. To 



86 

 

estimate this reduction, the consumption is multiplied by a number that is randomly chosen 

between 0.1 and 0.8. The power consumption suddenly drops to zero for a random period of 

time and at a random time instant in the second type of theft (T2). A dynamic random number 

between 0.1 and 0.8 is multiplied by each consumption value (per hour) in the third type of 

theft (T3), which is similar to the first type. The fourth type of electricity theft case (T4) is 

generated dynamically by generating a randomly selected fraction of the average 

consumption usage. In the fifth theft type (T5), the average consumption is presented, while in 

the sixth theft type (T6), the readings are reversed. Similar to the second type of theft (T2), the 

seventh type of theft (T7) involves a consumption drop that is a random percentage of the 

actual consumption and it begins at random time and lasts for random lengths of time. Abrupt, 

immediate drops in consumption occur at random times in the eight type of theft (T8). These 

eight categories of electricity theft could be generated randomly for the database by the 

creation of an electricity theft generator. 

The following is a formal representation of the suggested method for producing the eight 

different types of electricity thefts: Consider the following daily electricity consumption vector 

(X): X={x1, x2, x3, ……, x24}, where xi is the hourly consumption reading for i = 1...24; then, 

the eight electricity theft types can be created as shown in Table 5.5. 

Table 5.5 Power theft scenarios (No3) in the consumption domain. (From Ref. [70]) 

Input: X, Output: TN; where N = 1, 2,…, 6 

T1(xi) = a·xi, a: randomly determined in (0.1, 0.8) 

T2(xi) = βi·xi,  βi = {
 0 ,       𝑡𝑖𝑚𝑒𝑠𝑡𝑎𝑟𝑡 < 𝑖 < 𝑡𝑖𝑚𝑒𝑒𝑛𝑑
1,                                 Otherwise

 

T3(xi) = γi·xi, γi: randomly determined in (0.1, 0.8) 

T4(xi) = γi·mean(X), γi: randomly determined in (0.1,0.8) 

T5(xi) = mean (X) 

T6(xi) = x24-t 

T7(xi) = δi·xi,  𝛿i = {
 𝜀𝑖  ,   𝑡𝑖𝑚𝑒𝑠𝑡𝑎𝑟𝑡 < 𝑖 < 𝑡𝑖𝑚𝑒𝑒𝑛𝑑
1  ,                           𝑂𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒

 

𝜀𝑖: randomly determined in (0.1, 0.8) 

T8(xi) = ζixi,   𝜁i = {
0             𝐴𝑡 𝑡𝑖𝑚𝑒 𝑡
 1           𝑂𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒

 

*timestart: randomly determined in (0, 23-timeoff) 

 Duration: random (timeoff, 24) 

 timeend = timestart+duration 

 timeoff >= 4 time instants 
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Within the various theft types, randomness is inherent in both the selection of the theft period 

and the determination of the reduction factor. This characterization captures the essence of the 

most prevalent types of thieves' behaviors, as their goal typically involves reducing 

consumption over a randomly chosen time frame. In the context of this research, in the 

consumption database (Database No3) anomalous readings were removed and a clean dataset 

was created. Then the power theft scenarios referred to in Table 5.5 were inserted into database 

No3 for 40% of the total instances, and a new database was created (PT3 Database). 

5.2.2 Net-Metering Power Theft Scenarios 

5.2.2.1 PT4 Database - Power Theft Scenarios No4 

Compared to conventional metering systems, the net-metering system has a unique challenge 

in detecting false-reading attacks. When the net-metering equipment is used, the renewable 

energy system connects to the electrical grid. If a resident generates excess energy, this energy 

is transmitted into the grid without any payment for it; otherwise, the grid only supplies the 

energy difference. The grid allows the resident to use the additional power during periods 

when he is producing less electricity than he is consuming. 

Feed in Tariff (FIT) systems involve selling electricity to the power company and connecting 

the renewable energy system to the power lines. FIT schemes exist in certain countries that 

enable people and businesses to contribute electricity to the grid in exchange for an established 

amount of money per kilowatt-hour, generally for predetermined contract duration. 

In a consumption metering system, the detector can be trained based on the consumer's 

consumption pattern, whereas in a FIT system with solar panels, the detector can be trained on 

the generation pattern of the customer's solar panels to recognize false readings. On the other 

hand, because the net-metering system depends on solar irradiance, human behavior, and the 

solar panels' generation capability, its complexity increases. Due to this complexity, a novel 

detection strategy that considers both consumption and generation trends is necessary to 

successfully detect false-reading attacks in the net-metering system. Furthermore, it is 

imperative to investigate novel attacks that are customized for the net-metering system, 

highlighting the need to examine potential specific risks to this system. 

While attacks on the FIT system try to increase generation readings while simulating the 

generation pattern, attacks on the consumption metering system aim to lower readings. 

Nonetheless, in order to calculate false readings that result in financial benefits attackers in the 

net-metering system must take into account both consumption and generation patterns. As a 

result, several sophisticated attacks were proposed to simulate the behavior of malicious 
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customers [207]. In Ref. [207], the authors practically designed these attacks to act as cunning 

manipulators, intending to alter true readings in a manner that complicates detection by the 

utility. Details of these attacks are outlined in Table 5.6. 

In the net-metering system, attackers seeking financial gains should lower their recorded 

consumption readings when the power consumed exceeds the power generated (positive 

readings) and elevate their recorded consumption readings when the electricity generated 

exceeds the power used (negative readings). Additionally, the suggested attacks can be 

categorized as intermittent or continuous. In intermittent attacks, the attacker intentionally 

confuses the detector by reporting false readings at certain time slots while reporting accurate 

readings at others. On the other hand, continuous attacks involve the attacker consistently 

reporting incorrect readings at all times in order to maximize profit. 

Attack #1, which deceives for a random time period beginning at ts and ending at te while 

otherwise reporting the correct measurements, is a common type of intermittent attack. During 

the deception period, the attacker sends a value that is equal to either a significant percentage 

(pt) of the maximum solar PV generation capacity (Cmax) or the absolute value of the current 

true reading (|TRt|) when the readings are negative. When the readings are positive, they send a 

modified version of the current true reading (|TRt|) that has been lowered by a factor that 

changes over time. In the context of continuous attacks, three attacks are proposed, each based 

on either scaling or history. In scaling-based attacks, the attacker scales both positive and 

negative readings up and down without taking into account the values of earlier measurements. 

The attacker in a history-based attack determines the incorrect value by utilizing historical 

readings. 

In Attack #2, the attacker deceives the system by constantly reporting a version of |TRt| that is 

decreased by a factor of α when the readings are positive and a version that is increased by a 

factor of β when the readings are negative. As shown in Table 5.6, the attack assumes that the 

reported value does not exceed Cmax, which is represented by -min(|β*TRt |,Cmax). Here, α is a 

value between 0 and 1, while β is greater than 1. 

Attack #3 is also a type of scaling-based attack; however, in contrast to Attack #2, both the 

downscaling and upscaling parameters (α and β) depend on time. In Attack #4, a historical-

based method, the attacker deceives the system by submitting the highest value between |TRt| 

and the last recorded negative reading (NR) during negative reading intervals and the lowest 

value between |TRt| and the last reported positive reading (PR) during positive reading 

intervals. In Attack #4, the factors M1t and M2t serve as masks rather than scaling factors to 
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prevent reporting the exact same reading in consecutive time slots and misleading the detector. 

M1t and M2t have slightly lower and slightly higher values, respectively. 

The attacker plugs the genuine readings into the equations that correspond to the proposed 

attacks instead of reporting the true values directly. As a result, these equations produce the 

false readings that the attacker brings to the utility company in order to profit illegally. 

 

 

In the net metering database (database No4) anomalous readings were removed, and a clean 

dataset was created. Despite the fact that all participants are honest customers, equipment 

malfunctions and mistakes, such as those involving the SM and the PV solar panel inverter, 

can result in unintentionally anomalous readings (outliers). To reduce the variance of the 

training data and produce a well-trained machine learning model, it is legitimate and standard 

practice to remove these outliers from the dataset. For every customer in the net metering 

database (database No4), the readings for generation SM and consumption SM were subtracted 

to obtain the net readings. Since the amount of electricity purchased or injected by or to the 

utility at each instant is equal to the difference between the electricity consumed and the 

electricity generated by the consumer at that instant, these readings correspond to the readings 

that would be recorded if the two SMs were replaced by a single net metering smart meter. 

Eventually, a clean dataset for 31 consumers was produced with one-hour granularity net 

meter values for 1096 days between July 1, 2010, and June 30, 2013. Then, the four proposed 

attacks (Table 5.6) are used to create four malicious samples from each of the 31 benign 

samples. The resultant training set is unbalanced because the number of malicious samples is 

 Table 5.6 Power theft scenarios (No4) in net metering domain. (From Ref. [207]) 

# Attack 
Consumption>Generation (+ve 

Readings) 

Consumption<Generation (-ve 

Readings) 

1 Intermittent {
𝑏𝑡 ∗ 𝑇𝑅𝑡,   𝑡𝑠 ≤ 𝑡 ≤ 𝑡𝑒

𝑇𝑅𝑡 , 𝑂𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒
 {

−𝑚𝑎𝑥(𝑝𝑡 ∗ 𝐶𝑚𝑎𝑥,|𝑇𝑅𝑡|,   𝑡𝑠 ≤ 𝑡 ≤ 𝑡𝑒
𝑇𝑅𝑡 , 𝑂𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒

 

2 

Continuous 

Scaling 

-based 

a*TRt −𝑚𝑖𝑛(|𝛽 ∗ 𝑇𝑅𝑡|, 𝐶𝑚𝑎𝑥) 

3 at*TRt −𝑚𝑖𝑛(|𝛽𝑡 ∗ 𝑇𝑅𝑡|, 𝐶𝑚𝑎𝑥) 

4 
History 

-based 

𝑀1𝑡 ∗ 𝑚𝑖𝑛(𝑃𝑅, 𝑇𝑅𝑡) −𝑀2𝑡𝑚𝑎𝑥(|𝑁𝑅|, |𝑇𝑅𝑡|) 
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four times the number of benign samples. For this reason, the adaptive synthetic (ADASYN) 

sampling approach is used to balance the dataset by oversampling the minority class to avoid 

biasing the trained model toward the majority, and so PT4 database was created. 

 

5.3 Presentation of the Proposed Models 

5.3.1 Mean - Shift 

The mean shift algorithm is a nonparametric clustering method that doesn't require prior 

knowledge of the cluster count and imposes no constraints on cluster shapes [208]. It's 

particularly useful when dealing with non-parametric data distributions, where strong 

assumptions about the underlying data distribution don’t take place. Mean-Shift clustering is 

widely used in computer vision for object tracking and image segmentation, as well as in 

various other fields for clustering tasks. Mean-Shift shares some similarities with other 

clustering algorithms such as DBSCAN, K-Means and hierarchical clustering. However, its 

ability to adapt to the data's local density and identify clusters of arbitrary shapes makes it a 

valuable tool in data analysis and machine learning. 

It treats data points as samples of a probability density function and correlates each point with 

the closest maximum of the dataset's probability density function if dense regions or clusters 

are present in the feature space. The mean shift algorithm constructs a window around each 

data point, calculates its mean, and then moves the window's center to that mean. This process 

is repeated until convergence. With each iteration, the window tends to shift towards denser 

regions of the dataset. After convergence, data points that share the same converged kernel are 

assigned to the same cluster. The number of clusters is determined by the number of converged 

kernels. 

The mean shift algorithm has several advantages: i) it makes no spherical cluster assumption; 

ii) it only needs to tune one parameter (window size); iii) without an established count, it can 

recognize an arbitrary number of modes; iv) it does not have local minima, ensuring that the 

bandwidth determines the clustering uniquely; v) outliers have little impact on kernel density 

estimates (KDE), with the exception of creating singleton clusters. 

Nonetheless, there are certain drawbacks regarding the mean shift algorithm: i) output is 

dependent on the window size; a large size may lead to improper clustering and the merging of 

separate clusters, while a very small size may result in an overwhelming amount of clusters; ii) 

its efficiency is compromised in high-dimensional feature spaces beyond ten dimensions; iii) 
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with a time-dependent complexity of O(Tn^2), where T is the number of iterations and n is the 

number of data points, the traditional mean shift algorithm is time-intensive. 

The bandwidth (window size) is the mean shift algorithm's primary parameter, which 

determines the number of clusters. The choice of initial seeds (starting points) can affect the 

outcome of the clustering. Different initializations may lead to different cluster assignments. 

5.3.2 DBSCAN 

DBSCAN (Density-Based Spatial Clustering of Applications with Noise) is a frequently used 

clustering algorithm in machine learning and data mining, introduced in 1996 [209]. This 

algorithm is particularly effective for identifying clusters in datasets that exhibit irregular 

shapes and varying densities. A notable characteristic of DBSCAN clustering is its robustness 

to outliers. Similar to Mean-Shift algorithm, DBSCAN does not require prior knowledge of the 

number of clusters. 

DBSCAN fundamental parameters are epsilon and minPoints. Epsilon represents the radius of 

the circle created around each data point to assess density, while minPoints denotes the 

minimum number of data points required within that circle for the data point to be categorized 

as a core point. 

In higher dimensions, the circle transforms into a hypersphere, where epsilon becomes the 

radius of that hypersphere, and minPoints remains the minimum number of data points needed 

inside the hypersphere. 

More analytically, DBSCAN establishes a circle with an epsilon radius around each data point 

and classifies them as core points, border points, or noise. A data point is considered a core 

point if the circle around it encompasses at least minPoints' data points. If the count falls below 

minimum points, it is classified as a border point. If there are no other data points within the 

epsilon radius around a data point, it is treated as noise. 

Its ability to find clusters of arbitrary shapes and handle noise efficiently is one of the main 

advantages of DBSCAN. However, it can be sensitive to the choice of hyperparameters, 

particularly ε and MinPts, and it may not perform well in high-dimensional spaces due to the 

curse of dimensionality. 

5.3.3 Adaptive Neuro-Fuzzy Inference System (ANFIS) 

ANFIS is a hybrid computational model that combines the capabilities of neural networks and 

fuzzy logic systems and is utilized for pattern recognition, classification, regression, and 

system modeling tasks. It's particularly well-suited for problems where the relationship 
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between input and output data is complex and not easily described by mathematical equations 

[210]-[211]. 

The ANFIS classification approach integrates two distinct innovative methodologies, namely 

Artificial Neural Networks (ANNs) and fuzzy set theory. These techniques have proven 

successful in solving problems across various scientific domains. The synergistic advantages 

derived from combining ANNs and fuzzy set theory make ANFIS well-suited for the 

objectives of the current research. ANFIS employs the learning capabilities of ANNs through 

the utilization of the back-propagation training algorithm (BP) and it incorporates a Sugeno 

fuzzy inference system (FIS) derived from the principles of fuzzy logic [210]-[211]. 

ANFIS incorporates fuzzy logic to represent and model uncertainty. Fuzzy logic allows for the 

handling of vague or imprecise data and provides a framework for expressing linguistic 

variables and rules. Additionally, it uses a neural network structure, often a feed forward 

neural network, to implement the fuzzy inference system. The network can have one or more 

layers, with each layer processing different aspects of the data. 

Moreover, ANFIS uses membership functions to describe the degree to which input values 

belong to various fuzzy sets. These membership functions are typically defined using 

Gaussian, triangular, or other shapes. It uses a set of if-then rules to capture the relationships 

between inputs and outputs. These rules are often generated through a learning process, such 

as gradient descent or back propagation. ANFIS is adaptive, which means it can adjust its 

parameters (e.g., membership function parameters and rule strengths) during training to better 

fit the data, and this adaptability is one of its key strengths. It combines both supervised 

learning (to adapt fuzzy rule parameters) and unsupervised learning (to adapt membership 

function parameters), and this hybrid learning approach helps in creating more accurate 

models. 

The typical training process of an ANFIS involves the initialization of the membership 

function parameters and rule strengths, performing a forward pass through the network to 

compute the fuzzy inference using the input data and current parameters, calculating the error 

between the predicted output and the actual output (target), using a learning algorithm (e.g., 

gradient descent) to update the membership function parameters and rule strengths to minimize 

the error, and iterating for a specified number of epochs or until convergence. 

ANFIS is particularly useful in applications where traditional mathematical modeling is 

challenging due to complex, non-linear relationships between variables. Some common 

applications of ANFIS include system modeling, time series prediction, control systems, and 

medical diagnosis. 
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A more detailed description of the ANFIS architecture proposed here can be found in the 

Appendix section. 

5.3.4 XGBoost 

XGBoost (eXtreme Gradient Boosting) is a popular machine learning algorithm that belongs to 

the gradient boosting family of algorithms and is used for classification and regression tasks. It 

is known for its efficiency and high performance in various machine learning tasks and real-

world applications [212]. 

It is based on the gradient boosting framework, which is an ensemble technique that builds a 

strong predictive model by combining the predictions of multiple less effective models 

(typically decision trees) in an iterative manner. XGBoost incorporates L1 (Lasso regression) 

and L2 (Ridge regression) regularization terms into its objective function to prevent 

overfitting. This helps in improving the model's generalization performance. 

Unlike traditional gradient boosting methods, XGBoost employs a technique called "tree 

pruning" during the tree construction phase. This helps to reduce the complexity of individual 

trees, which can lead to better model performance. Moreover, it can automatically learn how to 

treat missing values during the training process, is designed to be highly efficient, and can 

leverage parallel processing to speed up training, making it suitable for large datasets. 

Additionally, it provides a feature importance score that can help users identify which features 

are the most crucial in making predictions and supports k-fold cross-validation, which is useful 

for estimating the model's performance and tuning hyperparameters. It is versatile and can be 

applied to various machine learning tasks, including classification, regression, ranking, and 

recommendation systems. XGBoost can handle large datasets and is often used in real-world 

applications where scalability is important. 

XGBoost has been widely adopted in the data science and machine learning communities and 

has been used to solve various real-world problems. Its performance, efficiency, and flexibility 

make it a valuable tool for predictive modeling tasks. 

5.3.5 LightGBM 

Light Gradient Boosting Machine (LightGBM) is another powerful and efficient gradient 

boosting framework for machine learning tasks. Like XGBoost, LightGBM is designed to 

work well with large datasets and offers excellent performance in terms of speed and accuracy 

[213].  
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It uses histogram-based learning, which groups data into bins or histograms during the training 

process. This allows for faster training because it reduces memory usage and computational 

requirements, especially for large datasets. As the name suggests, LightGBM is lightweight 

and fast. It is optimized for both speed and memory efficiency, making it an excellent choice 

for large-scale, real-time, or distributed machine learning tasks. Instead of the depth-first 

approach used in many gradient-boosting implementations, LightGBM grows trees in a leaf-

wise manner. This can lead to a more balanced and potentially more accurate tree structure. 

Moreover, it employs a technique called gradient-based one-side sampling (GOSS), which 

focuses on instances with larger gradients during the training process. This speeds up training 

while maintaining model performance. It can bundle exclusive features together, reducing the 

number of unique values in a dataset, and this can help save memory and improve efficiency, 

especially for categorical features. It also supports parallel learning and GPU acceleration, 

making it even faster for training large models. Like XGBoost, LightGBM supports k-fold 

cross-validation and early stopping to help with hyperparameter tuning and model evaluation. 

LightGBM has gained popularity in machine learning competitions and industry applications 

due to its speed and efficiency. It's a great choice when quickly building accurate gradient-

boosting models is needed, especially when dealing with large datasets. It's important to adjust 

hyperparameters and perform cross-validation to fine-tune the model for your specific 

problem. 

5.3.6 CatBoost 

The machine learning technique called CatBoost (Categorical Boosting) is a member of the 

gradient boosting decision tree family. It is particularly well-suited for tasks involving 

categorical features, which are common in many real-world datasets and is designed to handle 

categorical data efficiently without the need for extensive preprocessing [214]. 

CatBoost's primary characteristics include its ability to handle categorical data, robustness 

against overfitting, effective training, automatic feature selection, integrated cross-validation 

and support various data types. 

The CatBoost algorithm uses gradient descent to minimize the loss function and creates the 

ensemble of trees iteratively. It determines the loss function's negative gradient in relation to 

the existing predictions at each iteration and fits a new tree to the gradient. The gradient 

descent step size is determined by the learning rate. Until a specific number of trees have been 

added or a convergence requirement has been satisfied, the process is repeated. CatBoost 
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aggregates the forecasts from each tree in the ensemble to create its predictions and these 

forecasts are combined to create models that are accurate and reliable. 

Moreover, CatBoost is a powerful tool particularly when dealing with datasets that have a 

large number of categorical features and its ability to handle these features natively makes it a 

popular choice. 

5.3.7 FH-QVC-DRC Algorithm 

This model is a hybrid quantum deep learning (QDL) model where quantum layers are 

sandwiched between classical layers. Τhis model was implemented using Pennylane, a Python-

based tool for QML and optimization of hybrid quantum-classical computations [215]. The 

source code of the QDL model used in this thesis can be found in [216]. 

The quantum layer of the proposed QDL is described as follows: Three components make up 

the quantum variational circuit (QVC), which is at the core of the quantum layer. The first 

component is an angle embedding layer, which uses angle rotation encoding to encode the 

output of a traditional neural layer (feeding layer) to the qubits. One of the main advantages of 

angle embedding is that it can be performed in a constant time with parallelism: each qubit will 

go through a rotation gate in parallel. A sequence of CNOT and rotating gates with trainable 

settings make up the second part. Using one gate to encode each qubit reduces the noise, which 

is important in noisy intermediate-scale quantum (NISQ) computers, as multiqubit gates are 

more prone to noise and are harder to implement. In addition, angle embedding is very 

intuitive and simple to implement. These two parts make a block. The third stage, the 

measurement stage, transforms the quantum output of the previous stages into classical 

information that may be transferred to the next classical layer. QML architectures can be 

recovered (for low to moderate amounts of noise) simply by training the quantum neural 

networks for more epochs. 

By essentially adding more blocks to a QVC, the data is reintroduced into the quantum circuit. 

This technique is known as the data-reuploading circuit (DRC) [197]-[198], [217]; in this way, 

a new deep learning NN model called QVC-DRC was created. 

The last decision layer consists of only one layer of neurons with a sigmoid activation 

function. The architecture defined above can be seen in Figure 5.4. 
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Next, the QVC-DRC was sandwiched between an arbitrary number of classical NN layers to 

obtain the Full Hybrid (FH) QVC-DRC model. The constraints are that the classical layer  

 

before the QVC-DRC should have the same number of neurons as the number of qubits in the 

QVC-DRC. A more detailed description of the FH-QVC-DRC deep learning neural network 

architecture can be found in the Appendix section. FH-QVC-DRC deep learning architecture is 

an excellent framework for tackling classification issues in unbalanced datasets. It is 

demonstrated that in the presence of high noise in the dataset, the quantum FH-QVC-DRC 

deep learning model performs better than the classical model [197]-[198]. A more detailed 

description of the FH-QVC-DRC deep learning model architecture proposed here can be found 

in the Appendix section. 

5.4 Data Preprocessing and Configuration 

5.4.1 Power System Model / Mean Shift-DBSCAN 

Using the educational version of 40 buses that is available for free use, a power system model 

was created using commercial power system analysis software. The power system analysis 

software utilized is a commercial product that simulates power system steady-state operation 

over a time span of several minutes to several days. It is an interactive power system 

simulation tool. Power systems with up to 250,000 buses can effectively solve the power flow 

problem thanks to the software's highly effective power flow analysis package. 

For the needs of the research, a power system model consisting of 1000 residential consumers 

and 100 business consumers was created. A small part of the whole power system is shown in 

Figure 5.5, which consists of 33 home consumers (thin arrows) and 3 commercial consumers 

Figure 5.4 Block diagram of the proposed FH-QVC-DRC classifier where a QVC-DRC circuit is placed after a classical neural network. 

(From ref. [217]) 
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(bold arrows). The lines can be represented as a single line with a length of between 250 and 

300 meters since they are three-phase balanced (one line equivalent). Every consumer has a 

fixed connection, which can be single phase or three-phase. 

When anomalous electricity consumption events are noticed, the suggested methodology 

analyzes consumer-level electricity consumption data to identify NTLs. Additionally, the 

minimum number of sum meters was considered at the beginning of each line, and smart 

meters have been taken into account for each consumer so that the entire amount of power 

used every 15 minutes can be monitored over the course of a six-month period, according to 

database No1. Furthermore, consumer smart meters do not operate synchronously in the real 

world, and as a result of communication lags, there is a small temporal discrepancy between 

the reported measured values. Because the suggested method assumes that all smart meter 

measurements are received at the same time, this discrepancy could introduce inaccuracy into 

the system. In any event, the suggested method's applicability is unaffected by these delays 

that occur in the real world. Along a line, we can observe that the number of consumers is 

increasing, as more and more consumers are connected in reality. The characteristics of the 

distribution lines are those of ACSR 50 R: 0.381 Ω/Km and X: 0.294 Ω/Km. 

 

Figure 5.5 Power system model in a commercial software environment. (From Ref. [12]) 

At first, various combinations of the power theft scenarios (Table 5.3) were applied to the case 

study grid of Figure 5.5. To assess and apply the proposed computational method for the whole 

power grid, we first apply time series patterns with power theft scenarios from PT1 database 

only in line 1 (Fig 5.5 left line). More specifically, we consider two residential consumers with 
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power theft scenario 1, four residential consumers with power theft scenario 2, two residential 

consumers with power theft scenario 3 and three residential consumers with power theft 

scenario 4 of Table 5.3 (Power theft scenarios No1). After incorporating smart meter data from 

database No1 for each customer into the case study grid, a model for a six-month period ran, 

spanning from April to September (or day zero to day 180). 

Information was collected on the overall power losses for each line, the technical losses for 

each line, and the total active energy consumed from each line (sum meter reading), as shown 

in Figure 5.6. The commercial power system analysis program, employed for each line to 

subtract customer electricity usage from total meter readings, predicts the total losses. The 

results for non-technical losses were then derived by subtracting technical losses for each line 

from the total losses. Reactive power was not considered due to its low percentage among 

commercial and residential consumers compared to industrial consumers. 

The distribution line findings for the case study grid (Figure 5.5) are presented in Figure 5.6. 

In more detail, we can observe the sum meter readings, total losses, technical losses (TLs), and 

non-technical losses (NTLs) for both line 1 and line 2. Notably, NTLs in line 1 (Figure 5.6 (d)) 

stand out significantly compared to those in line 2 (Figure 5.6 (h)). The NTLs in line 2 (Figure 

5.6 (h)) might be attributed to potential computational errors in the commercial power system 

analysis software utilized. However, since these errors are relatively small—specifically, less 

than 10% of the TLs in line 2—we opted not to consider them. Given that the emphasis for 

electricity distribution companies lies on addressing substantial TLs, the outcome of this 

observation points towards the identification of a power theft event in line one. 

The proposed power theft detection approach uses electronic smart meters' sophisticated 

measurement capabilities to calculate technical losses for each line in real time, making it 

possible for electricity distribution companies to detect instances of power theft. 
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(a) (e) 

  

(b) (f) 

  

(c) (g) 

  

(d) (h) 

Figure 5.6 Distribution line results: (a) Sum meter readings in line 1; (b) Total losses in line 1; (c) Technical losses 

in line 1; (d) Non-technical losses in line 1; (e) Sum meter readings in line 2; (f) Total losses in line 2; (g) Technical 

losses in line 2; (h) Non-technical losses in line 2. (From Ref. [12]) 
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After obtaining the relevant outcomes from the commercial power system analysis software, 

the subsequent stage involves the separation of commercial and residential users from line 1 

(Figure 5.5 left line). This can be easily accomplished in practice since the electricity provider 

possesses information about the consumer categories. Within the residential consumer group, 

individuals with power consumption scenario 6, scenario 7, and those with zero consumption 

were excluded. Specifically for residential consumers, only weekdays were retained and 

excluded weekends due to the differing behaviors of residents, particularly on weekends. The 

goal of this modification is to improve and strengthen the clustering process. 

The aforementioned process was then completely applied to the entire power system, which 

includes 1000 residential and 100 commercial consumers. The data on power consumption 

from the lines that are suspected will be processed further. 

At first, it is a standard practice to conduct mean normalization on the power consumption data 

before applying principal component analysis (PCA) [219]-[220]. This guarantees that the 

power consumption data have a zero mean and equivalent value ranges, in accordance with the 

expression (5.1) provided below: 

𝜇𝑗 =
1

𝑚
∑𝑥𝑗

(𝑖)

𝑚

𝑖=1

 (5.1) 

where Xj is the jth consumer data vector and μj the average electricity consumption of each 

consumer. Then each xj
(i)

replaced with (xj
(i) − μj).  

The subsequent phase involves implementing the PCA technique to reduce dimensionality 

while preserving the majority of the data's variance. PCA extracts the main components 

(eigenvalues and eigenvectors) that represent the characteristics and relations in the data. 

Features associated with lower eigenvalues can be discarded, as they do not contribute 

significantly to the overall data structure. In our study, the data comprises 17,568 dimensions, 

representing the number of data points for "electricity consumption per 15 minutes over 6 

months." Consequently, the first 10 principal components were selected (dimensions after 

PCA application) to maintain 95% of the data variance, as indicated by the expression (5.2): 

1

𝑚
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(𝑖)
‖
2

𝑚
𝑖=1

1

𝑚
∑ ‖𝑥(𝑖)‖

2𝑚
𝑖=1

≤ 0.05 (5.2) 

The denominator of the expression (2) is the overall variance (m=17568, number of data points 

for a six-month period), and the numerator corresponds to the average square projection error, 
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with 𝑥𝑎𝑝𝑝𝑟𝑜𝑥
(𝑖) representing the projected data. The mean shift algorithm will be implemented 

after the principal component analysis. 

A kernel density estimator was defined as in the expression (5.3) in order to apply the mean 

shift approach to the data of the present study. 

𝑓(𝑥) =
1

𝑛ℎ𝑑
∑𝐾(

𝑥 − 𝑥𝑖
ℎ

)

𝑛

𝑖=1

 (5.3) 

with bandwidth h > 0, d the number of dimentions, xi the data points and kernel Κ(χ) =

e−x
2/2σ2 for the Gaussian kernel. Gausian kernels lead to simpler formulas and are easier to 

examine.  

The gradient ascent on the density contour can be thought of as the basis for the mean shift 

algorithm. For gradient ascent, the general formula is: 

𝑥1 = 𝑥0 + 𝜂𝑓′(𝑥0) (5.4) 

∇𝑓(𝑥) =
1

𝑛ℎ𝑑
∑𝛫′(
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ℎ

)

𝑛

𝑖=1

 (5.5) 

By applying the expression (5.5) to the kernel density estimator and setting the expression 

(5.5) equal to zero, we get the expression (5.6). Expression (5.7) came up as the mean shift to a 

denser region: 
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𝑥−𝑥𝑖

ℎ
)𝑥𝑖⃗⃗⃗⃗

𝑛
𝑖=1

∑ 𝐾′ (
𝑥−𝑥𝑖

ℎ
)𝑛

𝑖=1

 (5.6) 

Assuming g(x) = −K′(x): 

𝑚(𝑥) =
∑ g (

𝑥−𝑥𝑖

ℎ
)𝑥𝑖⃗⃗⃗⃗

𝑛
𝑖=1

∑ g(
𝑥−𝑥𝑖

ℎ
)𝑛

𝑖=1

− 𝑥 (5.7) 

The number of the most common residential consumers’ scenarios, that is, the first five 

scenarios in Table 5.3, was determined by examining a variety of bandwidths and choosing a 

value that results in five clusters. Since the majority of consumers fall into the first five classes 

that are suggested, cluster number five was selected. The residential type is not predetermined 

by the systems. Only the consumption patterns of each individual residence are considered for 

classification. The simulations run for less than a minute. 
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5.4.2 ANFIS 

To determine the optimal parameters for the ANFIS models applied in each power theft 

scenario (j=1,2,...,12,13), a criterion based on minimizing misclassification error was 

employed. Trial and error iterations were conducted on the type and number of membership 

functions (MF) to select the best parameters for each ANFIS model, and the results are 

presented in Table 5.7. 

For the validation of the ANFIS classifier, a 10-fold cross-validation method was employed. 

This involved randomly dividing the consumer dataset (PT2 database) into 10 subsets, with 

each subset containing approximately 327 consumers. 

 

 

 

Table 5.7 Configurations of the applied ANFIS algorithm structure. (From Ref. [11]) 

Model ANFIS 

MF type Generalized bell-shaped 

Number of MFs 4 

Output MF Constant 

Training dataset 327 

Checking dataset 327 

Testing dataset 327 

Number of epochs 200 

 

 

Figure 5.7 illustrates the process employed for identifying deceptive consumers through a 

block diagram. For each of the 3273 consumers, encompassing their entire consumption over 

one and a half years, a set of standard classification features is computed and evaluated. These 

features include the Mean, Median, Skewness, Entropy, Variance, Standard Deviation, 

Kurtosis, Energy, and Load Factor of the data. Analytical formulations for determining these 

features are detailed in Table 5.8 below. 
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Figure 5.7 Block diagram of the proposed power theft classification model. (From Ref. [11]) 

 

Table 5.8 Definition of the classification features necessary to be extracted from the electricity consumption data. 

(From Ref. [11]) 

Features Definition 
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The well-known neighborhood component analysis (NCA) is used to identify the ideal set of 

features that maximize the classification process's efficiency [221]. The process involves 

feature selection and the computation of the ranking importance of features, resulting in the 

identification of four top-scoring features as inputs: the mean, median, entropy, and load factor 

of the data. This selection is depicted in Figure 5.8. 

 

Figure 5.8 Ranking of the selected classification features. (From Ref. [11]) 

 

The datasets for each power theft scenario were then randomly split into 10 sub-data matrices 

using the previously described 10-fold cross validation approach. These sub-data matrices 

were then inserted into each ANFISj model for analysis and consumer classification as legal or 

illegal, respectively.  

 

5.4.3 FH-QVC-DRC, LSTM, XGBoost, LightGBM and CatBoost 

The data are further separated into training, validation, and test sets at a ratio of 75/15/10, 

respectively, for the PT3 and PT4 datasets with integrated power theft scenarios. In order to 

ensure that every feature contributes fairly to the detector's classification, the training, 

validation, and test sets are then normalized to bring all of the feature values to an equal scale. 

The features of every dataset are displayed in Table 5.9. 
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Table 5.9 Datasets features. 

 Ausgrid dataset OEDI dataset 

F
e
a

tu
re

s 

Net meter readings (kW) Electricity (kW) 

Fans (kW) 

Solar irradiance (kW) Cooling (kW) 

Heating (kW) 

Temperature (°C) Interior lights (kW) 

Interior equipment (kW) 

Day Gas (kW) 

Season Heating (kW) 

𝐶𝑀𝑎𝑥 (kW, maximum capacity of 

installed solar panel) 

Interior equipment gas (kW) 

Water heater (kW) 

L
a

b
e
l 

Binary value indicating whether there 

is electricity fraud or not 

(benign/malicious) 

Multiclass value indicating 

whether there is electricity fraud or 

not (benign/malicious) 

 

The correlation coefficients between all of the input data in database No4 are shown in Figure 

5.9. 

 

 

 

Figure 5.9 Correlation coefficients between all inputs. 
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Run-time constraints restrict the number of qubits to 16, owing to limitations in the required 

computing power. Approximately one hour is required for the QVC-DRC training epoch on a 

PC with an AMD Ryzen7 processor and 64 GB of RAM. The quantum and classical deep 

learning models are trained for the same number of epochs, 250, in order to guarantee a fair 

comparison. The value was chosen based on the observation that, on average, quantum deep 

learning models overfit after 250 epochs. However, when the training was increased to 3,500 

epochs, the conventional deep learning model showed a minor improvement. 

The batch size of the FH QVC-DRC is reduced to 16 training examples per iteration due to 

memory restrictions. Stochastic gradient descent (SGD) optimization is the method utilized, 

while binary cross-entropy is the loss function. For consistency, the training, validation, and 

test datasets are the same throughout all simulations. For every configuration specified, the 

average outcome scores over 5 simulations were extracted. Moreover, a small drop in the 

metric maximum values was observed, after 10 qubits in the QVC-DRC layer and no 

significant change if the number of blocks is greater than 3, as shown in Figures 5.10 and 5.11, 

respectively. Thus, in this thesis, the FH QVC-DRC configuration is for 3 blocks and 10 

qubits. 

 

 

 

Figure 5.10 Metric values vs. number of qubits for 3 blocks. 
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Figure 5.11 Metric values vs. number of blocks for 10 qubits. 

5.4.4 FH-QVC-DRC, LSTM, XGBoost, LightGBM and CatBoost for Conventional 

Power Theft Detection 

The architecture of the FH-QVC-DRC model developed to be nearly identical to the LSTM 

classical neural network structure. The structure of the FH-QVC-DRC model and the classical 

LSTM is shown in Table 5.10. After testing a number of activation functions, it was found that 

the Softmax activation function generated the greatest results. Tanh activation function 

performance is found to be similar or equivalent. 

 

 

Table 5.10 Structure of LSTM and FH-QVC-DRC deep learning classifiers. 

LSTM FH-QVC-DRC 

Hyperparameters Hyperparameters 

Layer 
Number 

of units 

Activation 

function 
Layer 

Number 

of units 

Activation 

function 

Input 10 ReLU Input 10 ReLU 

Dense 25 ReLU Dense 25 ReLU 

Dense 10 ReLU Dense 10 ReLU 

Dense 10 ReLU QVC-DRC 10(qubits) - 

Output 2 Softmax Output 2 Softmax 
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5.4.5 FH-QVC-DRC, LSTM, XGBoost, LightGBM and CatBoost for Net-Metering 

Power Theft Detection 

PT4 Database contains fine-grained net readings obtained for a day. The second and third input 

data for the same day are fine-grained values of irradiance and temperature, respectively. 

Additionally, the remaining input data consists of Cmax values, the day, and the season. The 

detector is developed in three stages, each incorporating additional input data to improve the 

suggested detector's detection performance. In Stage 1, only the net readings are examined as 

an input data type. Stage 2 takes into account the input data from Stage 1 as well as 

temperature and irradiance (3 inputs in total). Finally, Stage 3 takes into account all of the 

input data from Stages 1 and 2, in addition to the Cmax, the day, and the season (6 inputs in 

total). 

In Table 5.11 the structure of the FH-QVC-DRC model for the net-metering application is 

presented. 

Table 5.11 Structure of the FH-QVC-DRC model for the net-metering application. 

Hyperparameters 

Layer 
Number 

of units 

Activation 

function 

Input 24 Linear 

Dense 128 Linear 

Dense 128 Sigmoid 

Dense 128 Sigmoid 

Dense 256 Sigmoid 

Dense 18 ReLU 

QVC-DRC 10(qubits) - 

Output 2 Softmax 

 

5.5 Experimental Results 

Performance Metrics 

Performance metrics in classification are used to assess the quality and effectiveness of 

machine learning models that are designed for tasks like categorizing data into predefined 
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classes or categories. These metrics help you evaluate how well a model is performing in terms 

of its ability to make correct predictions and distinguish between different classes. 

The accuracy (ACC), F1 score, precision or positive predictive value (PPV), recall or 

sensitivity or hit rate or true-positive rate (TPR), and area under the receiver operating 

characteristic curve (AUC/ROC) are the classification metrics used to assess the findings. 

These metrics are defined by Equations (5.8)-(5.11) as follows: 

+
=

+ + +

TP TN
Accuracy

TP TN FN FP  
(5.8) 

2
1

2
=

+ +

TP
F

TP FP FN  
(5.9) 

=
+

TP
Precision

TP FP  
(5.10) 

=
+

TP
Recall

TP FN  
(5.11) 

 

The confusion matrices created yielded four types of results: 

True positive (TP) is a dishonest consumer correctly classified as dishonest. 

False negative (FN) is a dishonest consumer incorrectly classified as honest. 

False positive (FP) is an honest consumer incorrectly classified as dishonest. 

True negative (TN) is an honest consumer correctly classified as honest. 

5.5.1 Power Theft Detection Results in the Consumption Domain 

5.5.1.1 Mean Shift - DBSCAN 

Several factors were randomly changed while simulating the full system model, which consists 

of 1000 residential and 100 commercial consumers, using commercial power system analysis 

software. These modifications included the number of power theft scenarios, the percentage of 

scenario 2 (Table 5.3), the percentage of scenario 4 (Table 5.3) that involved power overload 

consumption, and the particular consumer's consumption patterns. Other events, such as power 

theft from a public entity or power theft at specific times of the day, were not included in this 

study since they were unlikely to occur. 

As depicted in Figure 5.12 (c) and Figure 5.12 (d), the simulation of the entire system, mean 

shift algorithm and DBSCAN clustering algorithm, showed promising results for residential 

consumers. Specifically, high success rates (hit rate metric) for detecting power theft and 
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power overload consumption were achieved for residential consumers with partial power theft 

(power theft scenario 2) equal to or exceeding 65% of the usual consumption and for those 

with overload consumption equal to or exceeding 60% of the usual consumption (power theft 

scenario 4) as shown in Figure 5.12 (c) and Figure 5.12 (d). The hit rate, also known as 

sensitivity or recall, measures the proportion of True Positives to the sum of True Positives and 

False Negatives. 

The proposed detection method was not applied for Table 5.3 power theft scenarios involving 

zero consumption loads (power theft scenario 1 or non-habitable dwelling) or residential 

consumptions with scenarios 6 and 7, and for consumers with power theft scenario 3, because 

there is no need for such algorithms to detect these scenarios. When there are no consumption 

loads and residential consumption in scenarios 6 and 7, it is necessary to collect relevant data 

from tax services in order to verify whether or not the house is inhabited. There is a good 

chance that there was a power theft incident if the house is listed as inhabited. The 

considerably lower consumption in situations 6 and 7 when compared to other scenarios makes 

this verification step necessary. 

Based on the first two most important PCA components, Figure 5.12 (a) and Figure 5.12 (b) 

show the results of the mean shift algorithm and the DBSCAN algorithm, respectively, for a 

simulation in which consumers in the entire power system model experience 20% overload and 

20% power theft. It is easy to observe clusters that correspond to the five most common 

residential consumption scenarios as well as clusters with outliers that show consumers in 

scenarios 2 and 4 of power theft. The local utility should investigate each outlier that does not 

fit into a predetermined class separately for possible power theft activity. 

Since smart meters in scenario 3 are not connected to the power grid, detection utilizing the 

suggested method is not possible for residential consumers experiencing power theft. It's 

important to note that alternative metrics, such as area under the curve (AUC), precision 

metric, F1 score, etc., could be equally effective. 
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(a) 

 

(b) 

Figure 5.12 Experimental results: (a) Mean shift clustering results; (b) DBSCAN clustering results; (c) Mean shift-

DBSCAN hit rate for power theft detection; (d) Mean shift-DBSCAN hit rate for abruptly increased power 

consumption detection. (From Ref. [12]) 
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(c) 

 

 

(d) 

Figure 5.12 Experimental results: (a) Mean shift clustering results; (b) DBSCAN clustering results; (c) Mean shift-

DBSCAN hit rate for power theft detection; (d) Mean shift-DBSCAN hit rate for abruptly increased power 

consumption detection. (From Ref. [12]) (continued) 
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5.5.1.2 ANFIS 

Figure 5.13, Figure 5.14, Figure 5.15, and Figure 5.16 visually present the assessment metrics 

(Accuracy, F1, Precision, Recall) for scenarios involving partial power theft of the entire 

consumption (PTi scenarios in Table 5.4) and for overload power theft across various power 

theft percentages (Ok scenarios in Table 5.4). 

 

Figure 5.13 Accuracy metric for partial power theft and overload scenarios. (From Ref. [11]) 

 

 

Figure 5.14 F1 metric for partial power theft and overload scenarios. (From Ref. [11]) 



114 

 

 

Figure 5.15 Precision metric for partial power theft and overload scenarios. (From Ref. [11]) 

 

Figure 5.16 Recall metric for partial power theft and overload scenarios. (From Ref. [11]) 

The above figures clearly indicate consistently high percentages of power theft detection. 

Additionally, noteworthy results from the ANFIS algorithm are observed for mixed scenarios 

(Mn scenarios in Table 5.4) and periodic power theft scenarios (PDm scenarios in Table 5.4), as 

illustrated in Figure 5.17 and Table 5.12. Figure 5.17 and Table 5.12 present the AUC metric 

and other performance metrics for power theft incidents listed in Table 5.4, comparing the 

results with those of the support-vector machine (SVM) [222] and the radial basis function 
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neural network (RBF) [223]. To ensure a fair comparison, the SVM and RBF classifiers are 

trained and evaluated using the same PT2 dataset and the 10-fold validation technique. 

 

 

Figure 5.17 The AUC metric for the ANFIS, RBF, SVM classifiers for all the power theft scenarios in Table 5.4. 

(From Ref. [11]) 

Table 5.12 Classification performance metrics calculation for each power theft scenario (13 in total). (From Ref. 

[11]) 

 Accuracy Recall F1 Precision 

ANFIS SVM RBF ANFIS SVM RBF ANFIS SVM RBF ANFIS SVM RBF 

O1 0.87 0.72 0.80 0.74 0.13 0.57 0.78 0.22 0.64 0.81 0.69 0.72 

O2 0.94 0.79 0.84 0.89 0.42 0.68 0.90 0.55 0.72 0.92 0.79 0.77 

O3 0.98 0.85 0.90 0.96 0.61 0.83 0.96 0.71 0.84 0.97 0.85 0.85 

O4 0.98 0.89 0.95 0.96 0.74 0.93 0.97 0.81 0.91 0.98 0.90 0.90 

PT1 0.87 0.69 0.80 0.66 0.00 0.50 0.75 0.09 0.61 0.86 1.00 0.78 

PT2 0.97 0.91 0.95 0.93 0.71 0.91 0.95 0.83 0.92 0.97 0.99 0.93 

PT3 0.99 0.97 0.98 0.98 0.91 0.98 0.98 0.95 0.97 0.98 1.00 0.96 

PT4 1.00 0.99 0.99 1.00 0.97 1.00 1.00 0.98 0.98 0.99 1.00 0.97 

PD1 0.99 0.96 0.98 0.97 0.89 0.97 0.98 0.94 0.96 0.99 0.99 0.96 

PD2 0.95 0.91 0.95 0.89 0.72 0.90 0.92 0.84 0.91 0.96 0.99 0.94 

M1 0.93 0.88 0.73 0.96 0.65 0.14 0.88 0.76 0.23 0.82 0.93 0.82 

M2 0.83 0.87 0.83 0.92 0.59 0.48 0.66 0.73 0.63 0.52 0.96 0.94 

M3 0.69 0.77 0.77 0.89 0.27 0.27 0.44 0.42 0.41 0.29 0.97 0.91 

 

In a more detailed analysis, it can be observed from Table 5.12 and Figure 5.17 that the ANFIS 

method exhibits superior performance compared to the two widely employed algorithms, 

namely SVM and RBF, across almost all power theft scenarios. Particularly, the proposed 
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ANFIS method excels in situations involving low power theft percentages, such as PT1 and O1 

from Table 5.4. In instances of mixed scenarios in Table 5.4 like M2 and M3, its slightly lower 

performance can be attributed to an increase in False Positive (FP) incidents. However, the 

proposed method demonstrates better recall metrics due to its lower False Negative (FN) rate 

in such cases. Table 5.13 presents the training Root Mean Square Error (RMSE) in all cases of 

power theft incidents after running the ANFIS model for each case and shows that the ANFIS 

model has been trained successfully. 

Table 5.13 RMSE calculated for the ANFIS training stage. (From Ref. [11]) 

Power theft scenario RMSE 

PT1, PT2, PT3, PT4 0.640, 0.350, 0.184, 0.082 

O1, O2, O3, O4 1.184, 0.844, 0.631, 0.537 

PD1, PD2 0.660, 1.518 

M1, M2, M3 0.531, 0.850, 1.436 

Table 5.14 displays the key features and optimal performances of previous methodologies, 

many of which share common traits with the proposed method, such as the use of the Irish 

database [201] and some analogous power theft scenarios. In our current study, seven 

additional power theft scenarios compared to [46] were explored, and at least eleven more 

scenarios compared to [44], [74], [224]-[226], encompassing a broader range of realistic power 

theft cases. 

Table 5.14 Comparison among the different power theft classification and detection methods. (From Ref. [11]) 

Ref 
Data 

Source 

Number of 

Consumers 

SamplingTime 

(Min)1 

ML 

Algorithm 
Accuracy Precision Recall AUC 

[46] Irish ~5,000 30 SVM – – 0.94 – 

[74] Irish ~5,000 30 CFSFDP – – – 0.98 

[226] - - 15 PNN, LM 0.96 – – – 

[44] Endesa 57,304 288 

K-means, 

KNN, LR, 

XGBoost 

– – – 0.91 

[12] Artificial 1,100 15 

Mean 

shift, 

DBSCAN 

– – 0.96 – 

[225] 

IEEE 123 

bus 

feeder 

12,180 - 
CNN, 

LSTM 
– 0.97 0.97 – 

[224] 

State 

Grid of 

China 

17,120 - 
CNN, 

LSTM 
0.89 0.90 0.87 – 

ANFIS 

[11] 
Irish 3,273 30 ANFIS 0.99 0.99 0.99 0.99 

1measurements were taken every 15 or 30 or 288 min. 
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5.5.1.3 FH-QVC-DRC / LSTM / XGBoost / LightGBM / CatBoost 

In Tables 5.15, 5.16 and 5.17, the results of applying the FH-QVC-DRC QML approach and 

LSTM [225], XGBoost [212], LightGBM [213] and CatBoost [214] classical approaches can 

be seen for all classes of consumers and per class for the first 6 power theft scenarios (PT6) 

and for all power theft scenarios respectively (PT8) of Table 5.5, respectively, for power theft 

detection in the consumption domain (PT3 database). The FH-QVC-DRC model architecture 

is set as close as possible to the architecture of the LSTM classical neural network structure. 

 

Table 5.15 Average results for all power theft detection classes examined for the first 6 (PT6) and for all the 8 

(PT8) power theft scenarios. 

 ACC F1 

 PT6 PT8 PT6 PT8 

FH-QVC-DRC 0.87 0.87 0.86 0.86 

LSTM 0.84 0.81 0.83 0.78 

XGBoost 0.85 0.85 0.82 0.84 

LightGBM 0.85 0.85 0.84 0.85 

CatBoost 0.86 0.85 0.83 0.83 

 

Table 5.16 Comparative results per class for the first 6 power theft scenarios (PT6). 

 FH-QVC-DRC LSTM XGBoost LightGBM CatBoost 

 ACC F1 ACC F1 ACC F1 ACC F1 ACC F1 

Full serv. rest. 0.86 0.85 0.84 0.83 0.86 0.83 0.86 0.85 0.86 0.83 

Hospital 0.86 0.86 0.84 0.85 0.85 0.82 0.85 0.84 0.85 0.82 

Large hotel 0.86 0.84 0.85 0.83 0.85 0.82 0.83 0.82 0.84 0.81 

Large office 0.86 0.85 0.85 0.84 0.86 0.83 0.84 0.83 0.86 0.84 

Medium office 0.86 0.84 0.84 0.83 0.84 0.81 0.84 0.83 0.85 0.83 

Midrise apart. 0.85 0.82 0.84 0.80 0.80 0.76 0.81 0.80 0.84 0.80 

Outpatient 0.85 0.84 0.83 0.82 0.83 0.80 0.83 0.82 0.87 0.84 

Primary school 0.87 0.86 0.85 0.84 0.86 0.83 0.86 0.85 0.88 0.85 

Q. serv. res. 0.87 0.85 0.85 0.82 0.87 0.84 0.87 0.86 0.87 0.84 

Sec. school 0.87 0.85 0.84 0.83 0.85 0.82 0.85 0.84 0.87 0.83 

Small hotel 0.88 0.86 0.86 0.84 0.86 0.83 0.84 0.83 0.86 0.83 

Small office 0.87 0.86 0.84 0.83 0.87 0.84 0.87 0.86 0.87 0.84 

Stand-alone retail 0.88 0.86 0.85 0.83 0.86 0.83 0.87 0.86 0.87 0.84 

Supermarket 0.88 0.86 0.85 0.84 0.86 0.83 0.86 0.85 0.86 0.83 

Strip mall 0.87 0.86 0.85 0.83 0.86 0.83 0.87 0.85 0.86 0.84 

Warehouse 0.86 0.85 0.84 0.85 0.84 0.80 0.85 0.84 0.85 0.82 
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Table 5.17 Comparative results per class for all the 8 power theft scenarios (PT8). 

 FH-QVC-DRC LSTM XGBoost LightGBM CatBoost 

 ACC F1 ACC F1 ACC F1 ACC F1 ACC F1 

Full serv. rest. 0.87 0.86 0.84 0.80 0.86 0.85 0.86 0.85 0.87 0.84 

Hospital 0.87 0.87 0.81 0.79 0.87 0.86 0.87 0.86 0.85 0.83 

Large hotel 0.87 0.85 0.82 0.79 0.84 0.83 0.84 0.83 0.85 0.82 

Large office 0.84 0.84 0.78 0.76 0.83 0.82 0.84 0.83 0.84 0.82 

Medium office 0.87 0.85 0.80 0.77 0.86 0.85 0.86 0.85 0.86 0.84 

Midrise apart. 0.84 0.83 0.79 0.76 0.83 0.81 0.82 0.81 0.83 0.81 

Outpatient 0.87 0.86 0.83 0.80 0.85 0.84 0.85 0.84 0.86 0.85 

Primary school 0.89 0.86 0.81 0.79 0.87 0.85 0.87 0.86 0.87 0.85 

Q. serv. res. 0.89 0.87 0.85 0.82 0.88 0.87 0.88 0.87 0.88 0.86 

Sec. school 0.84 0.83 0.72 0.69 0.84 0.83 0.84 0.84 0.84 0.81 

Small hotel 0.88 0.87 0.80 0.77 0.86 0.85 0.86 0.86 0.86 0.84 

Small office 0.85 0.85 0.80 0.77 0.86 0.84 0.86 0.85 0.85 0.83 

Stand-alone retail 0.86 0.86 0.82 0.80 0.85 0.84 0.85 0.85 0.85 0.83 

Supermarket 0.89 0.88 0.85 0.82 0.86 0.85 0.86 0.85 0.87 0.85 

Strip mall 0.87 0.85 0.83 0.79 0.86 0.84 0.86 0.85 0.85 0.83 

Warehouse 0.85 0.86 0.80 0.77 0.84 0.82 0.85 0.84 0.84 0.82 

 

 

5.5.2 Power Theft Detection Results in the Net-Metering Domain 

5.5.2.1 FH-QVC-DRC / LSTM/ XGBoost / LightGBM / CatBoost 

The results of the FH-QVC-DRC Deep Learning Classification Method, LSTM, XGBoost, 

LightGBM and CatBoost applied in the net-metering case are presented in Table 5.18. 

Table 5.18 Results for the net-metering domain application. 

 Accuracy Precision Recall F1-score AUC/ROC 

FH-QVC-DRC 

Stage 1 0.962 0.988 0.958 0.960 0.981 

Stage 2 0.963 0.989 0.960 0.962 0.982 

Stage 3 0.977 0.991 0.962 0.974 0.983 

LSTM 

Stage 1 0.928 0.931 0.928 0.929 0.938 

Stage 2 0.930 0.935 0.930 0.931 0.940 

Stage 3 0.948 0.951 0.948 0.949 0.946 

XGBoost 

Stage 1 0.958 0.986 0.960 0.970 0.954 

Stage 2 0.958 0.987 0.960 0.970 0.954 

Stage 3 0.973 0.984 0.972 0.980 0.960 

LightGBM 

Stage 1 0.945 0.985 0.946 0.965 0.945 

Stage 2 0.946 0.985 0.947 0.966 0.946 

Stage 3 0.961 0.983 0.968 0.975 0.951 

CatBoost 

Stage 1 0.952 0.956 0.952 0.953 0.950 

Stage 2 0.956 0.959 0.956 0.957 0.952 

Stage 3 0.972 0.972 0.972 0.972 0.956 
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Comparing the simulation results from Table 5.15, Table 5.16, and Table 5.18 with the 

corresponding results from the research in papers [70], [207], [227], [228] it is evident that the 

suggested FH-QVC-DRC QML method produces comparable or better results in every metric. 

The runtime, capacity, and learning efficiency of the FH-QVC-DRC QML approach can be 

found in [218], showing its potential. 

When compared to the LSTM, XGBoost, LightGBM and CatBoost algorithms for power theft 

detection in the consumption domain, the FH-QVC-DRC QML yields better average results 

(Table 5.15), for all metrics, for both the PT6 and the PT8 methods. 

Compared with the relevant studies [70], [227], and [228] that make use of the same dataset 

and power theft scenarios (PT6), the FH-QVC-DRC QML technique yields greater outcomes 

than [70], [227], and comparable results with [228]. More precisely, an ACC of 0.87 and an 

F1-score of 0.86 were attained using the suggested FH-QVC-DRC strategy. An F1-score of 

0.8406 and an ACC of 0.8500 were obtained in Table 11 of reference [70]. An ACC of 0.7006 

is shown in reference [227]. A F1-score of 0.8549 and an ACC of 0.8800 were attained in 

Tables 1 and 2 of reference [228]. 

With respect to the detection of power theft in the net-metering domain case which was 

initially introduced in reference [207] (Table IX of [207]), the FH-QVC-DRC QML approach 

provides slightly improved Stage 1 results and comparable Stage 2 and Stage 3 results (Table 

5.18). When comparing the FH-QVC-DRC QML strategy to the LSTM, XGBoost, LightGBM, 

and CatBoost approaches, it is shown that the former performs better across nearly all metrics 

and stages (Table 5.18). Moreover, the FH-QVC-DRC QML approach exhibits superior 

performance in distinguishing between benign and malicious samples, as demonstrated by its 

higher AUC/ROC values and combined with the rest metrics. 

Furthermore, by taking into account additional important features, the detectors are able to 

create a more complicated classification boundary between benign and malicious samples, as 

evidenced by the improved stage 3 results for all algorithms used and nearly every metric. 

Enhancing power theft detection (e.g., by improving the Recall metric) and reducing the 

requirement for consumer inspections (e.g., by improving the Precision metric) can 

significantly reduce financial losses for the electricity provider with even slight metrics 

improvements.  

The studies in publications [70], [207], [227]-[228] use similar datasets and power theft 

scenarios, therefore the comparisons between them in the consumption and net-metering 

domains are reliable.  
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6 Conclusions and Prospects 

Non-technical losses detection constitutes one of the most significant challenges faced by 

network administrators globally, as it increases operational expenses and threatens the security 

of the network and consumers. One of the main reasons for non-technical losses is electricity 

theft. This phenomenon manifests in various ways, but the ultimate result is always the 

distortion of recorded power consumption. The goal of electricity providers is to identify all 

such cases of power theft and recover the corresponding revenue. 

Various methodologies have been proposed to date for detecting electricity theft, particularly 

at the research level. In this PhD thesis, a compilation and organization of relevant works were 

conducted to reveal the key limitations and challenges faced by electricity theft detection 

systems (ETDS). In almost all cases, time-series data on energy consumption for each 

consumer is used. Additionally, the time series data itself is often not used, but rather some of 

its characteristics. However, the selection of features is not obvious. Therefore, the extended 

literature review presented includes an extensive list of features that have been used for 

electricity theft detection. The literature review also includes a detailed recording of the 

performance metrics of ETDS. The purpose of this analysis is to provide a common definition 

of metrics and their qualitative interpretation in the context of the electricity theft detection 

problem. 

Existing works related to ETDS are organized into three major categories based on the nature 

of the technique they employ. The largest category is that of data analysis methods. ETDS in 

this group uses artificial intelligence algorithms and data analysis techniques. The majority of 

the algorithms rely on supervised learning methods, whereas unsupervised learning methods 

are less common, perform worse, but they are also easier to implement. 

In any case, electricity theft is expected to impact energy consumption, causing a sharp drop in 

recorded demand over time. This aspect is a commonality for administrators, and therefore 

many methodologies have been designed based on detecting significant changes in energy 

consumption. 

Within the framework of this work, different innovative algorithms such as Mean shift, 

DBSCAN, ANFIS, LSTM, XGBoost, LightGBM, CatBoost and FH-QVC-DRC were 

introduced, and their performance was recorded on energy consumption data. These algorithms 

were applied to consumers with smart meters and those who utilized the modern net-metering 

system with great success in the domain of power theft detection. 
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Moreover, a comprehensive literature review of electricity prediction methods was conducted, 

taking into consideration the existing machine learning methods for predicting wind speed and 

solar irradiation on a one-day horizon. 

Furthermore, an extensive study and presentation of innovative methods such as multi-channel 

CNN, multi-head CNN, encoder-decoder LSTM and Hybrid Quantum Multi-head CNN for 

predicting electricity generation from renewable energy sources were presented, emphasizing 

their importance in electricity theft detection. In the event that the electricity production by the 

RES plant of the prosumer declared to the utility, compared to the corresponding forecasted 

one is found to have a divergence greater than, i.e., at least 20%, this might indicate anomalies 

such as power theft incidents needing certainly further investigation. 

6.1 Contributions 

6.1.1 Efficient Power Theft Detection 

• A plethora of power theft scenarios in conventional power systems and the modern 

net-metering system were developed, covering almost every case of power theft. 

• An artificial database was constructed, and different databases from the literature were 

examined for the introduced here algorithms' power theft detection capabilities 

assessment. 

• Supervised and unsupervised machine learning algorithms were implemented in order 

to detect successfully power theft. 

• Except for machine learning methods, a power grid analysis methodology was 

implemented for efficient power theft detection. 

• The ANFIS model is proposed and applied for first time to a local low-voltage power 

distribution network to identify power theft. 

• High success rates in power theft detection for conventional and net-metering cases 

were achieved for almost all the algorithms introduced and examined extensively in 

this thesis. 

• An integrated Quantum Machine Learning (QML) approach was for first time 

presented in this thesis to detect with high efficiency the electricity theft in the 

consumption and the net-metering domains of a smart power grid. 

• A novel approach, referred as the Full Hybrid-Quantum Variational Circuit- Data 

Reuploading Circuit (FH-QVC-DRC) approach is developed for the classification 

problem of the power theft detection, utilizing a combination of fundamental 
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techniques, such as hybrid quantum neural networks, parametric circuits, and data 

reloading. 

• A thorough comparison is conducted successfully between the power theft detection 

techniques introduced and implemented in this thesis as well as with the well-known 

conventional techniques. 

6.1.2 The Importance of the Accurate Renewable Energy Sources (RES) 

Forecasting to Encounter Electricity Theft Detection in Prosumer Cases 

• Using advanced deep learning-based forecasting techniques, a series of studies 

provided forecasts with high statistical accuracy. A comprehensive comparison of 

state-of-the-art deep learning algorithms and well-known traditional methodologies for 

medium-term solar irradiance and wind speed forecasting is successfully completed in 

order to determine which of these approaches is the most effective. 

• For solar irradiation forecasting, due to the lack of a cloud index, the normalized 

discrete index for each day (NDD(d)) and for each hour of the day (NDD(h,d)) were 

introduced, calculated and utilized for first time to enhance more accurate medium-

term solar irradiance forecasts. 

• Different advanced forecasting strategies and algorithms were examined and analyzed. 

• The RES data were grouped by month for the following years due to the high degree 

of seasonal similarity between the solar irradiation patterns by month across the year 

and the relative seasonal similarity of the wind speed patterns. The presented machine 

learning techniques perform more effectively in forecasting when provided with a 

monthly time series dataset. 

6.2 Future Work 

Due to almost the saturation of the topic of electricity theft detection in electrical networks 

where consumers have only smart meters, developing even more complex scenarios of 

electricity theft in smart grids with a strong penetration of RES is intended. Emphasis will be 

given on developing more advanced systems, primarily utilizing quantum machine learning 

(QML), which is a rapidly evolving field that combines traditional machine learning 

algorithms with the principles of quantum computing as demonstrated in this doctoral thesis. 

Moreover, quantum machine learning is planned to be applied to imbalanced datasets, which 

are prevalent in every aspect of classification problems. Furthermore, running the presented in 

this thesis QML simulations on a real quantum computer (IBM, Amazon Bracket, Regetti, etc) 
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would be challenging in order to observe the impact of real hardware noise on this thesis 

findings. This step could also be achieved on the quantum emulator by using Kraus operators 

applied to common noise channels, such as depolarizing channels, spin-flips, amplitude 

damping, and phase damping. The scope of this thesis also paves the way toward a quantum-

inspired architecture for the noisy intermediate-scale quantum era in which one has limited 

access to qubits and provides the community with a practical and realistic approach to 

quantum machine learning. 

At last, a combination of power theft detection in smart grids with a strong penetration of 

Renewable Energy Sources (RES) and RES power output forecasting will be challenging to be 

studied further. 
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Appendix A 

ANFIS Algorithm 

Figure A.1 displays the ANFIS network's design. It is composed of five layers: the normalized 

layer, the summation layer, the fuzzy layer, the product layer, and the defuzzification layer. 

Each layer’s output is indicated as𝑂𝐿,𝑖, where L=1,2,…,5: 

 

 

Figure A.1 Two-input equivalent ANFIS model architecture with two rules. (From Ref. [11]) 

Layer 1: Each node i is an adaptive inference node with a node function defined as following: 

( ) ( ); for =1,2, or ; for =3,4
1, 1, 2

O x i O y i
Bi ii i

 = =
 −  

(1) 

where, x (or y) is the input to node i, Ai (or Bi-2) is a linguistic variable related to this node. 

The membership function for Ai can be any appropriate parameterized membership function. 

Layer 2: Each node in this layer is a fixed node with the label Π. Its output, or the fuzzy AND 

function, is the product of all incoming signals that indicate a rule's firing strength: 

( ) ( ) ; =1, 2
2,

O w x y ii Bi i i
 = = 
  (2) 

Layer 3: Each node in this layer is a fixed node labeled N. The node i calculates the ratio of the 

i-th rule's firing strength to the sum of all rules' firing strengths. The output of this layer is 

called normalized fire strength: 

( ) ; 1,2
3, 1 2

O w w w w ii ii
= = + =

 
(3) 

Layer 4: Every node i in this layer is an adaptive node with node function defined as: 
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( )4,
= = + +

i i i i
O wi ii

f w p x q y r  (4) 

where 𝑤̅̅̅i is a normalized firing strength from layer 3 and (pi, qi, ri) is the parameter set of this 

node. The parameters in this layer are referred as consequent parameters. 

Layer 5: The single node in this layer is a fixed node, which computes the overall output as the 

summation of all the incoming signals: 

( )5,
= =  O w f w f wi i i i ii i i i  

(5) 

There are two stages involved in the network training process. The premise parameters (pi, qi, 

and ri) do not change while the signals propagate forward (from the input to the output), and 

the least squares method (LSM) algorithm extracts the subsequent parameters. However, the 

gradient descent technique (GDM) is used to extract the premise parameters during back 

propagation, which is the process of going from the output to the input. 

 

Appendix B 

FH-QVC-DRC Algorithm 

Introduction 

Quantum machine learning (QML) [229]-[231], which originated from the cross-fertilization 

of concepts among quantum computing [193]-[194], [232] and classical machine learning 

[232]-[233], is among the most promising fields of study to gain practical advantage. 

The main distinction between classical machine learning and QML is that QML utilizes qubits, 

quantum gates, and quantum measurements as the activation function in place of classical 

neurons in the layers of a deep neural network. In contrast to their classical counterparts, 

studies have demonstrated that basic linear algebra subroutines such as PCAWT, finding 

eigenvectors and eigenvalues, and solving specific kinds of linear equations exhibit 

exponential speedups with QML [234]-[236]. 

Any QML algorithm consists of three primary building blocks: data encoding, unitary system 

evolution, and state readout obtained from measurement [193]. The majority of the algorithm's 

complexity, which establishes what types of speed-ups are possible, may be attributed to the 

difficult process of transferring classical data into the quantum computer. This process, known 

as quantum embedding, can be accomplished, for example, with the use of "quantum feature 

maps" [197]-[198], [237]-[239], which take classical data and project it to a high-dimensional 

Hilbert space in which a higher degree of separation between data classes is desired in 
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comparison to the original coordinate system. Additionally, by training the quantum 

embedding to get the greatest possible separation between the data clusters in the Hilbert space 

(a technique known as "quantum metric learning") [237]-[239], paving the way for the 

development of more robust quantum classifiers. 

A review of the three different necessary QML building block architectures utilized: hybrid-

neural network [238], [240]-[241], parametric quantum circuits [242]-[245] and data-

reuploading [197]-[198] are presented. 

Hybrid Classical–Quantum Classifier (Hybrid) 

Recent results in the Refs. [243]-[244] show the practical benefit of hybrid algorithms over 

regular classical algorithms in terms of both computational speed and quality of the solution. 

This is achieved through the use of a hybrid quantum-based memory-centric and 

heterogeneous multiprocessing architecture. These results provide compelling reasons to 

investigate hybrid classical-quantum systems in order to gain a competitive advantage in real-

world applications. 

Concatenating conventional and quantum neural networks creates hybrid neural networks, 

which have the significant benefit of having more features in the initial classical layers than 

qubits in the quantum layer. Typically, it is assumed that each feature in each layer has a single 

qubit, which is controlled by a series of one- and two-qubit gates. 

Typically, a parameterized quantum circuit is used to design a hidden layer in order to form a 

quantum-classical neural network (Figure B.1). The parameterized quantum circuit is a 

quantum circuit where the rotation angles for each gate are trainable parameters, determined 

by the components of a classical input vector. The next step is to collect and utilize as inputs 

for our parameterized circuit the outputs from the previous layer of our neural network. 

Typically, the next layer of a conventional neural network receives the measurement statistics 

from the quantum circuit at its conclusion. It should be noted that this method creates a 

connection between classical and quantum neural networks. It's important to note that a one-

qubit classifier produces no entanglement and may be classically simulated. Hybrid neural 

networks require the introduction of several qubits and their subsequent entanglement in order 
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to utilize that quantum resource in the hopes of achieving a quantum advantage.

 

Figure B.1 Quantum circuit implementing a hybrid classical-quantum classifier, each block corresponds to the layer 

of a classical neural network. (From Ref. [217]) 

Variational Quantum Algorithms (VQA) 

Variational circuits are quantum circuits that have learning parameters that are optimized 

through classical learning subroutines, and this kind of approach is conceptually comparable to 

a variational quantum eigensolver (VQE) [242]-[244]. As schematically shown in Fig. B.2, the 

first step towards developing a VQA is to define a cost or loss function C which encompasses 

the solution to the problem. Following that, the quantum operation introduces an ansatz (a 

parameterized quantum state that functions as an educated guess for the solution to a specific 

problem, like determining the ground state of a quantum system), which is dependent on a set 

of discrete or continuous parameters that can be optimized. After that, this ansatz is trained in a 

hybrid quantum-classical loop to accomplish the desired optimization. 

Θ*= arg minθC(θ) (1) 
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Figure B.2 Schematic diagram of a variational quantum algorithm (VQA). (From Ref. [217]) 

The distinctive feature of VQAs is the utilization of a quantum computer for the estimation of 

the cost function C(θ), while simultaneously using the capabilities of classical optimizers to 

train the quantum parameters. Here, it is important to assume that the cost function cannot be 

effectively computed on a classical computer, as this would suggest that there is no quantum 

advantage in the VQA paradigm. 

Data-reuploading Classifier (DRC) 

One subtype of quantum embedding, known as data re-uploading, is achieved by linking 

together consecutive repeating units. When developing a functional neural network, the 

necessary non-linearity is generated by applying single-qubit rotations several times along the 

circuit. Moreover, it has been demonstrated that a single qubit can perform the dual functions 

of a universal quantum classifier and an approximant. 

Beginning with a state vector, |0>, the unitary operation U(x1, x2, 0) was applied and finished 

up at a new point on the Bloch sphere in order to load [x1, x2] into the qubit. Following the 

data loading phase, a trainable non-linear model with a non-linear activation function that 

resembles a deep neural network is required, allowing for the learning of the model's weights. 

Figure B.3 illustrates how the sequence of repeating units, which represent the layers of 

traditional neural networks, implements data reuploading. As a result, increasing the number of 

repeating units would result in a deeper neural network and, ultimately, superior learning. Each 

unit is realized as a product of two unitaries, U(x1, x2, 0) and U(θ1, θ2, θ3), where the second 

unitary contains the trainable parameters. As demonstrated in Figure B.4, this strategy can be 

reinforced by adding strongly entangling layers via the utilization of CNOT gates. As was 
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previously mentioned in the preceding section, several qubits that are entangled with one 

another may offer some quantum advantages over classical neural networks. 

 

Figure B.3 Quantum circuit implementing data re-uploading, each block corresponds to the layer of classical 

neural network. (From Ref. [217]) 

 

 

Figure B.4 Quantum circuit implementing data-reuploading with strongly entangling layers, where entanglement 

between the blocks is introduced with controlled two-qubit gates. (From Ref. [217]) 

Full Hybrid Neural Network Enriched with Variational and Data-reuploading 

Techniques (FH-QVC–DRC) 

The expectation value of a Pauli observable for each qubit is the measurement outcome of a 

variational classifier (VC) circuit, which is comprised of a data embedding layer that imports 

the classical data into the qubits, followed by the entangling layers (CNOT gates that entangle 

each qubit with its neighbor) [246]. 

Here, an angle embedding, denoted as Rx, is employed. To integrate a DRC technique with a 

VC circuit, a series of data embedding and entangling layers (L) as one block (B) was 

designed. The input data is reintroduced into the model by adding several blocks. The trainable 
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parameters are the rotational gates Rx and R in the angle embedding and entangling layers of 

each block, respectively. 

The input classical data is passed into the quantum circuit as rotation angles Rx (“angle 

embedding”) on the Bloch sphere. After the computation on the quantum node is completed, 

measurement is performed, and the outcome is passed to the classical decision layer, which 

decides the final prediction label of the binary classifier as shown in Figure B.5. (From Ref. 

[217]) 

 

FH-QVC-DRC, a novel binary classifier architecture, is suggested. Fundamentally, a VC-DRC 

coupled with classical layers makes up FH-QVC-DRC. The FH-QVC-DRC architecture works 

just as well as its classical equivalents, outperforming a number of previously identified 

quantum classifiers [197]. 

Figure B.5 Block diagram of the Full Hybrid (NN/VC-DRC) classifier. (From Ref. [217]) 

 


