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Abstract

Wymner introduced a special case of the wiretap channel in 1975 which consists of two
communications channels. The first channel is between the transmitter and the receiver
whereas the second channel is between the transmitter and the eavesdropper. This work
focuses on the utilization of coding schemes that reach the maximum transmission rate
between the transmitter and the receiver while preserving the secrecy of the transmitted
data from the eavesdropper. To achieve this we utilize polar codes, which were introduced
by Arikan in 2009 and achieve Shannon’s capacity with low encoding and decoding com-
plexity. They were presented initially for binary-input discrete memoryless channels and
later on for arbitrary-input channels. In this thesis, we begin by implementing the original
polar codes for the binary symmetric, binary erasure, and g-ary erasure channels. Then,
for the g-ary erasure channel, we present a different approach to construct the encoder and
the decoder based on the Pascal-matrix. Finally, we apply both polar coding schemes on
the wiretap channel and compare their performance.
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1 Introduction

In 1948, Shannon demonstrated that for any communication channel there exists a cod-
ing scheme that allows information to be transmitted reliably over a noisy channel at a
rate up to the capacity of the channel, known as Shannon capacity. The search for codes
that achieve Shannon’s capacity proved quite challenging. In 2009, Arikan introduced po-
lar codes, which are the first provably capacity-achieving codes for binary-input discrete
memoryless channels with low encoding and decoding complexity. Later, he generalized
the proposed coding scheme to arbitrary-input discrete memoryless channels. One year
after his landmark paper, Shannon introduced the idea of information theoretic security,
showing that secure communication is possible if we utilize a shared secret key between
the transmitter and the receiver.

In 1975, Wyner proposed an alternative approach to secure communication schemes by
introducing the wiretap channel model. In this model, a transmitter is sending a message
to the legitimate receiver. However, an eavesdropper receives the transmitted message
as well. Wyner concluded that, even if the wiretapper is aware of the encoding scheme
that the transmitter utilizes, secrecy is preserved by the presence of greater noise in the
eavesdropper channel.

In this thesis, we begin by presenting the basic polarization techniques for binary symmet-
ric channels. We extend the original scheme to g-ary input discrete memoryless erasure
channels. We present an alternative approach to construct polar codes, called Pascal-
matrix polar coding [11], that was introduced in 2016 and compare the performance of the
two schemes. In the end, we apply all the above in Wyner’s wiretap channel model and
make performance comparisons between them.



2 Polarization for Binary-input Channels

2.1 Symmetric Capacity

Given a binary-discrete memoryless channel (B-DMC) W : X — ), with input alphabet
X ={0,1}, we define the symmetric capacity as

W (ylz)
W (yl0) + W (y[1)

1) 2 305 CW ) g, (1)

yeY zeX

Symmetric capacity is the mutual information between the input and the output of the
channel when the input is uniformly distributed (P(X =0) = P(X =1) =1). I(W) is a
measure of rate in a channel. It is well-known that reliable communication is possible over
a symmetric B-DMC at any rates up to ().

2.2 Bhattacharyya Parameter
The Bhattacharyya parameter between the input and output of a B-DMC W is defined as

ZW) £ Y VWY)W (y[). (2)

yey

Its an upper bound on the probability of maximum-likelihood (ML) decision error when W
is used only once to transmit a 0 or 1. Therefore, it will be used as a measure of reliability
of a channel. The channel is reliable when Z(W) is small.

2.3 Binary Symmetric Channel (BSC)

The binary symmetric channel, shown in Fig. 1, takes a binary input X = {0,1} and
produces the output Y = {0, 1}. The input is transmitted either correctly with probability
1 — p or it is inverted with probability p. The symmetric capacity of the BSC is

I(W) =1+ plogy(p) + (1 — p) logy(1 — p). (3)
The proof is available in [2]. The Bhattacharyya parameter of the BSC is
Z(W) =2y/p(1—p). (4)

2.4 Binary Erasure Channel (BEC)

The binary erasure channel, shown in Fig. 2, takes a binary input X = {0, 1} and produces
the output ) = {0,1,7}. The input is transmitted either correctly with probability 1 — e
or it is erased with probability e. The symmetric capacity of the BEC is

I(W)=1-e (5)
The proof is available in [2]. The Bhattacharyya parameter of the BEC is

Z(W) =e. (6)
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2.5 Basic Polarization

Channel polarization is an operation by which, out of N independent coples of a given dis-
crete memory channel W, one manufactures a second set of N channels {W :1<i< N}
that show a polarlzatlon effect in the sense that, as N becomes large, the symmetric ca-
pacity terms {/ (WN )} tend towards 0 or 1 for all but a vanishing fraction of indices i.
This operation consists of two phases, channel combining and channel splitting [1].

2.5.1 Channel Combining

This phase combines copies of a given B-DMC W in a recursive way to produce a vector
channel Wy : XN — YV where N = 2",n > 0. The first level of the recursion combines
two independent copies of W, we set x; to be the result of the XOR between u; and us
and x5 to be equal to us, to obtain the channel W, : X2 — Y2, shown in Fig. 3. This
operation is nothing but a linear transformation over GF(2).

The channel W5 is defined as

WQ(y1>y2‘u1a Uz) = W2(y1, y2|$1, 552)
= W(y|e)W (y2|z2) = W(yilur © ug) W (yalus) (7)

for all yp,y2 € V?, uy, ups € X? with uy, up independent.

The next level of the recursion is to combine two independent copies of W5 to create
the channel W, : X* — Y* shown in Fig. 4. The permutation operation, illustrated as Ry,
separates odd-indexed input from even-indexed input, (sy, so, 53, 84) to v} = (s1, S3, 82, 54).
The mapping u} — z{ from the input of channel W} to the input of the four starting
channels W, W*, can be written also as z] = u{G4. Matrix G is called generator matrix
and is of size N and is defined in [1] as

Gy = ByF®" (8)
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where F®" is the n'* Kronecker product of the kernel matrix F = [

0 .
1 1], By is called

bit-reversal and is defined as By = Ry([2 ® Bn/2), and Ry is constructed by rearranging
the rows of the NV x N identity matrix Iy according to the bit reversal order.

To compute Gy, we start by computing the Kronecker product F'®? as
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We observe that the mapping u) — vi¥ is linear over GF(2). Therefore, it follows by

induction that the overall mapping uY — z¥, from the input of the synthesized channel
Wi to the input underlying of raw channel W, is also linear thus z¥ = uNGy. The
relation between the channels Wy and W is given by

Wi (' [ur') = W (' [ug Gx) = W (g1 |27) 9)
for all y¥ € YN, ul € AV,

2.5.2 Channel Splitting

Having synthesized the vector channel Wy out of raw channels Wy, we split Wy channel
back into a set of N bit-channels W](VZ) for 1 <4 < N. These channels are defined by the
transition probabilities

% i— 1
WYY ) 2 Y0 S W) (10)

N N—i
Upy €EXN T

where (yY,u'"!) denotes the output of W](Vi) and wu; its input.
For the proof, consult the Appendix.

> U1
> ;1
u
L > > Y1
Uj—1 _
ws
L > Wy > Yi
Uj41
>
UN ‘
ANEEEESY > YN

(6)
WN

Figure 5: Split channel Wﬁ).
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If we apply the above to the channel W5 of Fig. 3, we get the split channels W2(1) and
W2(2), as shown in Fig. 6. Note that after being estimated, w; is used as an output in the
split channel WQ(Q) in order to estimate uy. The transition probabilities for each channel
are the following

wy! )(yl,y2]u1 ZW yilur © u2) W (y2|uz), (11)

1
W3 (1, w1 uz) = SW (s © )W (g ua). (12)

For the proof of (11) and (12), consult the Appendix.

It is essential to highlight that given the synthetic channel Wy: {W, W} — {(WQ(U, WQ(Z))} —
{W, W} — {W' W"} the following relations hold

I(W') + I(W") = 21(W), (13)
I(W') < I(W) < I(W"). (14)

The equality in (13) indicates that channel polarization is a capacity preserving operation.
If W is either a perfect channel(/(W) = 1) or a completely noisy one(/(WW) = 0) then the
symmetric capacity remains unchanged under a single-step transform, I(W') = I(W") =
I(W).

Regarding the reliability parameter, the following relations hold

ZW") = Z(W)?, (15)
ZW') <2Z(W) — Z(W)?, (16)
ZW" = Z2(W) =z Z(W"). (17)

In the case that W is a BEC, equality holds for (16).

In order to illustrate the behaviour of I(W) and Z(W) of the split channels after the po-
larization step for the synthetic channel Wy: {W, W} — {(WQ(D, WQ(Z))} — {W, W} —
{(y¥;w1), (y?,u1; ug)} we need to work separately for the BSC and the BEC.

For the BSC, we have to calculate the transition probabilities p(y, yo|u1), p(y1, Y2, u1|us),

one-by-one and then use them in (18) to (21). For the BEC, we work with (15) and (16)
since (5) and (6) hold.
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Figure 7: Symmetric Capacity of BSC and BEC before and after the basic polarization

step.

Bhattacharyya parameter
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Figure 8: Bhattacharyya parameter of BSC and BEC before and after the basic polarization

step.

1
Husyn,p0) = > SP(y1, y2fur) logy 1

](UQ;ylay27U1) =

p(Y1, Y2|w1)
sP(y1, ylur = 0) + 5p(y1, yalug = 1)

(Y1, Yo, urlusg)
P(Y1, Y2, ua|uz = 0) + 5p(y1, Yo, ur|ug = 1)

(18)

Y1,y2,u1

1
> SP(Y1, Y2, |uz) logs 1

Y1,Y2,u1,u2 2
(19)
Z(W') = Z \/p(ylay2|u1 = 0)p(y1, ol = 1). (20)
Y1,y2
ZW") = > /plyr,ye, wifua = 0)p(yr, y2, uauz = 1). (21)

Y1,Y2,u1
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Figure 9: Channel polarization for a BEC(0.5) with N = 22,

The two bit channels created after the polarization step are defined as upgraded and
degraded channels with respect to the original one in terms of symmetric capacity, as
shown in Fig. 7. For both the BSC and the BEC, the upgraded channel WQ(Q) has a higher
capacity than the original channel while the degraded has a lower capacity, verifying (14).

In Fig. 8, we observe that Bhattacharyya parameter of the upgraded channel is lower
for both the BSC and the BEC, making it a more reliable channel than the degraded
channel which has a higher Bhattacharyya parameter, verifying (17).

By using (15) and (16), we can recursively calculate the symmetric capacities of the man-
ufactured channels for the case that W is a BEC, using the following formulas and (5)

[1].

IW™Y) = 1(Wi),)", (22)
LWy = 21(Wy),) — I(WY),)> (23)

In Fig. 9, we analyze a BEC(0.5) with symmetric capacity [(W) = 0.5 bits/channel.
Almost 50% of the channels are perfect(Z (V) close to 1) and almost 50% are useless (1(W)
close to 0). Moreover, it is clear that small indexed channels are extremely unreliable,
whereas the higher indexed channels tend to be more reliable. In Fig. 10, we analyze
a BEC(0.3) with symmetric capacity (W) = 0.7 bits/channel. Decreasing the erasure
probability € has a noteworthy impact on our results. Almost 70% of the channels are
perfect and 30% are useless. The effect described above is called channel polarization.
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Figure 11: Symmetric capacity vs Normalized channel index for different block lengths for

the BEC.

In Fig. 11, we observe that as the block length IV increases the channels polarize better
in the sense that more channels become either useless(I (W) close to 0) or perfect (1(W)

close to 1).
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Figure 12: Recursive construction of Wy from two copies of Wys.

2.6 Encoding

The code construction method, based on matrix G, we presented earlier is of O(N?)
complexity. Consequently, it is not suitable for large block lengths N that we are interested
in. For this reason, a recursive approach of the encoding procedure is needed, illustrated
in Fig. 12. The Vector channel Wy is formed by two independent copies of Wy/s, the
operator Ry is a permutation, known as reverse shuffle operation that splits odd-indexed
from even-indexed channels. The odd-index group enters the first copy of Wy /2, whereas
the even-index group enters the second copy Wy/2. We repeat this process recursively until
vector channel consists of two copies of the original channel W £ ;. We transmit with
rate R = | K/N |, where K is the number of information bits. These bits will be placed
to the information vector uy € X and will be send for transmission through the K-most
reliable split channels. The unreliable channels will have as input, the vector uy. € XN~X
filled with frozen(known to the decoder) bits.

If we assume that the complexity of a scalar mod-2 addition is 1 unit, the complexity
of the reverse shuffle operation Ry is N units of time, the encoding complexity with the
help of Master Theorem is

T(V) = 5 +ON) +27(5) =

T(N) = O(N log, N). (24)
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2.7 Decoding

Arikan proposed an algorithm for the decoding process called successive cancellation de-
coder [1]. The decoder sequentially calculates an estimation ; of the transmitted bit w;,
based on the frozen and the previously estimated bits. If u; is a frozen bit, i € A€, the
decoder will set @; to zero. If u; is an information bit, i € A, the decoder will decide on "
bit (1 <4 < N) after estimating all the previous bits ui~* based on either the likelihood
ratios (LRs) or the recursive formulas (28) and (29).

The likelihood ratio (LR) is defined as

5 WY ai70)

AN . (25)
W (Y, )
To estimate L )(yl ,451), we use the recursive formulas
' L(i) <yN/2 022 @ a2i72> W (yN a¥2) 41
2i—1 ~Dj— N/2\J1 1,0 le N/2\IN/24+1> “1,e

( N/2, ,&22 2 ® an—Z)

1,0 l,e

(4) ~ 20— (%)
LN/Q(yN/Z—i-l’ i) + LN/2

2 i D), N2 A0 99N 11— g i 2
L ) = (L a2 @ a2 120 L0 (N o0, 03%). (27)

For the proof of (26) and (27), consult the Appendix.

The SC Decoder generates its decision for ; as follows

0, if u; is a frozen bit
;= 0, if LY (Y, i) > 1
1

otherwise.

If we inspect (26) and (27), we notice that each LR value in the pair (Lﬁifl)(y{\/, a2,
L (yN a%71)), is assembled from the same pair of LRs (LI, (y2/? 422 & a3’ ?),

N/2
LSV)/Z(yN Jor1s @3'?)). For this reason, we decide to use one shared matrlx to store the LRs

that we compute each time. This way, if a LR that is requested already exists in the matrix,
we do not need to compute it again. The matrix is of size N x (log, N + 1), implying that
the decoding complexity is O(N log, N).

The recursive formulas for transition probabilities are defined as

i— 1 ) 5— i— 7
WD i) = 30 W 02 @ sy © wa) W (o k),
u2q

(28)
WED (2, 2 ugg) = SWE (0252 @ w2 sy © ) W (Y, 12 ). (29)
an Y1 9 Yi Uiy Le [Y2i-1 2 Yi o, utle "lugi).

For the proof of (28) and (29), consult the Appendix.
The SC Decoder generates its decision for u; as

U; =

R {0, if u; is a frozen bit

argmaxme{ovl}W](\f)(y{V, ui|z), otherwise.
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Figure 13: The channel transformation process, N = 8.

In Fig. 13, we observe that every transition probability after the first stage of the recursion
is used over one time. For instance, the value of W4(1) is needed for the calculation of both

Wél) and W§2). If we exploit this effect, we can save in terms of decoding complexity.
Therefore, we create two matrices: one for the probabilities W )(y1 ,ui"0) and one for

the W](Vi) (yN, ui"t1), each of size N x (log, N + 1). This results in a decoding complexity
of O(Nlog, N).
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Figure 14: BER for different block lengths over BEC.

2.8 Performance on BEC

In Fig. 14, we illustrate the behavior of a binary erasure channel with code rate R = % As
we grow larger the block N, the bit error rate improves causing polar codes to approach
Shannon capacity as IV increases towards infinity.



20

0 1-¢€ > 0
1 1-¢€ 1
q—1 l-¢ >q — 1

g: prime number

Figure 15: g-ary input Erasure Channel.

3 Polarization for Prime-input Erasure Channels

The polar scheme considered in Section 2 can be generalized to arbitrary ¢-input discrete
memoryless channels, where ¢ is a prime number [3]. In this work, we examine the prime
input erasure channels.

3.1 Symmetric Capacity

Given a g-ary input discrete memoryless channel(DMC) W : X — Y, with input alphabet
X ={0,1,...,¢ — 1} we define the symmetric capacity as

e W(yla)
1) 22,2, Wie)log, == S oy )

We use ¢ as the base of the logarithm so that 0 < I(W) < 1.

3.2 g¢-ary input Erasure Channel

The g-ary input EC, shown in Fig. 15, takes a ¢g-ary input X = {0, 1, ...,¢— 1} and produces
the output ) = {0, 1, ...,¢g—1,7}. The input is transmitted either correctly with probability
1 — € or it is erased with probability e. The symmetric capacity of the g-ary input EC is

I(W)=1—-¢ (31)

For the proof of (31), consult the Appendix.

We notice that the symmetric capacity is the same for the BEC and the g-ary input EC.
Moreover, the erasure probability € is independent of the cardinality of the channel for
the conventional transformation shown in Fig. 3. Hence, we conclude that the recursive
formulas (22) and (23) can also be applied to the g-ary EC.
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Figure 16: Symmetric capacity for TEC before and after the basic polarization step.

3.3 Arikan’s approach

Polarization in g-ary input EC, as shown for a TEC in Fig. 16, occurs in exactly the same
way as we mentioned earlier for BEC. We only need to modify the operations in the encoder

and the decoder to be over GF(q). The recursive formulas for transition probabilities are
defined as

Wz(?\; 1)(91 2|U2z‘ 1) Z W y1 ;U1o @u%zeﬂum 1@U2Z)W()(y1 ,u162|u21)
u24

(32)
(24) u2i1 1 (4) -2 (@) -2
Won ( Uy |U2z) qW (?h 7“1 0 ’® “1 e |UZz 1D u2z>W (yl 7u1 e |“2z)‘ (33)

The SC Decoder generates its decision for u; as follows

U; =

. 0, if u; is a frozen symbol
argmaxxe{ojlmq_l}W](\;)(y{v, ui|z), otherwise.

Likelihood ratio is based on the binary alphabet and does not generalize for larger alpha-
bets.
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Figure 17: SER for different block lengths over TEC of the original scheme.

3.3.1 Performance on TEC

In Fig. 17, we illustrate the behavior of a ternary erasure channel, X = {0, 1,2} with code
rate R = % We observe the improvement of the symbol error rate, as we increase the block
length N.
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3.4 Pascal-matrix approach

In the previous sections, we presented the polarization effect using the original construction
method of Polar codes. It is proved that for all prime ¢, an invertible F, matrix is polariz-
ing if and only if its not upper-triangular [4]. Consequently, the number of matrices that
polarize is vast and we may find matrices that polarize better in terms of error probabil-
ity. Nevertheless, we will focus in matrices that reproduces themselves since the recursive
reproduction of generator matrix we presented earlier gives polar codes good performance
under low complexity.

If we depict the generator matrix G for N = 128 as defined earlier, we observe that
we get the pattern seen in Fig. 19. This never-ending pattern is a fractal (meaning that it
reproduces itself on re-scaling), also known as the Sierpinski triangle illustrated in Fig. 18.
This fractal can be produced by using the modulus operation on the Pascal matrix [11]. If
we apply modulus 2 operation on the Pascal matrix, we obtain exactly the same pattern
as of Giog, as shown in Fig. 19. The Pascal matrix is an infinite matrix containing the
binomial coefficients as its elements and it is an alternative formulation of the Pascal’s
triangle. The expression for the generator matrix Gy is

Gy = [Pascal matrix],, mod ¢ (for prime ¢). (34)

The above method is not unique [5]. We can construct any fractal that originates from the
Pascal matrix using the Kronecker power on the kernel matrix F' which is defined as

F' = [Pascal matrix|, mod ¢ (for prime q). (35)
By using (35), we can calculate recursively the generator matrix Gy as

Gy = F®" over GF(q). (36)
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Figure 21: Symmetric capacity of the proposed Pascal-matrix code for different block
lengths over a TEC(0.5) and a 5-input EC, with € = 0.5.

3.4.1 Pascal-matrix based construction

In [11], the Pascal-matrix construction was presented for ternary input erasure channels.
We extend this construction method for prime input erasure channels. We begin the con-
struction of the code by choosing the size g of the channel’s input alphabet and by applying
(35), we obtain the kernel matrix F' of our scheme. This time, we will need ¢ recursive
formulas in order to compute the symmetric capacities of the synthesized channels. The
following algorithm describes the procedure for computing the capacities of the fabricated
channels regardless of the channel’s input size. To get an intuitive understanding of the
recursive formulas, a detailed analysis for the case of a ternary erasure channel, ¢ = 3, is
given in the Appendix.

Algorithm 1 Calculation of I(W) of the fabricated channels

Input: Size g of the channel’s input alphabet , the result pos of the channel index mod ¢
and the previous estimated capacity b.
Output: Symmetric capacity of the i'* channel.
1: ep+ 0
2: for i <~ pos+1toq+1do
3:  coef < binomial coefficient(q,i — 1)
4:  ep<ep+coef - (1 —b)~t. (bt
5
6
7

. end for
ccap—1—ep
: return cap

In Fig. 21, we observe that as we increase the block length N through powers of 3 and 5,
respectively, the amount of mediocre channels in terms of symmetric capacity shrinks. In
the Fig. 22, we compare the behavior of symmetric capacities between the original imple-
mentation of polar codes and the proposed implementation based on the Pascal-matrix, for
two cases, a transmission over a TEC and a transmission over a 5-input EC. We observe
the dominance of the proposed Pascal-matrix scheme compared to the original scheme,
even when an advantage of longer block length /N is given to the original scheme.
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Figure 23: Recursive construction of Wy from ¢ copies of Wyy,.

3.4.2 Encoding

As we illustrate in Fig. 23, we combine ¢ copies of Wy, synthesized channels to construct
Wyx. The permutation Ry sorts its input s based on the signal’s index mod-q result.
The first Wy, channel corresponds to result 1 and we continue to assign the signals to
each Wy, channel until we reach to result 0. If we assume that the complexity of a scalar
mod-q addition is 1 unit, the complexity of the reverse shuffle operation Ry is IV units of
time, the encoding complexity with the help of Master Theorem is

T(N) = N+ O(N) + qT(%) -
T(N)=O(Nlog, N). (37)
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Figure 24: Symbol error rate as a function of erasure probability € for transmission over a
TEC.

3.4.3 Decoding

Since the kernel matrix F' we are using has always ¢ X ¢ dimensions, we define ¢ transition
probabilities which we derive from (38). The transition probabilities for the case of a
ternary erasure channel, ¢ = 3, are given in the Appendix.

% i— 1
W i ) = 3 Wl (38)
The SC Decoder generates its decision for 4; as follows

. {0, if u; is a frozen symbol
U; =

argmaxwe{()’l"._,q_l}wj(\,i)(y{v, u'~'|r), otherwise.

Since we use ¢ matrices of size N x (log, N + 1), the decoding complexity is O(N log, N).

3.4.4 Performance on ¢g-ary EC

In the following figures, we examine the performance of the proposed Pascal-matrix polar
codes versus the original polar codes for transmission over a ternary erasure channel. The
block lengths N cannot be equal due to the distinct construction of each code. Nevertheless,
we always give an advantage to the conventional scheme. In Fig. 24(a), we plot the Symbol
Error Rate of both codes as a function of the channel’s erasure probability €. Despite the
fact that we give shorter block length N and slightly higher rate in the proposed code, it
performs better than the original one. In Fig. 24(b), we give considerably shorter block
length to the proposed code and its superiority remains.

In Fig. 25, we examine the performance over a 5-input erasure channel. We verify
that the superior performance of the proposed Pascal-matrix polar code remains over the
original one despite the disadvantage in terms of block length N and rate R.
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4 Polar Codes for Secrecy

In this section, we will introduce Wyner’s approach to achieving secure communication over
a transmission in the presence of a wire-tapper. We will use the polar coding techniques
on g-ary input erasure channels, both the original introduced by Arikan and the proposed
one based on the Pascal-matrix, for the encoding and decoding procedure and present the
performance results.

4.1 The Wiretap Communication Model

In the wiretap communication model, Alice wishes to send messages to Bob through a
communication channel C}, called the main channel, but her transmissions also reach an
adversary Eve through another channel Cs, called the wiretap channel. This is illustrated
in Fig. 26 , wherein u denotes the k-bit length message that Alice wishes to communicate to
Bob. We think of u as a data sequence which consists of independent copies of the random
variable U = {0,1,...,q — 1}, where U is equally distributed. The encoder maps u into a
sequence x of n channel symbols. This sequence is transmitted across the main channel and
the wiretap channel resulting in the corresponding channel outputs y and z, respectively.
Finally the decoder maps y into an estimate @ of the original message. The goal is to
design a coding scheme-namely, an encoding algorithm and an decoding algorithm-that
makes it possible to communicate both reliably and securely, as the message length £
becomes large. Reliability is measured in terms of the probability of error in recovering
the message. Specifically the objective is to satisfy the following:

Reliability Condition: lim Pr{a* # u*} = 0. (39)
—00

where the probability is over all the relevant coin tosses in the system: in the generation
of u*, in the encoder, and in the main channel. Security is usually measured in terms of
the normalized mutual information between the message u* and Eve’s observations z.
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Figure 26: The wiretap channel.

Specifically, one is interested in encoding algorithms that satisfy the following:

I(uF; 2)

Security Condition: lim = 0. (40)

k—o00

Note that I(u*;2) is equal to the difference between the a priori entropy H(u*) and the
conditional entropy H(u¥|z). Thus, intuitively, (40) means that observing z does not
provide any information about u* beyond what is available a priori as compared to the
message length k.

Wyner proved that if both C} and Cy are discrete memoryless channels and moreover,
(5 is degraded with respect to (' then the system is characterized by a single constant
Cs, called the secrecy capacity, which has the following meaning. For all € > 0, there exist
coding schemes of information rate R > Cs — € that satisfy (39) and (40); conversely, it is
not possible to satisfy both (39) and (40) at rates greater than Cj.

4.2 The Secrecy Capacity of the Wiretap Channel

A simple expression for secrecy capacity Cs was given by Leung-Yan-Cheong in [7]. If C4
and Cy are symmetric and CY is degraded with respect to C; then

C, = Cy — C. (41)

The g-ary input erasure channel we discussed earlier is symmetric. Therefore, if the main
channel is an erasure channel with erasure probability €¢; and the wiretap channel is an
erasure channel with erasure probability e, with €5 > €1, then the secrecy capacity Cs =
€y — €71.

4.3 Encoding and Decoding

We define the main channel Cy = W*(y|x) and the wiretap channel Cy = W(z|z), shown in
Fig. 26. As we observe in Fig. 27, our secret message is transmitted over those bit-channels
W](\;) that are bad for the eavesdropper-Eve, while flooding the bit-channels that are good
for Eve with random bits.
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We define three subsets of the block length N as follows:

R = AW) (42)
S & AW NAW) (43)
B2 A¢(W™) (44)

where A(W) is the information set of the good channel indexes for the wiretap channel,
A(W™) is the information set of the good channel indexes for the main channel, A¢ is the
complement of A over N. Notice that the sets R, S, B are disjoint and RUS U B = [N].
Let |[R| =r and |S| = k.

The code rate is R = % and the secrecy rate is R; = %
The encoder is a function € : {0,1, ..., — 1}* x {0,1,...,¢ — 1} — {0,1,...,g — 1}V. Tt ac-
cepts as input a message u € {0,1,...,¢—1}* and a vector e € {0,1,...,¢g—1}". Tt has been
proved that e must be selected by Alice uniformly at random from {0, 1,...,¢—1}" in order
to help keep Eve ignorant [8]. The encoder first constructs the vector v € {0, 1,...,q — 1},
by setting vg = e, vs = u, and vg = 0. The encoder then outputs £(u,e) := v G,, as we
described in Section 2. The decoder invokes successive cancellation decoding to produce
the vector @* for the main channel and @* for the wiretap channel. Earlier we defined the
secrecy capacity for the wiretap channel, as Cs = Cy — Cy, (41). Let Ry = k/n denote the
code rate of our scheme, then following theorem holds

lim R, = C(W*) — C(W). (45)

N—oo

For the proof of (45), consult the Appendix.
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Figure 28: BER vs Normalized channel in- Figure 29: Rate of the coding scheme as a
dex for different block lengths over binary function of the tolerance of the BER ¢ €
erasure wiretap channel. [0,0.2].

In Fig. 28, we illustrate the performance of the original polar codes for different block
lengths N for the wiretap channel of Fig. 26. The main channel is a BEC with erasure
probability € = 0.4, and the wiretap channel is a BEC with erasure probability ¢ = 0.5.
In order to examine the performance for different block lengths N, the horizontal axis
is marked with all channel indexes, normalized to the closed interval [0, 1]. The vertical
axis is marked with the bit error rate. The code rate is R = %, resulting in the half
of the channels having BER = 0. We observe that on the legitimate receiver’s side, we
get better performance as we increase the block length NV in terms of bit error rate. On
the eavesdropper’s side, as the block length N increases, the bit error rate approaches
0.5, making the channel completely unreliable and more difficult for the eavesdropper to
decode our secret message.

In the first subplot of Fig. 29, we illustrate the rate in the legitimate receiver as a
function of the tolerance of the bit error rate 0, 6 € [0,0.2]. The tolerance of the BER is
the acceptable range within which the BER can vary. If 6 = 0.2, we take into consideration
all the channels that have BER up to 0.2 in the legitimate receiver. We observe that as
we increase 0, the rate increases since more channels are counted as good channels in the
estimation. We observe that larger block lengths N achieve higher rates more quickly and
with smaller tolerance values §.

In the second subplot of Fig. 29, we illustrate the secrecy rate as a function of the
tolerance of the bit error rate §, § € [0,0.2]. To estimate the secrecy rate we take into
consideration the channels that have BER smaller than the tolerance ¢ in the legitimate re-
ceiver’s side and at the same time their BER falls within the range 0.5—9 < BER < 0.5+¢
in the eavesdropper side (for BER= 0.5 the security condition holds). We observe that
larger block lengths NV achieve higher rates more quickly and with smaller tolerance values
0. As a reference, we highlight the secrecy capacity Cs = 0.6 — 0.5 = 0.1.
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Figure 30: SER vs Normalized channel in- Figure 31: Rate of the coding scheme as a
dex for different block lengths over Pascal- function of the tolerance of the SER § €
matrix ternary erasure wiretap channel. [0,0.2].

In Fig. 30, we illustrate the performance of the polar codes based on the Pascal-matrix
for different block lengths N for the wiretap channel of Fig. 26. The main channel is a
Pascal-matrix TEC with erasure probability e = 0.4, and the wiretap channel is a Pascal-
matrix TEC with erasure probability ¢ = 0.5. In order to examine the performance for
different block lengths IV, the horizontal axis is marked with all channel indexes, normalized
to the closed interval [0, 1]. The vertical axis is marked with the symbol error rate. The
code rate is R = 1, resulting in the half of the channels having SER = 0. We observe
that on the legitimate receiver’s side, we get better performance as we increase the block
length N in terms of symbol error rate. On the eavesdropper’s side, as the block length N
increases, the symbol error rate approaches 0.7, making the channel completely unreliable
and more difficult for the eavesdropper to decode our secret message.

In the first subplot of Fig. 31, we illustrate the rate in the legitimate receiver as a
function of the tolerance of the SER 4, § € [0,0.2]. The tolerance of the SER is the
acceptable range within which the SER can vary. If § = 0.2, we take into consideration
all the channels that have SER up to 0.2 in the legitimate receiver. We observe that as
we increase 9, the rate increases since more channels are counted as good channels in the
estimation. We observe that larger block lengths N achieve higher rates more quickly and
with smaller tolerance values 0.

In the second subplot of Fig. 31, we illustrate the secrecy rate as a function of the
tolerance of the SER ¢, § € [0,0.2]. To estimate the secrecy rate we take into consideration
the channels that have SER smaller than the tolerance ¢ in the legitimate receiver’s side
and at the same time their SER falls within the range 0.67 — 6 < SER < 0.67 + ¢ in the
eavesdropper side (for SER= 0.67 the security condition holds). We observe that larger
block lengths N achieve higher rates more quickly and with smaller tolerance values §. As
a reference, we highlight the secrecy capacity Cs = 0.6 — 0.5 = 0.1.
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Figure 33: Rate of the coding scheme as a
function of the tolerance of the SER 0 €
[0,0.2].

Figure 32: SER of ternary erasure channel
using the original scheme vs using the pro-
posed pascal-matrix scheme.

In Fig. 32, we illustrate the performance of the original polar codes versus the proposed
implementation based on the Pascal-matrix for the wiretap channel of Fig. 26. The main
channel is a TEC with erasure probability € = 0.4, and the wiretap channel is a TEC with
erasure probability e = 0.5. Since the two implementations have different block lengths N,
the horizontal axis is marked with all channel indexes, normalized to the closed interval
[0,1]. The vertical axis is marked with the symbol error rate. The code rate is R = %,
resulting in the half of the channels having SER = 0. We observe that in the legitimate
receiver’s side, the Pascal-matrix implementation performs better than the original one in
terms of symbol error rate. In the eavesdropper’s side, the symbol error rate of both imple-
mentations has the same behaviour and SER is approximately around 0.7 for all channels.
In order to satisfy the security condition (40), the mutual information between the trans-
mitted secret message and the observation of the eavesdropper needs to be zero. We
have to examine the channel formed between the secret message and the estimation of
the eavesdropper so as to conclude to the mutual information formula. As we observe in
the transition probabilities matrices of Fig. 35 to Fig. 37, between the transmitted secret
message u and the estimation @ of the eavesdropper it is formed a ternary channel which
is symmetric (each row is a permutation of each other row and each column is a permu-
tation of each other column), illustrated in Fig. 34. The symmetric capacity of a ternary
symmetric channel with error probability p is

I(u ) = 1+ plogy(5) + (1 —p) logy (1 = p). (46)
For the proof of (46), consult the Appendix.
For p = % = 0.67, (46) equals 0, the proof is provided in the Appendix.
Since SER is around 0.67 for the most channels, our estimation is verified, meaning that
the eavesdropper is being successfully kept ignorant about the secret message.

In the first subplot of Fig. 33, we illustrate the rate in the legitimate receiver as a
function of the tolerance of the SER 0, § € [0,0.2]. The tolerance of the SER is the
acceptable range within which the SER can vary. If 6 = 0.2, we take into consideration
all the channels that have SER up to 0.2 in the legitimate receiver. We observe that as
we increase §, the rate increases since more channels are counted as good channels in the
estimation. The Pascal-matrix implementation performs better than the original’s scheme
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since for smaller tolerance values the former achieves greater rate.

g-ary input Symmetric Channel

g-ary input 0
BN Encoder LN Erasure Y, Decoder EECING
Channel
w,z, 0 €{0,1,...,q — 1} ye{0,1,....,g—1}U?

Figure 34: The symmetric channel formed between the original message u and the esti-
mated message .

Yo 1 2 ‘1o 1 2
Y Y
0 0.9230 | 0.0388 | 0.0390 0 0.5499 | 0.2279 | 0.2245
1 0.0385 | 0.9224 | 0.0382 1 0.2244 | 0.5465 | 0.2240
2 0.0385 | 0.0388 | 0.9229 2 0.2257 | 0.2256 | 0.5515
Figure 35: Transition Figure 36: Transition
probability matrix for the probability matrix for the
Ternary Symmetric Channel Ternary Symmetric Channel
(when the underlying ternary (when the underlying ternary
erasure channel has € = 0.1, erasure channel has € = 0.4,
=09, R=0..85). [ =10.6, R =0.55).
‘1o 1 2

Y

0 0.8675 | 0.0639 | 0.0651
1 0.0660 | 0.8699 | 0.0648
2 0.0665 | 0.0642 | 0.8701

Figure 37: Transition probability matrix for the Ternary Symmetric Channel (when the
underlying ternary erasure channel has e = 0.8, I = 0.2, R = 0.15).

In the second subplot of Fig. 33, we illustrate the secrecy rate as a function of the
tolerance of the SER 4, § € [0,0.2]. To estimate the secrecy rate we take into consideration
the channels that have SER smaller than the tolerance ¢ in the legitimate receiver’s side
and at the same time their SER falls within the range 0.67 — § < SER < 0.67 4+ ¢ in the
eavesdropper side (for SER = 0.67 the security condition holds). We observe again better
performance for the Pascal-matrix implementation as we increase the tolerance §. As a
reference, we highlight the secrecy capacity Cs = 0.6 — 0.5 = 0.1.
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Figure 38: SER of 5-input erasure channel
using the original scheme vs using the pro-
posed pascal-matrix scheme.

Figure 39: Rate of the coding scheme as a
function of the tolerance of the SER 0 €
[0,0.2].

In Fig. 38, we illustrate the performance of the original polar codes versus the proposed

implementation based on the Pascal-matrix for the wiretap channel of Fig. 26. The main
channel is a 5-input EC with erasure probability ¢ = 0.4, and the wiretap channel is a
5-input EC with erasure probability e = 0.5. Since the two implementations have different
block lengths N, the horizontal axis is marked with all channel indexes, normalized to the
closed interval [0, 1]. The vertical axis is marked with the symbol error rate. The code
rate is R = %, resulting in the half of the channels having SER = 0. We observe that in
the legitimate receiver’s side, the Pascal-matrix implementation performs better than the
original one in terms of symbol error rate. In the eavesdropper’s side, the symbol error
rate of both implementations has the same behaviour and SER is approximately around
0.8 for all channels.
In order to satisfy the security condition (40), the mutual information between the trans-
mitted secret message and the observation of the eavesdropper needs to be zero. We
have to examine the channel formed between the secret message and the estimation of
the eavesdropper so as to conclude to the mutual information formula. As we observe in
the transition probabilities matrices of Fig. 40 to Fig. 42, between the transmitted secret
message v and the estimation @ of the eavesdropper it is formed a 5-input channel which
is symmetric (each row is a permutation of each other row and each column is a permu-
tation of each other column), illustrated in Fig. 34. The symmetric capacity of a 5-input
symmetric channel with error probability p is

I(W) = 1+ plogs() + (1 = p) logs (1 — p). (47)

For the proof of (47), consult the Appendix.
For p = % = 0.8, (47) equals 0, the proof is provided in the Appendix.

Since SER is around 0.8 for the most channels, our estimation is verified, meaning that
the eavesdropper is being successfully kept ignorant about the secret message.

In the first subplot of Fig. 39, we illustrate the rate in the legitimate receiver as a
function of the tolerance of the SER 4, § € [0,0.2]. The tolerance of the SER is the
acceptable range within which the SER can vary. If § = 0.2, we take into consideration
all the channels that have SER up to 0.2 in the legitimate receiver. We observe that as

we increase ¢, the rate increases since more channels are counted as good channels in the
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estimation. The Pascal-matrix implementation performs better than the original’s scheme
since for smaller tolerance values the former achieves greater rate.
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Figure 40: Transition probability matrix for the 5-input Symmetric
underlying 5-input erasure channel has e = 0.1, I = 0.9, R = 0.85).
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Figure 41: Transition probability matrix for the 5-input Symmetric
underlying 5-input erasure channel has e = 0.4, I = 0.6, R = 0.55).
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Figure 42: Transition probability matrix for the 5-input Symmetric
underlying 5-input erasure channel has e = 0.8, I = 0.2, R = 0.15).

Channel (when the

In the second subplot of Fig. 39, we illustrate the secrecy rate as a function of the
tolerance 9, § € [0,0.2]. To estimate the secrecy rate we take into consideration the
channels that have SER smaller than the tolerance ¢ in the legitimate receiver’s side and
at the same time their SER falls within the range 0.8— < SER < 0.84-¢ in the eavesdropper
side (for SER = 0.8 the security condition holds). We observe again better performance
for the Pascal-matrix implementation as we increase the tolerance §. As a reference, we
highlight the secrecy capacity Cs = 0.6 — 0.5 = 0.1.
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Figure 43: The g-ary input symmetric channel with its transition probability matrix.

We expect similar performance for all g-ary input erasure channels, when ¢ is a prime
number. In Fig. 43, we illustrate the ¢g-ary input symmetric channel, when ¢ is a prime and
its transition probability matrix. The symmetric capacity of the g-ary symmetric channel
is

p
I(W) =1+plog, (F) + (1 — p)log, (1 —p). (48)
and for p = %, the symmetric capacity equals 0.
For the proof, consult the Appendix.
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Appendix
Proof of Eq. (10):
. . N i , N
W(Z)(yN ui_1|U‘) — p(y{\f?uZl 17ui) — p(y{\[7u?|_) — Zuﬁ-l p<y1 7U/17ui+1)
M p(u;) p(u;) p(u;)
Oy, P u) Xy Pyl )p(ul) Xy pln |ur)27Y
a p(us) - p(us) - 2!
1
= Z 2N_1WN(y{V|U]1V)

Proof of Eq. (11):

Wi (1, o) = ZW yi|ur @ ug) W (y2|us)

u2
) 7u
p(ylay2|U1) = % Zp(ylayz,uhﬂa)
' P(ylay2|u1) =2
= plx,y,2) p(us)

1 1
p(y1, y2lur) = o) Zp(y1,y2|ul,u2)p(ulju2) = o) Zp(yhy2|U17U2)p(U1)P(U2)

pluz ZP Y1, Yolur, uz) = ZP Y1, yalrr, v2) = ZP yilz1)p(yalz2)

u2

1
=5 > p(yilur @ uo)p(ysfus).

u2

Proof of Eq. (12):
Wi (g1, yo, wifup) = %W(ylyul B )W (2| u2)
Applying the Chain rule: p(A, B|C) = p(A|C)p(B|A, C)
P(y1, Y2, uafuz) = plualuz)p(ys, yolur, uz) = p(ur)p(ys, yalus, uz)

1 1
= ép(yl,yﬂﬂ?l,if?) = ép(y1|x1)p(y2|x2)

1
= §p(yl|u1 © u2)p(y2|uz).
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Proof of Eq. (26):
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Proof of Eq. (28):
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Proof of Eq. (31):
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30 -W(0|x 1 -W(l|x
1wy 2y [-W(ou)logqq 1_(6’ )+—W(1yx)1ogqq 1_< [2)
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For q = 3 and input alphabet X = {0, 1, 2} and from (35), the kernel matrix is defined as

1 00
F=|1220
1 11

U
1 C) W Y1
P m \j\_\ W Y2
\N A
us W Y3
W3

Figure 44: Synthesized channel Ws.

First, we will prove that single step channel transformation preserves the symmetric ca-
pacity in g-ary input erasure channels as well.

Since Xy, X1, X5 are independent, the mutual information between the joint channel input
Xo, X1, X5 and the joint channel output Yy, Y7, Y5 is

—

*

I(Xo, X1, X2; Y0, Y1, Y2) = H(Yo, Y1,Ys) — H(Yo, Y1, Yo Xo, X1, X5)
= H(Yy) + H(V1[Yo) + H(Y2|Y1, Y0)
— H(Yo|Xo, X1, X2) — H(Y1[Yo, Xo, X1, X>)
— H(Y2|Yy, Y, Xo, X1, X5)

= H(Yy) + H(Y1) + H(Yz) — H(Yo|Xo) = H(Y1|X1) = H(Y|X,)

(X0 o) + 1(Xis Vi) + 133 )
= 31(Xo: Yp)
= 3I(W). o

=

(x) Mutual information is symmetric, therefore I(X;Y) = I(Y; X) and I(X;Y) = H(X)—
HX|Y)=H(Y)—-H(Y|X).

(xx) Since, by the definition of the discrete memoryless channel, Y; depends only on X;
and is conditionally independent of anything else.
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100
F=1]1 2 0 [ isinvertible.
111
Thus, Xg, X1, and X, are in invertible correspondence with Uy, Uy, and U,, hence
](X[))Xl)XZ;}/()?}/l?}/Q) :]<UO,U17U2;%,Y1,§6). (52)
By applying the chain rule for mutual information,
2i.i.d.
I3 YE) = 1(U0: i) + LU YEUp) 2
= I<U0’ 3/02) + I<Ul ) )/02’ 0)
Uy, Usi.i.d.
= I(Uo; Yy) + 1(U1; Y5, Up) + I(Uz; Yi, Up|Un) =
ZI(UO,%Q)JrI(Ul,%,Uo) I(Uy; Yy, Uy) =
=I(W")+ I(W")+ I(W"™). (53)
Then, from (51),(52), and (53), we have
I(WH + 1(W")y + 1(W"
W) = (W) + IW™") + I(W™) (54)

3

To find the recursive formulas of the symmetric capacities of the fabricated channels we

start by calculating the erasure probabilities.

The table below shows different output values, where e indicates that y; has been re-
ceived as transmitted and 7 indicates that a y; is an erasure. The symbol ¢ indicates that
the received data are sufficient to decode u? and X indicates that the received data are

insufficient to decode u3.

For W?EI),
([ u; D us Bus 2us Pus us w.p. decodable
. o . (1—¢)3 4
? . . e(1 —¢)? X
. ? o (1—¢€)e(l—¢) X
(Y1, 92, y3) = . . ? (1—e€)% X
? ? o (1 —e) X
? . ? €(1 —e)e X
. ? ? (1 —¢)e? X
7 77 & x
PWM=1-(1-€e?=1-(1-3e+—¢)
=3ec—3e* + €.
For Wyfz),
([ uy Dus Duz 2uy Dug uz uy w.p. decodable
. ° o o (1—¢)3 4
? o o o e(1 —e€)? 4
o ? e o (1—e)(l—¢) v
(Y1, Y2, Y3, u1) = ° ° 7?7 e (1 —€)?%e v
? ? e o (1 —¢) X
? . 7 e €(1—e)e X
o ? 7 e (1—¢€)e? X
? ? 7 e e X

(55)
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P(W) =€ +362(1 — €) = € + 362 — 3¢’

= 3e2 — 263, (56)
For W3(3),
(U Buy Bus 2us Dus U U Us w.p. decodable
° ° e o o (1 — 6)3 4
? ° e o o e(1—e)? 4
° ? e o o (l—e)(l—e¢ 4
(Y1, Yo, Y3, u1, ug) = J J 7 e e (1—¢€)%e v
? ? e o o (1 —¢) v
? o 7 e e €(1—e)e v
o ? 7 e e (1 —¢)e v
L ? ? ? e o e ) 4
P(WP) = €. (57)

Given P, (W) = ¢, I(W) = 1 —¢, and the erasure probabilities of the synthesized channels
that we calculated above, we have

P, (W')y = P,(W)* = 3P,(W)* 4 3P.(W)
L= I(W') = (1= I(W))’ = 3(1 = I(W))* + 3(1 — I(W)
L—I(W')=1—=3I(W)+3I(W)? —I(W)* =3 +6I(W)—3I[(W)*>+3 —3I(W)
(W) =I(W)’
ie, I(WY™P)=1(Wy),)? (58)
P.(W") = 3P.(W)* = 2P, (W)
L—I(W") =3(1—-1I(W))*—2(1 — I(W))?
1—I(W")=3—6I(W)+3I[(W)* =2+ 6I(W)—6I(W)*+2I(W)
I(W") = 3I(W)* = 2I(W)?
i, I(WY™Y) =31(Wy),)* — 20(Wy),)°, (59)
P.(W") = P.(W)?
L—I(W") = (1~ I(W))’
1—I(W")y=1-=3I(W)+3I(W)* - I(W)?
I(W") =31(W) = 3I(W)* 4+ I(W)?
i TWRY) = BI(Wy),) = BI(Wy),)* + T(Wy),)° (60)

For ternary input, (38) becomes

i i— 1
Wy ™) = D s W ). (61)

N
Uitq
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The transition probabilities for the successive cancellation decoder are calculated below
[11]. Symbols mg stand for index mod 3 = 1, symbols m, stand for index mod 3 = 2, and
symbols my stand for index mod 3 = 0. The operations are over GF(3).

3 i— (61)
W W us) S e W Y i) =

3N
U3it+1

- Z 33N 1 |U1m0 69ul?’ru @U1m2)

“31+1

Wy (3/N+1 ]2u1 my DUy mg)WN(y2N+1 |u1 mz)

1
:§ Z 3N—1 ( |u1mo@u1m1@ulm2)

1
> el N (R 200, @l

1
Z WW (y2N+1|U1 mg)

3N
U3it1,mo

1
= §W( (' ,U1m0 e ui m1 @U1m2|u3z o @ ugi—1 D us;)

W(l) (?JN]YHa 2“1 ma D U1 ma |2U32 1D USZ)W( )(y2N+17 U1 M |U3z)

(3i—=1), 3N —9 (61) 3N| 3N\ _
Won (i |usi-1) E 33N 1W3N( g fuy™) =
u31
1
= § 33N_1WN( |u1m0 G9u1ml 69ulmg)
usN u3N
3i,mq’"3i,mq
Uiy

WN(yN—H 2ui my DUy mg)WN(yQN—‘,-llul mz)

_Z Z 3N 1 |u1m0@u1m1@u1m2)

Usi u52+1 mq
1
§ 3N71W <yN+1|2u1m1 EBul mg)
udN
51+1 mq
1
E 3N71W (y2N+1|u1 mg)
N
3i+1,mo

R
= Z §W](V)(y1 ,Ul Mo @ Ul mi @ Uq mg‘ui’ﬂ 2 D ugi—1 D u?n)
us;

' W( )(yNAiD 2u:1)ﬂm1 EB ul m2‘2u31 1 EB U3Z)W( )(y2N+17 ul ,ma ’u?ﬂ)
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3i—2 (61)
Wi D ) S S Wan () =

3N
Uz

1
- Z 33N—1W ( |u1m0 69ulm1 G3“’1m2)

3N
Uzi—1

Wy (1/N+1 |2U1 my DUy m2>WN<3/2N+1|U1 mg)

1
:Z§NZ3N—1

U3q,U3i—1

‘U’l ,mo EB ul ,mi @ ul mz)
ugi+1,m0

1
Z WW Ny 2ul, @ uil )

3N
U3i41,mq

1
Z FW (y2N+1|u1m2)

3N
U3i41,mo

| -
= Z §WJ(V)(y17u1m0@u1m1@u1m2|u312@u3’b 1D us;i)

U3i,U3i—

WO)(Z/NJA’ 2U£1%m1 D “1 ma |2u32 19D U3z)W( )(y2N+17 Ul Mo ‘U3z>~

Proof of (45):
Observe that
S [AW) AW o
Rsfﬁf N N =C(W*)—-C(W)

by using (43), the fact that A(W) C A(W*), and limpy_,n % =C(W) [8].

Proof of Eq. (46):
In the case that W is TSC(p), we have

(W) (30 Z [%W(OM) log,(3W(0]z)) + %W(Hx) logs(3W (1]z)) + %W(2|x) logs(3W (2|z))

TEX

= (1 - p)logs(3(1 ~ p)) + plogs ()

=Urﬁ%b&3+b&ﬂ—pﬂ+mb&3+b&g)

= 1+ plogy(5) + (1 - p) logs(1 - p).

IW)=0«

L+ plogy(3) + (1 = p) logy(1 = p) =0

log33-+log3(g)p-+10&41-—p)“‘”==10g31
log;(3 - (g)p (11— p>(17p)) = logy 1

3. (g)p (1 _p)(l—p) - 1.

2 12/3 11/3 1 1 1
Forp:§,weget 3'5 '3 :3~332~\3/§ ~333
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In the case that W is a g-input symmetric channel with crossover probability p, we have

1wy @ s Ewwm log, (qW (0])) + gwum log, (W (1[)) + .. + gww 1) log, (W (q — 1])

reX

p
= (1 —p)log,(q(1 —p)) + plog, (q o1 1)
p
= (1 —p)(log, q + log,(1 —p)) + p <logq g+ log, = 1)

p
= 1t plog, (27 )+ (1= p) o, 1~ )

IW)=0«

p
1+ plog, (H) +(1—p) logq(l -p)=0

p
log, g + log, (%) +log, (1 — p)iP = log, 1

p
p _
log, (q- (ﬁ) (1-p) ”’) = log, 1

p
p (1-p) _
() -1- P =1,

g—1 % (a=1)/q g—1 1-(¢-1)/q 1\ @ D/a s\ 1-a-D/a 1\ !
For p = ——, we get ¢ - N P =q- |- o - =q-|—-] =1
q q—1 q q q q
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